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Hash security
o November 2007: SHA-3 competition launched

o “The security provided by an algorithm is the most important factor
in the evaluation.” [NIST]
e Minimum requirements: collision resistance, preimage resistance,
second-preimage resistance, resistance to length-extension attacks

@ December 2010: 5 finalists

BLAKE Grgstl JH Keccak Skein

Winner to be chosen in 2012!

Matthias Berg Verified Security of Merkle-Damgard June 27, 2012 3/1



ICSF
32012
Hash security
o November 2007: SHA-3 competition launched

o “The security provided by an algorithm is the most important factor
in the evaluation.” [NIST]

e Minimum requirements: collision resistance, preimage resistance,
second-preimage resistance, resistance to length-extension attacks

@ December 2010: 5 finalists
e All 5 are variants of the Merkle-Damgard constructionJ

‘ padding

Matthias Berg Verified Security of Merkle-Damgard June 27, 2012



ICSF
2012
Hash security
o November 2007: SHA-3 competition launched

o “The security provided by an algorithm is the most important factor
in the evaluation.” [NIST]

e Minimum requirements: collision resistance, preimage resistance,
second-preimage resistance, resistance to length-extension attacks

@ December 2010: 5 finalists
e All 5 are variants of the Merkle-Damgard construction

Our contribution

Formally
Verified Security
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Verified security

EasyCrypt )

@ Formal framework for security proofs
@ Uses state-of-the-art verification tools
@ Makes verified security accessible to non-experts in formal methods
@ Supports game-based proofs
Game G; : Game G, : Game G, :
e A0 | e a0s | | e A
Pr[Gi:b] < PriGyib] <...< Pr[Gy:l]

o pWhile: typed probabilistic imperative Language
e probabilistic relational Hoare logic: F¢; ~co: ¥ = @
o random sampling, lazy/eager sampling, loops, failure events, ...
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Collision resistance

Collision resistance [Merkle, Damgard, 1989]

For every collision finder A for the suffix-free Merkle-Damgard
construction there exists a collision finder B for its compression function f.

£
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Collision resistance in EasyCrypt

o define formal context (types, constants, operators, axioms-lemmas)

opiscoll(pi,p2) = p1#p2 A f(p1) = f(p2)

axiom suffix_free: V(m,m’, bl), m # m’ = pad(m) # bl||pad(m’)
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Collision resistance in EasyCrypt

/ define formal context (types, constants, operators, axioms-+lemmas)

o define games (variables, procedures, adversaries)

Game CRMP . Game CR’ : Adversary B() :
(m1,ma)  A(); (p1,p2) + B(); (ma1, m2)  A();
hy < MD(my); return is_coll(py, p2) ... code omitted. . .|
ho + MD(ms); return (p1, p2)
return (mq # ma A hy = ha)
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F CRMP ~ CR/ : true = res(1) — res(2) J

@ derive inequalities between probabilities of events in games

Pr [CRMD 2 res] < Pr [CRf g res] J
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What is indifferentiability?
e Construction behaves like a RO (exception multi-stage properties)

o Implies bounds on collision resistance, preimage resistance,
second-preimage resistance, resistance to length-extension attacks
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What is indifferentiability?
e Construction behaves like a RO (exception multi-stage properties)
o Implies bounds on collision resistance, preimage resistance,
second-preimage resistance, resistance to length-extension attacks
@ Distinguisher D runs in two possible settings

Real world: C Merkle-Damgard hash construction
G ideal compression function

Ideal world: F ideal hash function
S simulator we have to design

CY is indifferentiable from F <= 3.8 such that VD,
IPr[D%Y = 1] - PrD"° =1]| < e
\\ \ / //

=~ \ /
Real world S~ 27 ldeal world
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What is indifferentiability?
Theorem [Coron et. al, 2005]

Prefix-free Merkle-Damgard is indifferentiable from an ideal hash function.

@ Distinguisher D runs in two possible settings

Real world: C Merkle-Damgard hash construction
G ideal compression function

Ideal world: F ideal hash function
S simulator we have to design

CY is indifferentiable from F <= 3.8 such that VD,

|Pr[D%Y =1] - Pr[vaS =1 <e

0@

=~ /
Real world RNV Ideal world
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What is indifferentiability?
Theorem [Coron et. al, 2005]

Prefix-free Merkle-Damgard is indifferentiable from an ideal hash function.

Proof idea for simulator S:
@ Keep track of queries to identify complete Merkle-Damgard chains
@ For ends of chains query random oracle F
@ Otherwise answer queries randomly
°

Prefix-freeness: F cannot be used to check intermediate chain values.
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Proof idea for simulator S:
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Theorem [Coron et. al, 2005]

Prefix-free Merkle-Damgard is indifferentiable from an ideal hash function.

Proof idea for simulator S:
@ Keep track of queries to identify complete Merkle-Damgard chains
@ For ends of chains query random oracle F
@ Otherwise answer queries randomly
°

Prefix-freeness: F cannot be used to check intermediate chain values.

Let pad(m) = (z1,x2,x3) be the padding of message m.
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Theorem [Coron et. al, 2005]

Prefix-free Merkle-Damgard is indifferentiable from an ideal hash function.

Proof idea for simulator S:
@ Keep track of queries to identify complete Merkle-Damgard chains
@ For ends of chains query random oracle F
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°
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What is indifferentiability?
Theorem [Coron et. al, 2005]

Prefix-free Merkle-Damgard is indifferentiable from an ideal hash function.

Proof idea for simulator S:
@ Keep track of queries to identify complete Merkle-Damgard chains
@ For ends of chains query random oracle F
@ Otherwise answer queries randomly
°

Prefix-freeness: F cannot be used to check intermediate chain values.

Let pad(m) = (z1,x2,x3) be the padding of message m.

(z1,1V) (w2,92) (73,93) (74,4) (75,95)
S~—— —— =
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complete complete complete complete

Matthias Berg Verified Security of Merkle-Damgard June 27, 2012



ICSF
:2012

Implementing the two worlds
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(Oracle F,(m) Oracle f(x,y) |Oracle f,(z,y)
padding
B 0 return f(z,vy)
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!

Verified Security of Merkle-Damgard

June 27, 2012




ICSF
:2012

Implementing the two worlds

Greal

(Oracle F,(m)

padding

Oracle f(z,y)

@
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Implementing the two worlds

(0racle F,(m)

l padding

Greal

S

Oracle f(z,y)

@

Oracle f,(z,y)

return f(z,y)

(0racle F,(m)

return RO(m)

Gideal

Oracle RO(m)

-

Oracle f,(z,y) :
if (x,y) ¢ dom(T) then
m < find_chain(T', z, y)
if m # none then
Tlz,y] « RO(m);
else
Tlw,y) & (0,1}
return T'[x, y]
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Oracle f(z,y)
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Step 1: Check for bad events and introduce find_chain
(Oracle F,(m) Oracle f(x,y) |Oracle f,(z,y)

padding
0 return f(z,vy)

& J/

Greal

p
Oracle Fj,(m) Oracle f(z,y) | Oracle f,(z,y) :
if (x,y) ¢ dom(T) then
m < find_chain(T', z, y)
if m # none then
Tlz,y] + f(z,y);
else
Tlz,y] < f(z,y);
return Tz, y]

padding

Grealbad
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(Oracle F,(m) Oracle f(x,y) |Oracle f,(z,y)
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0 return f(z,vy)

& J/

( )
Oracle F,(m) cle f,(z,y) :
padding 1‘,y) ¢ dom(T) then

m < find_chain(T, z,y)
if m # none then
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Greal
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Step 1: Check for bad events and introduce find_chain

Greal

N\

(Oracle F,(m)

padding

Oracle f(z,y)

@

Oracle f,(z,y)

return f(z,y)

Grealbad

(Oracle F,(m)

padding

cle fq(z,y) :

BEEa

m < find_chain(T, z, y)

if m # none then
T[z,y] + f(x,y);

else

return T'[x, y]
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Step 2: Call random oracle for complete chains

-
Oracle Fj,(m) Oracle f(z,y) | Oracle f,(z,y) :

if (x,y) ¢ dom(T) then
m < find_chain(T', z, y)
if m # none then

T[x,y] «— f'(x,y);
else
Tlz,y] < f(z,y);
return T'[x, y]

padding

Grealbad
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Step 2: Call random oracle for complete chains

Grealbad

GreaIRO

(0racle F,(m)

l padding

YL

S

Oracle f(z,y)

Oracle f,(z,y) :
if (x,y) ¢ dom(T') then
m < find_chain(T, z,y)
if m # none then
else
T[z,y] < f(x,y);
return T'[x, y]

(0racle F,(m)

padding

[ return RO(m)

Oracle RO(m)

Oracle f,(z,y) :
if (x,y) ¢ dom(T) then
m < find_chain(T', z, y)
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Step 2: Call random oracle for complete chains

(Oracle F,(m)

padding

Grealbad

S

Oracle f(z,y)

Oracle f,(z,y) :
if (x,y) ¢ dom(T) then
m < find_chain(T'. x
if m #
T[x,
else
T[x,y] + [(z,y);
return T'[x, y]

(Oracle F,(m)

padding

GreaIRO

[ return RO(m)

Oracle RO(m)

Oracle f,(z,y) :
if (x,y) ¢ dom(T) then
m < find_chain(T', z, y)
if m # none then
Tlz,y] + RO(m);

else
Tz, y] < s’(ﬂc, Y);

return T'[x, y]
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Step 2: Call random oracle for complete chains
(Oracle F,(m) Oracle f(x,y)

Oracle f,(z,y) :
if (x,y) ¢ dom(T) then
m < find_chain(T'. x
if m #
T[x,
else
T[x,y] + [(z,y);
return T'[x, y]

padding

Grealbad

Oracle RO(m)| Oracle f,(z,y) :
if (x,y) ¢ dom(T) then
m < find_chain(T', z, y)
if m # none then
Tlz,y] + RO(m);

else
Tz, y] < s’(x, Y);

return T'[x, y]

GreaIRO

[ return RO(m)
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Step 2: Call random oracle for complete chains

(Oracle F,(m) Oracle f(z,y)

Oracle f,(z,y) :
if (x,y) ¢ dom( ) then

padding

if m #
Tz,
else

Tlz, y] < f(z,9);
return Tz, y]

Grealbad

[ return RO(m)

return T'[x, y]
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Step 2: Call random oracle for complete chains

(Oracle F,(m) Oracle f(z,y)

Oracle f,(z,y) :
if (x,y) §é dom( ) then

padding

if m #
Tz,
else

Tlx,y] < f(x,9);
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Step 3: From eager to lazy sampling

-
Oracle Fj,(m)

l padding

GreaIRO

| return RO(m)

Oracle RO(m)

-

Oracle f,(z,y) :

if (x,y) ¢ dom(T) then
m < find_chain(T', z, y)
if m # none then

T[z,y] + RO(m);

else <@

Tlx,y] + @ (z,y);

return T'[x, y]
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Step 3: From eager to lazy sampling

-
Oracle Fj,(m)

l padding

GreaIRO

| return RO(m)

Oracle RO(m

-
@

Oracle f,(z,y) :

if (x,y) ¢ dom(T) then
m < find_chain(T', z, y)
if m # none then

T[z,y] + RO(m);

else <@

Tlx,y] + @ (z,y);

return T'[x, y]

p
Oracle Fj,(m)

return RO(m)

Gideal

.

Oracle RO(m)

-
W

Oracle f,(z,y) :
if (x,y) ¢ dom(T) then
m < find_chain(T', z, y)
if m # none then
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Step 3: From eager to lazy sampling

(Oracle F,(m) Oracle RO(m)| Oracle f,(z,y) :
if (x,y) ¢ dom(T) then

m < find_chain(T, z,y)
if m # none then
Tlz,y) — RO(m):
else D
e Tlx,y] — @ (z,y);
return T'[x, y]

(Oracle F,(m) Oracle RO(m)| Oracle f,(z,y) :
if (x,y) ¢ dom(T) then
m < find_chain(T', z, y)
if m # none then
Tlz,y] < RO(m);
else
T[z, y] & {0, 13"
return Tz, y]

padding

GreaIRO

| return RO(m)

return RO(m)

Gideal
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Step 3: From eager to lazy sampling

(Oracle F,(m) Oracle RO(m)| Oracle f,(z,y) :
if (x,y) ¢ dom(T) then

m < find_chain(T, z,y)
if m # none then
T[z,y] + RO(m);

else <@

padding

GreaIRO

(Oracle F,(m) Oracle RO(m)| Oracle f,(z,y) :
if (z,y) ¢ dom(T') then
m <« find_chain(T, z,y)
if m # none then
Tz, y] + RO(m);
else
T[z, y] & {0, 13"
return Tz, y]

return RO(m)

Gideal
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Step 3: From eager to lazy sampling

( ~
Oracle () Oracle 2O(m)| Oracle f,(z,y) :
O padding If (J;) y) ¢ dOm(T) then
x m < find_chain(T', z, y)
g | 48) nane nen
o
return h Pr |:Greal : pFats = 1] — Pr |:Gidea| - DFafa — 1”
— -
3¢ /)
Oracle F, < =
on
1 \.,b,y} ¢ UUIII\.J.} L
8| return RO(m) m <« find_chain(T, z,y)
2 if m # none then
© T[x,y] < RO(m);
else
T[z,y] & {0,1}™;
return T'[x, y]
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Conclusion & Future work

We have formally verified

@ Collision resistance of suffix-free MD
e 150 lines in EasyCrypt

o Indifferentiability of prefix-free MD
@ 3600 lines in EasyCrypt + 3000 lines in Coq

Most results do not apply to SHA-3 finalists directly

@ Final transformation, non-ideal compression function, not prefix-free

But: Interesting non-trivial result

@ Excellent starting point for formal security proofs the SHA-3 finalists

@ Proofs based on weaker assumptions not significantly different
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