Computer-aided cryptographic proofs

Gilles Barthe

IMDEA Software Institute, Madrid, Spain

Based on joint work with: Benjamin Grégoire, Santiago Zanella
Béguelin, César Kunz, Anne Pacalet, Federico Olmedo, Sylvain
Heraud, Daniel Hedin, Yassine Lakhnech, Boris Kopf, Juan Manuel
Crespo, Guido Genzone, Michael Backes, Matthias Berg, Malte
Skoruppa, David Pointcheval, Bacelar Aimeida, Manuel Barbosa,
Endré Bangerter, Stephan Krenn, Martin Gagné. ..



Historical perspective

Propose a scheme

Nobody finds an attack

Before 1980



Historical perspective

Propose a scheme

Attack!

Nobody finds an attack /

Before 1980



Historical perspective

Propose a scheme

Attack!

Nobody finds an attack /
|

Enough waiting

\J

The scheme is secure

Before 1980



Historical perspective

Propose a scheme

Attack!

Nobody finds an attack /
|

Enough waiting

\J

The scheme is secure

How much time is enough?



Historical perspective

Propose a scheme

Attack!

Nobody finds an attack /
|

Enough waiting

\J

The scheme is secure

1 day? 1 week? 1 year? 5 years?



Historical perspective

Propose a scheme Prove a scheme secure

Attack!

Nobody finds an attack /
|

Enough waiting

\J

The scheme is secure

Before 1980 After 1980



Historical perspective

Propose a scheme

Attack!

Nobody finds an attack /
|

Enough waiting

\J

The scheme is secure

Before 1980

Prove a scheme secure

Mistake!

Nobody finds a mistake /

After 1980



Historical perspective

Propose a scheme

Attack!

Nobody finds an attack /
|

Enough waiting

\J

The scheme is secure

Before 1980

Prove a scheme secure

Mistake!

Nobody finds a mistake /
|

Enough waiting

\J

The scheme is provably secure

After 1980



Historical perspective

Propose a scheme Prove a scheme secure
Attack! Mistake!
Nobody finds an attack / Nobody finds a mistake /
| |
Enough waiting Enough waiting
\/ \/
The scheme is secure The scheme is provably secure

How much time is enough?



Historical perspective

Propose a scheme Prove a scheme secure
Attack! Mistake!
Nobody finds an attack / Nobody finds a mistake /
| |
Enough waiting Enough waiting
\/ \/
The scheme is secure The scheme is provably secure

1 day? 1 week? 1 year? 5 years? 10 years? 20 years?



A famous example: RSA-OAEP

Oracle Encpk(m) :

r & {0,1}k;

s« G(ne (m||0"1);
t+ H(s)®

return f k(S H f)

Oracle Decg(c) :

(s.1) « fo (c);

r« te H(s);

if [s ® G(r)]k=0% then return [s ® G(r)]"

else return L

Recommended by:
IEEE P1363
PKCS

ISO 18033-2

ANSI X9
CRYPTREC

SET



A famous example: RSA-OAEP

Oracle Encpk(m) :

r & {0,1}k;

s+ G(r)® (m||0"1);
t+ H(s)®

return f k(S H f)

Oracle Decg(c) :

(s.1) « fo (c);

r« te H(s);

if [s ® G(r)]k=0% then return [s ® G(r)]"
else return L

Game IND-CCA2 :
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A famous example: RSA-OAEP

Oracle Encpk(m) :

ré& {071}k0;

S+ G(r)@(mHO’“);
t+ H(s)®

returnf k(S H f)

Oracle Decg(c) :

(s.1) « fo (c);

r« te H(s);

if [s ® G(r)]k=0% then return [s ® G(r)]"
else return L

Oracle G(x) :
if x ¢ dom(Lg) then Lg[x] &
return Lg[x]

0137,

Oracle H(x) :
if x ¢ dom(Ly) then Ly[x] &
return Ly|[x]

{0, 1}fe;

Game IND-CCA2 :
(sk,pk) « KG( );
(mo, my, o) < A1(pk);
b & {0,1};

c* < Enc(pk, mp);
b« Ax(pk,c*,o);
return b = b’

Game POW :
(sk,pk) < KG();
y & {07 1 }n+k1;

z & {0, 1}k°;

Y < Z(fok(y 11 2));
return (y = y)




A famous example: RSA-OAEP

For every IND-CCA2 adversary A there exists an inverter Z s.t.

Advinp.ceaz(4) = |Prinp-ceazlb = b — 3

3 2+4
< SUCCPOW(I) + quG_i_ZE/J(;_ do+Aqa + 22%

where
Succ; " = Prpow[y = y]



A famous example: RSA-OAEP

Shoup Bellare, Hofheinz, Kiltz

Bellare and Rogaway Pointcheval

1994 2001 2004 2009

Fujisaki, Okamoto, Pointcheval, Stern

1994 Purported proof of chosen-ciphertext security

2001 Proof establishes a weaker security notion, but desired
security can be achieved

@ ...for a modified scheme, or
@ ...under stronger assumptions

2004 Filled gaps in Fujisaki et al. 2001 proof
2009 Security definition needs to be clarified
2010 Found gaps in 2004 proof



What’s wrong with provable security?

@ In our opinion, many proofs in cryptography have become
essentially unverifiable. Our field may be approaching a
crisis of rigor. M. Bellare and P. Rogaway, 2004-2006

@ Do we have a problem with cryptographic proofs? Yes, we
do [...] We generate more proofs than we carefully verify
(and as a consequence some of our published proofs are
incorrect). S. Halevi, 2005



The CertiCrypt/EasyCrypt project
@ High-assurance cryptographic proofs
@ Applying rigorously justified methods
@ Machine-checked proofs, building upon off-the-shelf tools
@ Accessible to cryptographers



The CertiCrypt/EasyCrypt project

@ High-assurance cryptographic proofs

@ Applying rigorously justified methods

@ Machine-checked proofs, building upon off-the-shelf tools
@ Accessible to cryptographers

Sources of inspiration

@ [ advocate creating an automated tool to help [...] writing
and checking [...] our proofs
Halevi, 2005

@ The possibility for tools [to help write and verify proofs] has
always been one of our motivations, and one of the
reasons why we focused on code-based games
Bellare and Rogaway, 2004-2006




Outline of talk

@ Provable security and reductionist proofs
@ Code-based cryptographic proofs
@ Synthesis of encryption schemes



Provable security
(Goldwasser and Micali, 1984)

@ Define two experiments (games) G, and Gy, that
represent the security goal G and assumption H

@ Prove

For every feasible adversary A against scheme S (wrt goal G),
there exists a feasible adversary 15 against assumption H st

Prg,,[A breaks S] < h(Prg,,[B breaks H])

Note: B uses A as subroutine



Game-playing proofs
(Shoup 2004, Bellare and Rogaway 2004, Halevi 2005)

Organize proofs as sequences (or trees) of games

Game Gy : Game G; : Game Gy, :

e A e B,

Prg,,[A breaks S] < hy(Prg,[Eq]) < ... < hn(Prg,,[B breaks H])



Example: IND-CPA security of BR93

Game IND-CPA : Encpk(m) : Game OW, :
(sk, pk) < KG( ); r& {0,135 (sk, pk) < KG();
(mo, my,0) < Ay(pk);| s+« G(r)® m; y & {0,1}%
b {01}, y « fx(n)ls; ¥« Z(tx(y));
c* + Enc(pk, mp); return y return (¥ = y)
b« As(pk,c*, o);
return b= b

G(x) :

if x ¢ dom(Lg) then Lg[x] & {0, 1}%;

return Lg[X]

For every IND-CPA adversary .4 making at most qg queries to
G, there exists an inverter Z against OW such that

_ 1
PrinD-cPa [b = b] — E < qg SUCC?W(I)



Step 1: failure event

Game Gy :

L« 0; Qg < [];
(sk, pk) « KG();
(mo, m170’) “— .,41 (,Ok),
b& {0,1};

r& {01}

g < G(r);

S< gD mp,

¢ (N5,

b« Ax(pk, c*,0);

Game G :

L+ 0; Qg+ [];
(sk,pk) < KG();
(mo,m1,(7) <—.A1(pk),
b& {0,1};

r& {0,1}%

g & {01}

S< gD mp;

¢ fok(r)|s;

b« Ax(pk, c*,0);




Step 1: failure event

Game Gy :

Le+ 0, Qg+ [];
(sk, pk) < KG();
(mo, m1,0’) “— ./41 (,Ok),
b& {0,1};

r& {01}

g« G(r);

S< gD mp,

¢ fu(n)lls:

b« Ax(pk,c*,0);

Game G :

LG < @; QG — [],
(sk, pk) + KG();
(mo,m1,(7) <—.A1(pk),
b& {0,1};

ré& {0,1}4;

g & {01}

S< gD mp;

R GIE

b« Ax(pk, c*,0);

The games are equivalent until the adversary queries G with r

|Prinp-cpa [b = b] — Prg, [b = b]| < Prg,[r € Qg]




Step 2: optimistic sampling

Game G :

L+ 0; Qg [];
(sk, pk) + KG();
(mo, my, o) < Aq(pk);
b& {0,1};

r& {0,1}2;

g+« {0,1}%

S< gD mp;

¢« for(r)|ls;

b+ As(pk,c*,o);

Game G5 :

L+ 0; Qe+ [];
(sk, pk) < KG();

(mo, my, o) < A+(pk);
b s {0,1};

rs {0,1}%

s& {0,1}";

g < SD My,

¢« fok(r)|ls:

b+ As(pk,c*,o);




Step 2: optimistic sampling

Game G : Game G5 :

Lg < 0; Qg+ []; L+ 0; Qg+ [];
(sk, pk) < KG(); (sk, pk) < KG();
(mo, my, o) < Aq(pk); (mo, my, o) < A+(pk);
bs {01} b s {0,1};
r<i{0,1}l; rs {0,1}%

g« {0,1}% s & {0,1}

S gD Mp; g < S my;

c* < fo(r) | s; ¢« f(r)|s;

b+ As(pk,c*,o); b+ As(pk,c*,o);

Games are equivalent and c* is independent from b, hence

— 1
Prinp-cpa [b = b] — 5| = Pro, [r € Qg]



Step 3: reduction

Game G :
LG < @; QG < []v
(sk, pk) < KG();

(mOa m, U) — -/41 (pk)v

rs {0,1}%

s & {0,1}K

¢ fk(r)s:
b+ As(pk,c*,o);

Game OW, :

(sk, pk) < KG();

rs {0,1}%

T I(fok(r));

return (7 =r)
Adversary Z(x) :

Lg + 0; Qg + [ ];
(mo, m1,U) — A4 (pk),
s & {0,1}% y « x| s;
b+ Ax(pk,y,o);

i & [1,|1Qal];

return Qgli];




Step 3: reduction

Game G :

LG < @; QG < []v
(sk, pk) « KG();
(mo,m170’) <—A1(pk),
rs {0,1}%

s& {071}";

¢ fk(r)|ls;

b+ As(pk,c*,o);

Game OW, :

(sk, pk) + KG();

rs {0,1}%

T I(fok(r));

return (7 =r)
Adversary Z(x) :

Lg + 0; Qg + [ ];
(mo, m1,U) +— Ay (pk),
s & {0,1}% y « x| s;
b« Aax(pk,y,o);

P& 1,]1Qql:

return Qgli];

Inverter wins with probability é if r € Qg, and 0 otherwise

_ 1
Prinp-cpa[D = b] — 5| =4dc Succ?" ()




Code-based game-playing proofs
(Bellare and Rogaway 2004, Halevi 2005)

Games as probabilistic programs

C == V<& assignment
| V&D random sampling
| ¢ C sequence
| if&thenCelseC conditional
| while£doC while loop
|

V<« P(E,...,E) procedure call

@ For cryptographers: rigorous notation for games
@ In our work: rigorous justification of game-based proofs



pRHL: a Relational Hoare Logic for pWHILE

(after Benton 2004)

@ Judgment:
ci~c:P=Q

where P and Q are relations on memories
@ Validity:
= Ci ~Co: P = Q

iff for all memories my and mo

(my, mg) & P — ([¢1]m, [Celm,) F Q*

o Lifting Q* asserts existence of max-cut in flow network
(beware of existential quantification)



Conditionals

Eci~c:Pnrne(l)=Q FEc~c:PAr-e(l)=Q
Fifethencielseco~c: P= Q

Assignment

Ex+ e~nil:Q{x(1) :=e(1)} = Q
Random assignment

fis1-1and @ ©vv, Q{x(1) :=f v, x(2) := v}
ExXEA~XxEA:Q=Q




Cryptographic reasoning with pRHL

pRHL captures common patterns in cryptographic proofs

@ Failureevents:ifFci ~c: P=-F(2) = Qi(1) & (2)
then

(m1>m2) FP— |PrC1,m1 [Q1] - PrCz,mz[Q2]| < PrCz,mz[F]
@ Bridging steps: if F ¢; ~ ¢, : P = =y then

(my,mz) & P = ([eilm /[ =v) = ([calm./ =Y)

@ Reductions: observational equivalence

@ Eager/lazy sampling: observational equivalence
Known limitations:

@ Statistical indistinguishability. Use apRHL

@ Rewinding. Add control operators



Examples

@ Crypto: public-key encryption, block ciphers, signatures,
hash designs, zero-knowledge proofs of knowledge,
authenticated key exchange protocols

@ Differential privacy: continuous statistics, approximation
algorithms, synthetic databases, 2-party computation

Supporting tools
@ CertiCrypt: formally verified Coa libraries

@ Optimizations and probabilistic relational Hoare logic
@ Verified against operational semantics based on ALEA

@ EasyCrypt: SMT-based verification tool

@ Probabilistic relational Hoare logic
o Verification condition generation + why3 back-end

@ ZKCrypt: zero-knowledge compiler
@ Instruments CACE compiler
@ Combines certified and certifying compilation

@ SyntheCrypt: proof finding + scheme synthesis



Synthesis of encryption schemes

Over 100 variants of OAEP in the literature
@ Are they all secure?
@ Are there better ones?
@ Are there common patterns in proofs?
@ Can proofs be automated?

Lm il o* |

(a) OAEP (b) 3-round OAEP (c) SAEP



Generation

input message

zero bitstring

uniform random bitstring
xor

concatenation

hash

trapdoor permutation



Filtering

Eliminate schemes that are not :
@ invertible f(r)

@ IND-CPA

@ is decryption possible without a key? m | f(r)
@ is encryption randomized? f(m)
@ is randomness extractable without a key? r | f(m & r)

@ IND-CCA2
@ is encryption malleable? f(r)||m & G(r)

Deducibility relation

e-e4 ekes e-e ek e et ée

-  fIConc] ——— —=[Xor

erae " Tremaei e A
e-erle ek ¢ eI—f(e/)

—[finv]

et e [Proj] el—f(e/)[] ete




Chosen-plaintext security

Step 1: proof finding
Optimistic sampling Replace e & r, where r is fresh, by r

Permutation Replace f(r), where r is fresh, by r
Failure event Replace H(e) by fresh r
Probability Compute probability of b= bore e L

Step 2: proof generation and proof checking
Generation Output EasyCrypt file
Checking Independent verification of EasyCrypt file (< 120 s)



Chosen-ciphertext security

@ Plaintext-awareness: infeasible to get valid ciphertext
otherwise than by encrypting a known plaintext

@ Entails non-malleability

IND-CPA + plaintext-awareness —> IND-CCA2

If decryption oracle is of the form

Ug . .. Up, th < Extract(c);
fori< n...1do ti_1+ u® Hi(t);
if Test(%, U, ¢) then GetMsg(F) else return L

and IND-CPA and IND-CPA-like properties then IND-CCA2



Experiments

@ Generated over 100,000 schemes

@ Filters leave 4,500 schemes

@ Proved IND-CPA security of 3,000 schemes
@ Proved IND-CCAZ2 security of 2,000 schemes
@ Discovered a new and practical scheme



ZAEP

Two minimal schemes
BR93 : f(r) | (G(r)® m)  ZAEP: f(r| G(r) ® m)
ZAEP is redundant-free
—1

Dec(c) : r||t + fsk(c);g «— G(r);returnt@ g

INDCCA Security of ZAEP for RSA exponent 2 and 3
1
Prinp-coazlb = b - 3| < Succ?(7) + %

Based on existence of two efficient algorithms:
@ CIE: given f(r, s1), f(r, s2) with sy # s, returns sy, sp and r
@ SIE: given f(r,s) and r returns s



Perspectives on synthesis

@ Tens of papers automated

® Found a new and surprising scheme
@ Limitations
@ IND-CCA2 bounds sub-optimal. In progress:

@ generate full sequence of games
@ implement aggressive forms of eager/lazy sampling

@ IND-CCAZ2 checker is incomplete. Live with it!
@ Fully feasible to revisit classical cryptography

@ blockciphers

@ signatures

@ hash designs

o DL-based, EC-based

@ Use synthesis to explore new fields of cryptography



Conclusions

High assurance cryptographic proofs

@ Rigorous proofs using PL techniques (pRHL)
@ Independent verification
@ In principle: certified proofs
No panacea: same limitations as provable security
@ Hypotheses may be flawed; bounds may tell nothing
@ Pseudocode, not implementation
@ Side-channels mostly out of the model



Directions for future work

Foundations: modularity, logics

Tools: decision procedures, relational invariant inference
Implementations: C, F#

Examples: leakage-resilient cryptography. ..
Formalization: mathematics, extensible PL semantics

Applications outside crypto

@ polynomial reductions
@ approximation algorithms
@ continuous distributions

e ¢ 6 ¢ ¢ ¢



