
Redundancy-Free Encryption
from Rabin and RSA

Gilles Barthe David Pointcheval
Santiago Zanella-Béguelin

2012.10.18
ACM CCS



The quest for minimalism in cryptography

Cryptography stripped down to its essential features

Minimal assumptions sufficient to achieve a cryptographic goal

Minimal constructions—removing any element results in a
totally insecure construction

Minimality often implies optimality: minimal overhead,
efficiency, tight security reductions



Minimalist cryptography

Q: What is the simplest provably secure block cipher?

A: Single-Key Even-Mansour
[Dunkellman-Keller-Shamir ’12]

Ek(m) def
= F(m ⊕ k)⊕ k

Q: How many Feistel rounds are enough to build a random
permutation from a random function?

A: At least 7, at most 14
[Holenstein-Künzler-Tessaro ’11]

Q: What is the simplest provably secure padding-based
encryption scheme?

A: In this talk
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A first attempt: OAEP [Bellare-Rogaway ’94]

An encode-then-encrypt scheme based on a trapdoor permutation
f and hash functions G ,H

Epk(m; r) def
= fpk ( m ⊕ G (r) ‖ r ⊕ H(m ⊕ G (r)) )
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Not that Optimal
Redundancy 0k needed to get chosen-ciphertext security



Chosen-ciphertext security
For a public-key encryption scheme (KG, E ,D), define the
experiment CCA:

Challenger Adversary

(pk, sk) $← KG

b $← {0, 1}

pk

c

m = Dsk(c)

m0,m1

c∗ = Epk(mb)

c 6= c∗

m = Dsk(c)

b′
...

...

Advantage of A : AdvACCA
def
=

∣∣∣∣Pr[CCA : b = b′]− 1
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A timeline of OAEP

1994

Bellare and Rogaway

2001

Shoup

Fujisaki, Okamoto, Pointcheval, Stern

2004

Pointcheval

2009

Bellare, Hofheinz, Kiltz

1994 Proof of chosen-ciphertext security!

2001 Proof is flawed, but can be patched

...weakening the security notion, or

...modifying the scheme, or

...under stronger assumptions

2004 Filled gaps in 2001 proof

2009 Security definition is ambiguous

2011 Machine-checked proof: filled gaps in 2004 proof



A second attempt: SAEP [Boneh ’01]

Just 1 Feistel round

CCA-secure when instantiated with Rabin and RSA with e = 3

Epk(m; r) def
= fpk

(
r ‖ (m ‖ 0k)⊕ G (r)

)
m 0kr

r s

G
⊕

Once more, redundancy 0k needed for chosen-ciphertext security
Security guarantee void as soon as k ≈ log(qD)



Why redundancy is necessary?

Most proofs of CCA security rely on the implication

Plaintext Awareness ∧ CPA security =⇒ CCA security

Decryption Oracle
if c 6= c∗ then

· · · ← f −1sk (c)
if Redundancy is OK then

return message m
else reject

Adversary

c

m

Either m can be computed from previous Adversary’s queries
or

the ciphertext is invalid with high probability

If one rejects a valid ciphertext, simulation fails, but f can be
inverted with high probability
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Is redundancy really necessary?

Q: How much redundancy is needed to get CCA security?

0 (Zero)

Every ciphertext is valid, decryption never rejects

Advantages of removing redundancy:

Simpler implementation

More bandwidth (less redundancy =⇒ less overhead)

Absence of padding-oracle attacks
(no padding errors =⇒ no padding oracle)

Remember Bleichenbacher’s Million Message Attack on
PKCS#1 1.5? Is now down to 15,000 messages!
[Steel-Bardou-Focardi-Kawamoto-Simionato,Kai-Tsay ’12]
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A secure redundancy-free scheme: OAEP-3R

[Phan-Pointcheval ’03]

3-round Feistel

Loose security reduction =⇒ inefficient, large keys needed

Epk(m; r) def
= fpk ( m ⊕ F (r)⊕ H(r ⊕ G (m ⊕ F (r))) ‖ r ⊕ G (m ⊕ F (r)) )
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ZAEP: minimalist redundancy-free secure encryption

Idea: take SAEP, but remove 0k redundancy

Simplest conceivable padding-based encryption scheme

Security reduces to inversion of the trapdoor permutation f
under minimal additional assumptions

Tight security reduction =⇒ efficient, practical key sizes

Epk(m; r) def
= fpk ( r ‖ m ⊕ G (r) )

mr

r s

G
⊕



Necessary assumptions
Common-Input Extractability (CIE)

Second-Input Extractability (SIE)

fpk(r , s1)

fpk(r , s2)

r , s1, s26=

fpk(r , s)

r

s



Simulation of the decryption oracle

Requires programming the random oracle G

Significantly different from original SAEP (w/redundancy)
proof



Security of ZAEP in the Random Oracle Model

Let f : {0, 1}n → {0, 1}n be a trapdoor permutation satisfying
both SIE and CIE

Theorem (ZAEP is INDCCA secure)

Let A be an adversary against the CCA security of f -ZAEP that
runs within time tA and makes at most qG queries to G and qD
decryption queries. Then, there exists an algorithm B that inverts
f with probability ε within time tB such that

ε ≥ AdvACCA −
qD
2n

tB ≤ tA + 2qGqDtsie + q2Dtcie

In practice, tsie ≈ tcie ≈ n3



Instantiations

Theorem (Coppersmith)

Let p(X ) be a monic polynomial of degree d and N ∈ N. One can
find all integer solutions of p(x) = 0 mod N with |x | < N1/d in
time polynomial in log(N) and d
(basically O(log(N)3) for small d).

RSA with small public exponent (e.g. e = 3)

RSA[N, e] : {0, 1}n−` × {0, 1}` → {0, 1}n

RSA[N, e] : (r , s) 7→ (r × 2` + s)e mod N

Satisfies SIE and CIE when ` < n/e2

Rabin with Blum integer modulus (N = pq; p, q ≡ 3 mod 4)

Rabin[N] : {0, 1}n−` × {0, 1}` → {0, 1}n

Rabin[N] : (b‖r , s) 7→ (−1)b × (r × 2` + s)2 mod N

Satisfies SIE and CIE when ` < n/2



How we prove it: EasyCrypt

ProofGeneral Frontend

EasyCrypt Toplevel

Emacs Shell

Why3 Software Verification Platform

Why3 API

SMT Solvers
Alt-Ergo

CVC3
Z3
Yices

AutomatedProvers

Vampire

E-Prover
SPASS

Interactive Provers

Coq

Figure 2: Overview of workflow in EasyCrypt

correspond to a security assumption or allow to di-
rectly compute a bound on the probability of some
event.

• Proving logical judgments that establish equivalences
between games. This may be done fully automatically,
with the help of hints from the user in the form of re-
lational invariants, or interactively using basic tactics
and automated strategies. In order to benefit from ex-
isting technology and target multiple verification tools,
verification conditions are generated in the intermedi-
ate language of the Why3 Software Verification Plat-
form [16] and then translated to individual provers to
check their validity.

• Deriving inequalities between probabilities of events in
games, either by using previously proven logical judg-
ments or by direct computation.

Although the above tasks can be carried out strictly in the
order described, one can conveniently interleave them as in
informal game-based proofs. To ease this process, Easy-
Crypt provides an interactive user-interface as an instance
of ProofGeneral, a generic Emacs-based frontend for proof-
assistants. Figure 2 gives an overview of the workflow in the
framework.

4. PROOF
We overview the proof of Theorem 1 in EasyCrypt. The

proof is organized as a sequence of games starting from
game CCA, that encodes an adaptive chosen-ciphertext at-
tack against ZAEP for an arbitrary adversary A, and ending
in game OW, that encodes the reduction to the one-wayness
of the underlying trapdoor permutation. These two games
are shown in Figure 3; the rest of the games are shown in Fig-
ure 4. Games are shown alongside the oracles made available
to adversary A and global variables are typeset in boldface.

We begin by transforming the initial CCA game into game
G1, where we inline the encryption of the challenge cipher-
text and eagerly sample the random value r∗ used. We also
introduce a Boolean flag bad that is set to true whenever r∗

would be appear as a query to G in the CCA experiment. All
these changes are semantics-preserving w.r.t. to the event
b = b′ and thus we have

Pr
[
CCA : b = b′] = Pr

[
G1 : b = b′]

Game G2 behaves identically to game G1 except that the
value of G(r∗) used to mask the plaintext of the challenge
ciphertext is always chosen at random, regardless of whether
it has been queried by the adversary during the first stage
of the experiment. Subsequent queries to G(r∗) are also
answered with a fresh random value. This only makes a
difference if the flag bad is set, and applying Lemma 3, we
obtain:

|Pr
[
G1 : b = b′] − Pr

[
G2 : b = b′] | ≤ Pr [G2 : bad]

In game G3 we remove the dependency of the adver-
sary’s output on the hidden bit b by applying a semantics-
preserving transformation known as optimistic sampling. In-
stead of of sampling g∗ at random and computing the chal-
lenge ciphertext c∗ as fpk(r∗, g∗ ⊕mb), we sample directly a
value s∗ at random and compute c∗ as fpk(r∗, s∗), defining
g∗ as s∗ ⊕ mb. Once this is done, and since g∗ is no longer
used elsewhere in the game, we can drop its definition as
dead-code and postpone sampling b to the end of the game,
making it trivially independent of b′. We have

Pr
[
G2 : b = b′] = Pr

[
G3 : b = b′] =

1

2

Pr [G2 : bad] = Pr [G3 : bad]

In game G4, instead of always using f−1 to compute the pre-
image (r, s) of an input c in the decryption oracle, we use
the sie and cie algorithms to compute it when possible from
previous queries made by the adversary. We can do this in
two cases:

1. when r appeared before in a query to oracle G, using
algorithm sie to obtain the second input s;

2. when r = r∗, using algorithm cie to compute s from
c∗.

When neither of these two cases occur, we use f−1 and the
secret key to invert c and obtain (r, s). Rather than sam-
pling a fresh value for G(r), we apply once more the opti-
mistic sampling transformation to sample a response m at
random and define G(r) as m ⊕ s. We store values of G(r)
computed in this fashion in a different map L′

G. We prove
the following relational invariant between G3 and G4, which
allows to characterize the event bad of G3 in terms of the
variables of G4:

bad〈1〉 ⇐⇒ (r∗ ∈ dom(LG) ∨ r∗ ∈ dom(L′
G))〈2〉

To prove this, we have to first show that the simulation of
the decryption oracle using algorithms cie and sie in G4 is
consistent with the view of the adversary in G3. We do this
by establishing that the following is a relational invariant
between the implementations of D in G3 and G4:

(r∗, s∗, c∗
def , q)〈1〉 = (r∗, s∗, c∗

def , q)〈2〉 ∧
(c∗ = fpk(r∗, s∗))〈2〉 ∧
bad〈1〉 ⇐⇒ (r∗ ∈ dom(LG) ∨ r∗ ∈ dom(L′

G))〈2〉 ∧
(∀x ∈ dom(LG〈2〉).

x ∈ dom(LG〈1〉) ∧ LG〈1〉[x] = LG〈2〉[x]) ∧
(∀x ∈ dom(LG〈1〉).

x /∈ dom(LG〈2〉) → LG〈1〉[x] = L′
G〈2〉[x]) ∧

(∀x. x ∈ dom(LG〈1〉) ↔ (x ∈ dom(LG) ∨ x ∈ dom(L′
G))〈2〉
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Questions?

m 0k r

s t

G

H
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OAEP SAEP ZAEP

http://easycrypt.gforge.inria.fr

http://easycrypt.gforge.inria.fr
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