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Motivating Example: Ticket Mutex Algorithm

global
Int avail := 0
Set{Int) bag := ()

procedure MUTEXC

Int ticket
begin
1: loop
2: nondet
3. < ticket := avail + + >
' bag.add(ticket)
ﬁ\} 4 await (bag.min == ticket)
5: critical
/ 6: bag.remove(ticket)
end loop

end procedure

mutex(i, j) = [z #+ 7 — —(critical (i) A critical(j))}
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» |Lets try to prove mutex using P-INV...

> ... transition 4 (i.e., await (bag.min == ticket)) fails

‘ (—
Critical Section

Because mutex does not encode that the
thread in the critical section owns the minimum ticket

» Extra support is required
minticket(i) = [O|critical(i) — min(bag) = ticket[i]]

notsame(i,j) = [ # j N active(i) A active(j) — ticket(i) # ticket(j)}

We now require a new rule for invariant support
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» We would like to verify list preservation (i.e., (list)
reg = addr2set(heap, head) N null € reg A
o head—data = —oo A tail—data = +oo A ordered(heap, head, tail) A
list =
elems = set2elemset(heap, reg) A
tail—next = null A tail # null N\ head # null A\ head # tail
o ’ A ® ) o ) @ ) e N e
—00 1 4 6 10 12 +00 n]n
head tail

» We declare some auxiliary invariants

order —— "order is preserved”
next —— " pointers positions as they traverse the list”
lock —— "tracking of locked nodes”

region ~——— "nodes within region”
disj —— "new nodes are disjoint from others”
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DEMO: lock-coupling lists (1st attempt)

> Let's try to verify region...

» ... fails on transition 28 (i.e., prev:= curr)

______________________________________________________________

___________________________________________________________________

» And when verifying next...

. . : Need region
> ... fails on transition 34 (i.e., auz—next:= curr) .

region

We have circularity! C
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Parametrized Invariance with Graph Support (g-inv)

To show that S satisfies y; (V) A Oy, (W): /éinitiation
self-consecution
(SGCi) @i, p; > & 5 ol forall 7, forall t € ¥
(SGj)  wi,p; > T forall 7, forall t € w
(0C) wi,oi> ANk#azAT® S ¢l forall 7, fresh k ¢ v
TEV
(0C) i, N k#zAnr® — ©; \ forall T, fresh k ¢ w
TEW
L A Ll \=s others-consecution
order
\2

YOS

next <— lock <—> region

-

— Theorem
Every node is invariant if every node is either:

» an inductive invariant, or

» has an incident edge and all VCs are valid




Experimental Results
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formula info #solved vc FS4+TA FS+RS Graph

index | F#vc posS dp time(s) time(s) time(s)
list 0 61 19 42 146.1 34.9 3.9
order 1 121 38 83 107.6 91.4 5.3
lock 1 121 57 64 39.7 8.9 1.8
next 1 121 38 83 166.7 18.4 3.4
region 1 121 95 26 15.7 4.1 1.3
disj 2 181 177 4 0.6 5.1 0.6
mutex 2 28 26 2 0.2 0.2 0.1
minticket 1 19 18 1 0.2 0.2 0.1
notsame 2 28 25 3 0.2 0.1 0.1
activelow 1 19 17 2 0.1 0.1 0.1
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Mutual exclusion algorithm: 94 VCs / 0.4 sec.
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formula info #solved vc FS+TA FS+RS Graph
index VC posS dp time(s) time(s) time(s)
list 0 1| 61 19 | 42 146.1 34.9 3.9
order 1 121 38 83 107.6 91.4 5.3
lock 1 121 57 64 39.7 8.9 1.8
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Lock-coupling Lists: 726 VCs / 16.3 sec.
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Conclusions

» We presented a technique for verifying parametrized invariance
» Requires verification of a bounded number of VCs...

» ... independently of number of threads

» Implemented on LEAP

» Easily extensible for other languages and theories

» Uniform verification of safety properties...

» ... a step towards liveness verification



