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Big personal data 
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Need to respect
consent & purpose limitation

Unless data
are 

anonymous!

Art. 29 WP’s opinion on anonymization techniques
3 criteria to decide a dataset is non-anonymous (pseudonymous):  

- is it still possible to single out an individual,  
- is it still possible to link two records within a dataset (or between two datasets) 
-can information be inferred concerning an individual? 

Is this compatible with Big Data?



Singling out ‐metadata tends to be unique

TDL 2015 ‐ Big Data and Privacy

Location

“the median size of the individual's anonymity  set 
in the U.S. working population is 1, 21 and 34,980, 
for locations known at the granularity of a census 

block, census track and county respectively”

“if the location of an individual is specified hourly, and with 
a spatial resolution equal to that given by the carrier’s 
antennas, four spatio‐temporal points are enough to 
uniquely identify 95% of the individuals.” [15 montsh, 1.5M 
people]”
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Location

Web browser

Demographics

“It was found that 87 % (216 million of 
248 million) of the population in the 

United States had reported 
characteristics that likely made them 
unique based only on {5‐digit ZIP, 

gender, date of birth}”



Link records relating to an individual
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take two graphs representing social 
networks and map the nodes to each 
other based on the graph structure 
alone—no usernames, no nothing

Netflix Prize, Kaggle contest

Technique to automate graph de‐
anonymization based on machine 

learning. Does not need to know the 
algorithm!



Inferring information about an individual
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OH WAIT! What was big data about...?



Are there other avenues?
 The Big Promise: Processing in the Encrypted Domain

(aka Homomorphic Encryption)

 Advanced state of the art for particular problems
 Privacy‐preserving computation of statistics
 Privacy‐preserving billing
 Privacy‐preserving comparison

 e.g., sharing cyberincidents data (INCIBE keynote)
– Preserve individuals privacy and/or corporate secrecy

 Still far away from efficient general purpose computations
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Conclusions ‐ Big data and privacy
 Is ok if no personal data involved in the analysis

 Plenty of cases with high value!

 If there is personal data...
 Anonymization in big data is difficult

– Need for case‐by‐case evaluation of information leakage
– Working towards an Open Source library 

 Processing in the encrypted domain
– Not all is possible, but some things are! (come and talk to me)

www.pripareproject.eu
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