




























The Privacy Debate: 2) We need a tradeoff with 
security!!

➢ not effective : smart adversaries evade surveillance
➢ ISIS uses Telegram, Threema, Signal,... 
➢ … but we do not!!

➢ risk of abuse : lack of transparency and safeguards
➢ Snowden revelations: NSA spying on Americans, companies, ...
➢ Spanish Interior ministry spying independentist politicians

➢ risk of subversion for crime / terrorism
➢ Greek Vodafone scandal (2006): “someone” used the legal interception functionalities (backdoors) 

to monitor 106 key people: Greek PM, ministers, senior military, diplomats, journalists...

 (Surveillance == Security) == True  ??





http://phdcomics.com/


http://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/
http://pleaserobme.com/






Privacy IS a security property

➢ Individuals
➢ freedom from intrusion, profiling and manipulation, protection against crime / identity 

theft, flexibility to access and use content and services, control over one’s information

➢ Companies
➢ protection of trade secrets, business strategy, internal operations, access to patents

➢ governments / military
➢ protection of national secrets, confidentiality of law enforcement investigations, 

diplomatic activities, political negotiations

➢ shared infrastructure
➢ despite varying capabilities infrastructure is shared
➢ telecommunications, operating systems, search engines, on-line shops, software, . . .
➢ denying security to some, means denying it to all: crypto wars redux?



We love it
We need it
We must have it 
But....

WHAT IS PRIVACY??????



What is privacy

➢ Abstract and subjective concept, hard to define
➢ Dependent on cultural issues, study discipline, stakeholder, context

➢ Popular definitions:

“The freedom from 
unreasonable constraints 

on the construction of 
one's own identity”
Focus on autonomy

“The right to be let alone”
Focus on freedom 

from intrusion

“Informational self-determination”
Focus on control



What is privacy in Privacy Enhancing technologies

Gürses, Seda, and Claudia Diaz. "Two tales of privacy in online social networks." IEEE Security & Privacy 11.3 (2013): 29-37.
Diaz, Claudia, and Seda Gürses. "Understanding the landscape of privacy technologies." Information Security Summit (2012): 58-63.
Danezis, George, and Seda Gürses. "A critical review of 10 years of privacy technology." Surveillance cultures: a global surveillance society (2010): 1-16.

➢ 3 different flavors

➢ the concept of  “privacy” they embed    

➢ their goals    

➢ their challenges and limitations    







“Institutional Privacy”: concerns

➢ Data collected without users' awareness or informed consent
➢ Data processed for illegitimate purposes 

➢ Data security
➢ correctness, integrity, deletion
➢ Information not becoming public
➢ Safety (crime protection, stalking,...)

Who defines the privacy problem: Legislation 



“Institutional Privacy”: goals

➢ Ensure compliance with data protection principles:        
➢ informed consent
➢ purpose limitation
➢ data minimization
➢ subject access rights    

➢ Data security
➢ Prevent (or mitigate) data breaches

➢ Auditability and accountability

Appropriate defaults: towards organization!

Easy configuration : policy negotiation with 
organization

Access control: limit and log who accesses 
what

“Private” data publishing : anonymization, 
differential privacy









“Anti-surveillance Privacy”: limitations

➢ Making secure private designs is hard 
➢ “Narrow” tools
➢ Difficult to combine

➢ Usability problems
➢ For developers: 

➢ how the @$%&#$ & do I program this?Ŷ
➢ performance

➢ For users:
➢ Unintuitive

➢ Incentives are low
➢ For providers: they lose the data! 
➢ For governments: national security, fraud detection, surveillance & control















What can we do about it?
PRIVACY PROPERTIES

Pseudonymity: pseudonymous as ID (personal data!)
The problem 

with Anonymization
(Art 29 Opinion)

1- No singling out of individuals 
but Metadata are unique!
2- No linking data from one 
individual, but sadly is possible
3- No inference about individuals, 
difficult to avoid

Art 29 Opinion 05/2014 on "Anonymisation Techniques“ 
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf

Anonymity : decoupling identity and action

Unlinkability : hiding link between actions

Unobservability : hiding the very existence of actions

Plausible deniability : not possible to prove a link between identity and action

Privacy Enhancing Technologies (PETS)

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf


Takeaways

➢ The Lord of The Rings is a great timeless book

➢ Privacy is a security property
➢ It is not about hiding bad behaviors, should not be traded off and we do 

care! 

➢ There are different flavors of privacy
➢ Who sets the problem?
➢ Who is the adversary?

➢ The adversary is powerful
➢ Cryptography alone does not guarantee privacy

➢ Privacy is formalized as properties that are achieve through PETs
➢ How to measure privacy?? 



http://www.slidescarnival.com/
https://www.petsymposium.org/
https://software.imdea.org/~carmela.troncoso/
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