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Two case studies: 

➢ anonymous e-petitions: no identity attached to petitions

➢ privacy-preserving road tolling: no fine grained data sent to server
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but, it’s not “data” that is minimized (in the system as a whole)

➢ kept in user devices 

➢ sent encrypted to a server (only client has the key)

➢ distributed over multiple servers: only the user, or colluding servers, can recover the data 
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Starting assumptions
1) Well defined functionality

Charge depending on driving

2) Security,  privacy & service integrity requirements
User location should be private
No cheating clients

3) Initial reference system 

Case study: Electronic Toll Pricing





















































Pool-Based Anonymous Communications

Fernando Pérez-González, , Carmela Troncoso. "Understanding statistical disclosure: A least squares approach." PETS, 2012.
Simon Oya, Carmela Troncoso, Fernando Pérez-González. "Do dummies pay off? limits of dummy traffic protection in anonymous communications." PETS, 2014

Pool

(1-α)

P     = probability that   sends a message to   
α = probability of message leaving the pool

λ    =     rate of messages  







































































http://www.slidescarnival.com/
https://www.petsymposium.org/
https://software.imdea.org/~carmela.troncoso/

