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Abstract

Relational program logics allow reasoning about two programs or
two runs of the same program. They provide an elegant means
to prove correctness of compiler optimizations or equivalence be-
tween two implementations of an abstract data type, and a uni-
fying formalism for specifying and verifying properties like non-
interference or determinism. Yet the current technology for rela-
tional verification remains underdeveloped.

We provide an abstract theory of product programs that supports
a direct embedding of relational verification into standard verifica-
tion. The embedding lays the theoretical foundations for leverag-
ing the benefits of program verification to the relational setting,
and overcomes the limitations of previous methods such as self-
composition and Benton’s relational Hoare logic. We use transla-
tion validation of loop optimizations as our main vector for illus-
trating the flexibility and expressivity of products.

Categories and Subject Descriptors F.3.2 [Logics and Meanings
of Programs]: Semantics of Programming Languages; F.3.1 [Log-
ics and Meanings of Programs]: Specifying and Verifying and Rea-
soning about Programs; D.3.4 [Programming Languages]: Pro-
cessors - Compilers; Optimization

General Terms Languages, Theory, Verification

Keywords Product program, relational Hoare logic, correctness,
refinement, compiler optimization, translation validation

1. Introduction

Establishing formal relationships between programs is perhaps the
most natural means to understand their behavior. In particular, no-
tions of equivalence play a fundamental role in reasoning about
programs: they allow capturing that two programs behave similarly,
or that the same program behaves similarly on two different runs.
Program equivalences are also instrumental in formulating notions
of compiler correctness or representation independence [20]. Yet,
program equivalences are often contextual. For instance, the cor-
rectness of compiler transformations is conditioned by the context
in which they are performed: e.g. one can remove an assignment
z := e if x is not used anymore, or replace it by x := n if the frag-
ment of code that precedes the assignment ensures that e evaluates
to n at the program point where the transformation is done. Such
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contextual equivalences are conveniently captured using relational
judgments of the form

{wter~ea{d}

where the pre- and post-conditions ¢ and v are used to model the
context: informally, the relational judgment is valid if terminating
runs of ¢; and ¢y starting from states satisfying the pre-condition
end in states satisfying the post-condition .

Relational program logics [8, 10, 35] are general purpose logics
that support reasoning about relational judgments. They have been
used to validate instances of program optimizations [10] and to
prove the correctness of a program by showing its equivalence with
a simpler one; for example, Yang [35] uses relational separation
logic to show the equivalence between depth-first search and the
Schorr-Waite algorithm. More generally, relational logics provide
an adequate framework to carry verifications that remain out of
reach of traditional methods. For instance, Barthe, Grégoire, and
Zanella [8] rely on probabilistic relational Hoare logic to formalize
(sequences of) equivalences between probabilistic programs, as
they arise in cryptographic proofs.

Fig. 1 presents a relational logic for a core imperative language.
The logic is closely related to Benton’s relational Hoare logic [10];
an obvious but inessential difference is that we follow Yang’s con-
vention of restricting judgments to pairs of commands manipulat-
ing disjoint sets of variables—we defer to Section 2.2 for a pre-
cise comparison between the two logics. The proof rules of Fig. 1
are simple, intuitive and sufficient for many purposes. On the other
hand, they confine reasoning to structurally equal programs, be-
cause there is a single and symmetric rule per language construct.
Although this restriction can be mitigated by adding one-sided
rules, see Fig. 2, the logic still cannot reason about programs with
very different structures. In particular, it cannot be used to validate
the loop optimizations considered in translation validation [6, 27],
or to prove representation independence for complex ADTs.

One can by-pass the limitations of the relational logic of
Fig. 1 using self-composition [7, 16], which transforms every valid
quadruple F {¢}c1 ~c2{t} into a valid triple E {¢} c1;¢c2 {¢}.
Self-composition does not require programs to be structurally
equivalent, and is (relatively) complete. Unfortunately, its theo-
retical appeal is not matched by its practicality [34], as it is often
difficult to establish the validity of the triple {¢} c1; c2 {¢}.

In effect, current technology for relational program verification
is underdeveloped: existing methods suffer from significant limita-
tions, and are seldom implemented. The challenge addressed in this
paper is to lay the foundations for bringing relational verification on
par with traditional verification, for which many methods and tools
are readily available. Concretely, we elaborate a theory of product
programs, which allows transforming relational verification tasks
into standard ones, without any of the setbacks of relational Hoare
logics or self-composition.
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Commands and basic blocks: = ranges over a set V of variables, e and b range over integer and boolean expressions

commands ¢

u=uwx:=e |skip | ¢;c | if bthen ¢y else c2 | while bdo ¢
basic blocks ¢ = x:=e | skip | i;4

Judgments: ¢, ¢ are first-order formulae and ¢1, ¢ are commands whose sets of variables var(c1) and var(c2) are disjoint

{o}yer ~ea{}
Rules:
il, ’ig basic blocks [ {g@} ’il; ig {’L/J} [ {(]3}(31 ~ CQ{’(/J}
- - (R-INSTR) ——————— (R-TRANSP)
H{p}ir ~i{y} FH{¢}e2 ~ {9}
Floleveld)  Higyhi~d{y) Lo FloAbAbla~efv) oAb Abild~d{y) oo
}—{Lp}cl;ch NCQ;d2{¢} Q }_{Lp/\ (b1 :bg)}if b1 then c1 else di ~ if by then cs else dz{TZJ}
- ~ = = F{pAbL Ab ~ bi1=b
{cp}cl CQ{QZ}}, L S,O ¥ ¥ (R-SUB) {¢_ LA 2}01 C?{d) Ao 2} (R-WHILE)
= {(p }01 ~ Cg{d) } = {¢ A by ZbQ}Wh”e b1 do c1 ~ while by do C2{¢ A =bp A —|b2}
F{o}ter ~ca{ep} F{¢'}ea ~ 103{1//} co terminatles var(cz2) C Xo (R-CoMPOSE)
F{3X2. ¢ N @' }er ~es{3Xa. v AU}
Fig. 1. Termination-insensitive relational Hoare logic
[ {(p AN b1}01 ~ 62{’1#} [ {(p A —by }dl ~ 62{1/)} (R-IF-LEFT) [ {(p}if b1 then (Cl; while b; do Cl) else skip ~ 02{1/)} (R-UNR)

F {@}if b1 then c¢; else di ~e2{9)}

F{p}while b1 do ¢1 ~ c2{?)}

Fig. 2. Selected 1-sided rules

Our starting point (Section 2) is the striking similarity between
the proof systems of Hoare logic and basic relational Hoare logic.
We exploit the 1-1 correspondence between their rules to map
derivations of Hoare quadruples - {(¢}c1 ~ c2{%} into derivations
of Hoare triples F {¢} ¢ {¢)}, where the program c, called the syn-
chronized product of ¢; and ca, behaves as their sequential com-
position but executes instructions of the two programs in lockstep.
The ability to perform synchronous steps, i.e. steps that execute
instructions from c¢; and c simultaneously, is the key to making
the verification of c significantly easier than the verification of the
program ci; c2 obtained by self-composition.

Synchronized products are an instance of a more general prod-
uct construction. Section 3 defines the product between two pro-
grams c; and ¢z as a program ¢ which combines synchronous steps,
in which instructions from c; and ¢z are executed in lockstep, with
asynchronous steps, in which instructions from c; or co are ex-
ecuted separately. Thanks to the possibility of performing asyn-
chronous steps, the product construction recovers the flexibility
and generality of self-composition, and is applicable to programs
with different control structures. We show that, under some full-
ness conditions, product programs correctly capture the semantics
of their constituents, and enjoy closure properties that support com-
positional reasoning.

Section 4 characterizes the fullness of a product logically, and
shows that relational program verification can be reduced to finding
a product program that satisfies the specification. In particular, our
main result (Theorem 1) provides a method to verify a relational
judgment by computing a set of proof obligations and sending them
to a prover. Remarkably, a mild modification of the method allows
to prove refinement properties by similar means (Theorem 2).

Section 5 shows how product programs support relational
translation validation of loop optimizations [6], including static
caching [23], a challenging optimization used for incremental com-
putation e.g. in image processing or computational geometry.

In summary, the main contributions of the paper are: i) a gen-
eral theory of product programs; ii) a method to reduce relational
program verification to program verification; iii) an illustration of
our methods for translation validation.

2. Relational logics

There is a striking similarity between the proof rules of Hoare
logic and those of relational Hoare logic. Yet it appears that no
formal connection has been established between their derivations.
This section presents a remarkably simple embedding from deriva-
tions in relational Hoare logics to derivations in Hoare logics. The
embedding relies on the ability to construct for any two programs
c1 and ¢z s.t. F{p}er ~ca{tb} their synchronized product pro-
gram ¢ which performs the execution steps of ¢1 and c2 in lockstep
and verifies - {¢} ¢ {t¢}. In preparation for the general definition
of product, we further provide a more liberal construction allow-
ing products to perform execution steps of the programs c¢; and c2
asynchronously, and extend the definition of products to programs
with non-deterministic choice operator. Finally, we discuss some
applications of products to information flow and briefly comment
on the connections with relational separation logic [35].

2.1 Hoare logic

Commands are written in the language of Fig. 1; states are partial
functions from variables to integer values, i.e. S = V — Z. The
semantics of a command c is modeled by a relation [c] C S x S,
defined in the usual way from the semantics of expressions, as given
by indexed relations ([a])acaep € S X Z, and ([b])oepexp € S.
Program correctness is expressed by triples of the form {¢} c {9},
where ¢ is a command, and ¢ and ) first-order formulae with
variables in V. We let [¢] denote the set of states satisfying ¢.

Definition 1 (Valid triple). {¢}c{v} is valid, written E {p} ¢ {1},
iff for all states o, 0’ €S, o € [] and (o, 0") € [[¢] imply &’ € [¢].

Triples can be proved valid using the rules of Hoare logic (Fig. 3).
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F{¢} skip {¢} (SkIp) - (O]t o= {0} (ASSIGN)
H{e}c{o} F{gp}d{y}
= {(p} cd {w} (SEQ)
F{onbte{y} F{oA-bld{y} -
F{}if bthen celse d {y}
F{¢ nb}c{g}
F{¢} while bdo c{¢ A —b} (WHILE)
Fetel} = vl oo
F{e e {v'}

Fig. 3. Hoare logic

2.2 Relational Hoare logic

Relational Hoare logic is a variant of Hoare logic to reason
about two programs. Its judgments are quadruples {p}c1 ~ ca{9},
where c¢; and c2 are separable commands, i.e. commands that do
not have variables in common, and ¢ and 1) are assertions. In con-
trast to [10, 35], our definition of validity is termination-insensitive,
i.e. does not require that the commands co-terminate.

Definition 2 (Valid quadruple). {¢}ci ~ ca{t)} is valid, written
E{p}e1 ~ ca{9}, iff for all states 01,02,01,05 €S, o180 € [¢],
and (01, 01) €[c1], and (o2, 03) € [c2] imply o1 Woy € [¢].

The rules of relational Hoare logic appear in Fig. 1. All rules,
except (R-INSTR) and (R-COMPOSE), are standard and self-
explanatory. The rule (R-INSTR) allows relating basic blocks of
different length, and by extension commands that have the same
control flow but differ in their basic blocks, and subsumes the rules
for assignment (R-ASSIGN) and skip (R-SKIP)

~{@tskip~skipfo}

F{plei/z1,e2/x2]}x1 =1 ~ a2 :=e2{pp} (R-ASSIGN)
The rule (R-COMPOSE) allows intermediate commands in reason-
ings. The assertion 3X>. ¢ A ¢’ existentially quantifies over the
variables of cz, and simulates the composition of relations in the
setting of assertions. Note that soundness of (R-COMPOSE) re-
quires that ¢, terminates as F {¢}c1 ~ while true do skip{} is
valid for every command c; and assertions ¢ and . Relational
Hoare logic is sound.

Lemma 1. If - {¢}c1~ca{®} is derivable, then F {p}ci~ca{1}.

Our variant of relational Hoare logic is closely related to Benton’s
relational Hoare logic [10]. The most obvious, but inessential dif-
ference, is that Benton considers 2-assertions, and relies on tagged
expressions e(1) and e(2) to denote the interpretation of e in the
first and second memory respectively. One can define a variant of
our logic that uses 2-assertions, and give derivability-preserving
mappings between the two logics. A more fundamental difference
is that Benton’s notion of valid judgment requires co-termination
between c¢; and c2. Since none of the two logics involve a sophis-
ticated termination analysis, there is a trade-off between requiring
commands to be structurally equal, or abandoning co-termination.
While Benton takes the first alternative, we opt for the second. This
is reflected in structural rules: Benton’s transitivity rule, which spe-
cializes our composition rule to partial equivalence relations, does
not impose any termination check on the intermediate command.

2.3 Synchronized and loose products

The embedding of relational Hoare logic into Hoare logic is based
on the notion of synchronized product of two commands. Synchro-
nized products are closely related to cross-products, introduced
by Zacks and Pnueli [37] for translation validation of structure-
preserving optimizations.

Definition 3 (Synchronized product). The synchronized product
c1 ®cz of two commands c; and ¢ is, if it exists, any command ¢
S.t. ¢1 ~ cg —> c is derivable using the rules of Fig. 4.

Synchronized products are unique up to reordering of instructions
in basic blocks. Moreover, the synchronized product of two prov-
ably related commands is always defined.

Proposition 1. If - {p}c1 ~ca{¢} then ¢1 ® ¢z is defined and
moreover - {¢} c1 ® c2 {¥}.

Example 1 (Loop reversal). Loop reversal is a transformation that
reverses the order of iterations in a loop. Consider the commands
c1, its loop reversal cz, and their synchronized product ¢

c1 = while (z < N)do y +=z;x++
c2 = while (0<2’)doy' +=12';2"--
c=while(x<N)doy+=z;y +=2'; x++;2"—-

We have ¢; ~ c2 — c. Moreover, - {p}c1 ~ca{y = '}, and
hence - {¢} c{y =y'}, where p is z = 1Az’ = NAy=1y'. The
proof uses the non-linear invariant

0<a'Axta' = N+1IAY —y=2(N+2—2)—(N+1)

The embedding is blatantly incomplete, since the (R-WHILE)
rule enforces that related while loops perform the same number of
iterations. A possible solution to accommodate commands that are
not structurally equal is to extend the construction of the synchro-
nized product with a self-composition rule that allows transform-
ing ¢1 and ¢z into c¢1; c2. The resulting proof system is shown in
Fig. 5. Note that, in absence of a general criterion for deciding on
the application of the self-composition rule, it is more effective to
interleave program verification and product construction—in some
cases, such as information flow, one can perform the product con-
struction and verify the program a posteriori, see Section 2.5.

Proposition 2. If {p}ci~co —c{¢} then F{p}c{y} and
E{p}ter ~ {9}

Section 4 reduces relational verification to program verification, by
providing a converse to Propositions 1 and 2.

2.4 Non-determinism

Non-deterministic operators introduce an intermediate layer be-
tween specifications and implementations, and allow developers to
build their programs by successive refinements, see e.g. [24]. This
section sketches how product constructions can be extended to ac-
commodate refinement and non-deterministic operators.

We focus on non-deterministic choice and possibilistic equiva-
lence; however our results can be adapted to non-deterministic as-
signments and refinement. The non-deterministic choice operator
@ takes two commands c; and cz and executes one of them, i.e.
[er®cz] = [e1]U[c2]. Moreover, we say that a program c; refines
¢1 w.r.t. pre- and post-conditions ¢ and 4, written {¢}c1 — co {9}
iff for every o1, 02,01 €S s.t. o102 € [¢] and (01,07) € [e1],
there exists 05 € S s.t. oiWoy € [¢] and (02,0%) € [ec2].
Then, c; and c2 are possibilistically equivalent w.r.t. pre- and post-
conditions ¢ and 1, written {p}c1 ~ca{¥}, iff {p}c1 — c2{9p}
and {p}c2 — c1{t}. Finally, in order to reason about possibilistic
equivalence, we introduce some definitions about program termi-
nation: a command c terminates (resp. strongly terminates) from
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initial state o, written (c,o) { (resp. (c,o) *), iff there exists
o’ € Ss.t. (0,0") €[c] (resp. if every partial execution of c can be
completed to termination; a formal definition using small-step op-
erational semantics is given in Section 3.1). Moreover, we say that
c1 and ¢ co-terminate w.r.t. ¢ iff i) for every o1 € Ss.t. (c1,01) ),
there exists o2 € S s.t. o1Wo2 € [¢] and (c2, o2) |*; ii) for every
o2 € S s.t. (c2,02) |, there exists o1 € S s.t. 01002 € [¢] and
(c1,01) 7.

Proposition 3. If {¢} c1 ~co —> c{y} is derivable using the
rules of Fig. 5 and

{pyei~vee—c{y}  {p}ci~cs— {¥}
{pYer @i~ @ch—rcd {}

and c; and ¢ co-terminate w.r.t.  then {p}c1 ~ca{9}.

(LP-NONDET)

As expected, the set of executions of a product does not include all
interleavings of its constituents. As a simplistic example, take

cio=z:=1dx:=2 co=y:=10y :=2
c=(x:=Ly:=1)® (z:=2;y:=2)

The command c verifies {true} ¢1 ~c2 — ¢ {z = y}; in particu-
lar, not all executions of c¢; and ¢y are modeled by executions of c.
For instance, no run of ¢ terminates with x = 1 and y = 2.

2.5 Information flow

Information flow policies [18, 29] are end-to-end confidentiality
policies that guarantee absence of illicit information leakage, and
prime instances of 2-properties, i.e. properties over two runs of
a program [14, 34]. A large body of work on relational methods
originates from information flow, or uses it as an application. It is
therefore instructive to revisit the results of this section from the
perspective of information flow. For our purpose, it is sufficient to
focus on (termination-insensitive) non-interference [18], a baseline
information flow policy ensuring that terminating runs of a program
preserve equivalence between low parts of the memory. A policy is
formalized by assigning to each variable a security level, secret H
or public L; each policy yields an assertion LowEq

/ !
1 =TI N\...NZp =T

where z1 . .. T, are the public variables and x . . . z, are a renam-
ing of z1 ... xy. Informally, LowEq states that that a memory coin-
cides with its renaming in their low part. Let c be a command and let
¢’ be a renaming of ¢ obtained by replacing 1 ...z, by 2} ... 2),.
c is non-interfering iff for every states 0,0’ € S, if o € [LowEq]
and (o, 0’) €], then ¢’ € [LowEq].

A common means to enforce non-interference is using a type
system, see Fig. 6. The type system is parametrized by a mapping I'
from variables to security levels, and manipulates judgments of the
form F ¢ : 7 cmd stating that c is non-interfering and only writes
on variables with security level greater or equal to 7, and relies on
the auxiliary judgment - e : 7, stating that all variables in e have
security level smaller or equal to 7. However, it has been observed
that information flow type systems are overly conservative, and that
one can alternatively characterize non-interference using relational
Hoare logic, Hoare logic, and loose products. For example, non-
interference is formalized by the relational judgment

{LowEq}c~ c'{LowEq}

However, relational Hoare logic is too weak for proving such judg-
ments valid. Specifically, it cannot handle commands that branch
on high expressions; in order to embed a (termination-sensitive) in-
formation flow type system [31], Benton adds a rule for dead code

mod(c) Nvar(¢) = 0
F{o}tc~skip{¢}

(R-DEADCODE)

where mod(c) denotes the set of variables modified by ¢ and var(¢)
denotes the set of free variables of ¢. Self-composition [7, 16]
provides a sound and complete means to capture non-interference
in the traditional setting of program verification, as the judgment

{LowEq} ¢; ¢’ {LowEq}

Terauchi and Aiken [34] observe that the triples induced by self-
composition are hard to verify by automatic tools. Finally, one
can formalize non-interference using loose products: ¢ is non-
interfering iff there exists a command ¢’ s.t.

{LowEq} c~c — " {LowEq}

This characterization relies on the loose product construction be-
ing, up to minor differences, a generalization of the type-directed
transformation introduced by Terauchi and Aiken [34], and fur-
ther developed by Naumann [25], to overcome the limits of self-
composition. In a nutshell, their transformation relies on a simple
static analysis of guards to decide whether or not to apply self-
composition: in case the guard is high, it uses self-composition;
otherwise, it uses the synchronized product. Essentially, their
transformation consists in applying the loose product construc-
tion with LowEq used as the sole assertion. We illustrate this claim
through a simple example. Let ¢ be the non-interfering program
(while x< N do z++);y := 1, and let ¢’ be its renaming. If x
is high, then the guard of the loop is high, and the transforma-
tion yields c;c’. Similarly, the rule for while in Fig. 5 does not
apply, so the only product we can build is ¢;c’. If, on the other
hand, z is low, then the guard is low, and the transformation yields
(while z <N do z++; 2'++);y := 1;3 := 1. Similarly, the rule
for while in Fig. 5 now applies and yields the same result.

To conclude, we briefly comment on extending the character-
izations of non-interference to non-determinism: a command c is
possibilistically non-interfering if for every states o1,01,02 € S
s.t. (01,01) € [LowEq] and (o1, 01) € [c], there exists 05 € S
s.t. o1Woy € [LowEq] and (02, 0%) € [¢']. Neither Hoare triples
nor relational Hoare quadruples can be used to model possibilis-
tic non-interference. On the other hand, the product construction
allows to capture possibilistic non-interference. Proposition 3 im-
plies that if ¢ and ¢’ co-terminate w.r.t. LowEq (recall that ¢’ is a
renaming of ¢) and {LowEq} ¢~ ¢’ — " {LowEq} for some ¢”,
then c is possibilistically non-interfering. While the method is in-
complete, it is sufficient to embed the information flow type system
in Fig. 6—note that one can enforce co-termination by restricting
the typing rule to low loops.

Proposition 4. If - ¢ : 7 cmd, then there exists ¢’ s.t.

{LowEq}c~c — " {LowEq}

2.6 Remarks on relational separation logic

One challenging application of relational logics is to show the
equivalence between implementations of algorithms or abstract
data types. Yang [35] makes a first step in this direction by develop-
ing a relational separation logic, and showing that the Schorr-Waite
algorithm and a depth-first algorithm are equivalent. Applications
of products to separation logic and to proving representation inde-
pendence of ADTs is left for future work. It is however instructive
to highlight some issues in applying products to separation logic.

The product constructions extend to the programming model of
separation logic, extending mutation, lookup, (non-deterministic)
allocation and deallocation. Propositions 1 and 2 remain valid pro-
vided the relational derivation and loose product construction only
use assertions of separation logic.

However, relational separation logic features an assertion Same,
stating equality of heaps, and without direct translation into sepa-
ration logic. The embeddings do not extend to specifications and
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c1~Cy —> C

while b; do ¢1 ~while by do co — while by do ¢

c1~Cy — C di~ds — d

(SP-WHILE)

/ / /
ci~ey —> C ci~Cy —> C

7 (SP-SEQ)

/ /
C1;C1~C2;Co — C;C

11, I basic blocks

if b1 then c; else dy ~if bs then co else do — if by then celse d

(SP-IF) (SP-INSTR)

.[1 N.IQ — 11;12

Fig. 4. Synchronized product

¢ = b1 =bs {pAb1}ecr~ea —rc{d} F{g}er; e {4}
{¢} while b1 do ¢1 ~ while b2 do c2 — while by do ¢ {¢p A —b1 } (LP-WHILE) {o}c1~co—>cryee {0} (LP-SELECOMP)
{pYei~eco—rc{p}  {p}ci~cs—c {¢} (ea~ves—cfd} é=d o =
{p}cr;ch ~ oy — ¢ ¢ {9} (LP-SEQ) {pYer~ea —r e {u} (LP-SUB)
¢ =b1=b {6 Abi}er~es —>c{v} {p A —bi}dy ~dy —>d{p}
(LP-TF)

{@}if b1 then c1 else di ~if bz then ¢ else do — if by then celse d {9}

Fig. 5. Loose products

e:T T <I'(x)

'_
NI-A
( SSG) Fz:=e:7cmd

c1:7cmd F e :7emd Fb:T

'_
(NI-IF)

F if bthen ¢y else ¢ : 7 emd

c1: 7 emd Feco:7emd

#
NI-NoND
¢ ONDET) Fep®ee:7emd

c1:7cmd Feco:7emd

}_
(NI-SEQ)

Feciyee : 7 emd

NLW [ Fb:T
(NEWHILE) -~ b do ¢ - 7 emd

c:7cmd

Fr<r

Fe:7 emd

Fec:7emd

(NI-SuB)

Fig. 6. Information flow type system

proofs that use Same, but for specific examples it may be possi-
ble to carry proofs using specialized, inductively defined instances
of Same that have an interpretation in separation logic. Moreover,
allocation raises many issues. First, its relational proof rule (de-
rived from basic blocks) is too weak e.g. for information flow. Be-
sides, it breaks separability, which is central in our development.
One partial—and inelegant—solution is to constrain the behavior
of allocation to recover separability, and to check that the validity
of the judgment at hand remains unaffected.

3. An abstract theory of product programs

The constructions of Section 2 are instances of an abstract theory of
products. We define a general notion of product program that it is
independent from any programming language and does not require
programs to be structurally equal. Then, we prove that under mild
conditions product programs faithfully emulate the behavior of
their constituents. In particular, we prove that the traces of the
product of two programs are interleavings of their own traces.

3.1 Programs

We adopt a graph-based representation of programs. The represen-
tation confers additional flexibility to the theory of products, en-
abling the description of partially synchronized loops, i.e., loops
in which only a strict subset of the iterations can executed syn-
chronously, and also allowing to define products that have no struc-
tured counterpart—as for the left product for loop range splitting
in Fig. 8(d). Formally, programs are modeled as labeled directed
graphs. Nodes correspond to program points, and include an initial
and a final nodes; for simplicity, we assume their unicity. Edges
model the execution flow of the program, and are labeled with state-

ments drawn from a set Stmt. The semantics of statements is given
by a function [.] : Stmt — P(S x S), where S is a set of states.
In contrast to the previous section, both the sets of states and state-
ments are left unspecified. Likewise, we assume given a set Assn
of assertions closed under implication and disjunction.

Definition 4 (Program). A program P is a tuple (N, £, G), where
(N, E) is a directed graph with unique source in € A/ and sink
oute N, and G : £ — Stmt maps edges to statements.

Example 2 (Compiling commands). Commands can be compiled to
a graph-based representation using as set Stmt of statements

z:=e|skip | ¢;c| {b}

where {b} asserts b, i.e. (0,0') € [{b}] iff c=0 and o € [b].
Fig. 8(a) provides a graph-based representation of the program in
Fig. 7(a). Note that basic blocks are conflated into a single edge.

Next, we extend the notion of separable commands to programs;
our conditions are inspired from self-composition [7], and are rem-
iniscent of the monotonicity and frame properties of separation
logic [36]. Assume given two functions w1, 72 : & — S s.t. for
all 0,0’ € S, 0 = o' iff mi(0) = m (o) and m2(0) = ma2(0’).
Given two states 01,02 € S, we define o1Woy € S to be the
unique, if it exists, state o s.t. w1 (o) = o1 and m2(0) = 2.

Definition 5 (Separable statements). A statement c is a left state-
ment iff for all o1, 02 €S s.t. 01W0o3 is defined:

1. forall o1 €S, if (01, 01) €[], then (01Wo2, 01 Wo2) €[] and
in particular o'} Wos is defined;

2. forall o’ €8, if (01Wo2,0”) €[], then there exists o7 €S s.t.
(01,01) €[] and o1 Wo2 = o”.
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Right statements are defined symmetrically. Two statements c; and
co are separable iff ¢; is a left statement and c» is a right statement.
Finally, two programs P; and P, are separable iff P, is a left
program, i.e. it only contains left statements, and P, is a right
program, i.e. it only contains right statements.

We next introduce some convenient notation and terminology; all
definitions implicitly depend on a program P = (N, & G). We
write [[(1,1')] instead of [G(l,1")], and (I, 0) ~ (I’, o’} instead of
(o,0") € [{L,1")]; we define ~* as the reflexive transitive closure
of ~. Moreover, we write (I,a) ~» I’ if there exists a state o’
st (l,o) ~ ( J'), and (I,0) ~* I’ if there exists a state o’
s.t. {l,a) ~* < o'). A trace is a sequence of configurations
(l,o) e N xS st (o,0") € [{I,1")] for any two consecutive
elements (I, o) and (I’, 0’) of the sequence. Then, we define a run
as a trace starting in an 1n1t1a1 configuration (in, o) and ending in
a final configuration (out,o’), and a @-run as a run starting in a
configuration (in,o) s.t. ¢ € []. Finally, some of our results
make assumptions on the termination of programs. We say that P
terminates from an initial state (I, o), written (I, o) |}, if there exists
a run starting from (I, o), i.e. (I,0) ~* out, and that P strongly
terminates from an initial state (I, o), written (I, o) |*, if every
trace starting from (I, o) can be completed into a run, i.e. (I, o") |
foralll’ €e Nand o’ € Ss.t. (I, o)~ (', o).

3.2 Left products

Informally, a product of two programs is a program that com-
bines their effects. We begin with a weaker definition (Definition 6)
which only guarantees that the behavior of products is included
in the behavior of their constituents. Then, we provide a sufficient
condition (Definition 7) for the behavior of products to coincide
with the behavior of its constituents. For generality, the latter defini-
tion is asymmetric. Throughout Section 3, we let Pi.=(N1, €1, G1)
and P,=(N2, E2, G2) be separable programs.

Definition 6 (Product). The program P = (N, £, G) is a product
of Pi and Ps, written P € P; x Py, iff N C N1 x N>, and
(in1,in2) € N and the following properties hold:

Semantic coherence: every edge e € £ is of one of the forms

— left: (11, la)r> (14, 12), with (I1,1}) €y, and [e] = [(I1, 11)]:

— synchronous: (I1,12)= (11, 13), with (I1,11) € &1, (l2,15) € &,
and [e] = [(l1, 11)] o [(l2, 15)]:

— right: (I1,12)" (11, 15), with (I2,15) €&, and [e] =[ {2, 15)];

Repleteness: (outr,outs) €N, and for all (I1,12) €N

— ifl; = outy and <lz, l2> € & then (Ol,lt17 l2)
— iflo = outs and (l1,1}) € & then (I1, outs) Hy

(OUtl,lg) S g
(1%, 0ut2) € E.

Moreover, P is minimal iff for all edges (I1,12) = (I1,15) € €&,
(I1,12) % (14, 12) and (1, 12) v& (11, 15), and for all nodes I} € Na
and llgl € ./\/2, (ll, lz) 37$ ( /1, llgl) and (ll, l2) I;f> (l’ll, llg)

Semantic coherence ensures that every edge in £ represents either
an execution step of program P, an execution step of program P,
or a pair of simultaneous steps of both programs P; and P». Re-
pleteness ensures that P lets P; terminate its execution when P
has terminated, and conversely. Products often satisfy the stronger
property that for all (I1,12) € N, l1 = outy iff l2 = outs; how-
ever, self-composed programs do not satisfy this stronger property.
Finally, note that minimality, albeit not built in the definition of
products, holds for synchronized products and all our examples;
we use minimality to define the composition of products. The syn-
chronized product of two commands, as defined in Section 2, cor-
responds to a product in which all edges are synchronous.

lo: while (i < N) do I1: while (j < M) do

T+=1; Yy+=7;
i+ J++;
lp: ... l2: while (j < N) do
Y+=7;
J++
I3: ...

(a) Original program (b) Transformed program

Fig. 7. Range splitting

Example 3 (Product programs). Fig. 8(b) and Fig. 8(c) shows two
different products constructions of the programs in Fig. 7. The
graph in Fig. 8(b) corresponds to sequential composition, all edges
are either left or right and are thus represented by a single line.
The graph in Fig. 8(c) pairs the left program loop with the second
loop of the right program. Synchronized edges are represented by
a double line.

Products underapproximate the behavior of their constituents, in
the sense that every trace of P € P; X P» is a combination of a
P -trace and a P»-trace. We formalize this fact using left and right
projections of traces. Formally, the left projection of a P-step is
defined by case analysis:

—if ((I1, 12), o1802) ~ (15, 12), o woz) and (Iy, I2)r3 (1}, Io),
or <(ll,lg)70'1H:|0'2> s <(l/17l/2),0'itﬂoé> and (ll,lg)@( /17l/2),

then the left projection is defined as (l1, 1)~ (11, o1);

— otherwise, the left projection is undefined.

The left projection 71 (¢) of a trace ¢ is then defined as the concate-
nation of the left projections of its steps. The right projection 72 ()
of a trace ¢ is defined in a similar way.

Lemma 2. Let P € P; X Ps. For all P-runs ¢, 71 (t) is a Pi-run
and 72 (t) is a Pa-run.

The converse of Lemma 2 holds trivially for products with suffi-
ciently many left and right edges. For practical purposes, we need
to rely on a weaker assumption that can accommodate synchro-
nized products. To this end, we introduce the notion of left product.
Its intuition is better understood in terms of strategies. At each node
(I1,12), P1 may decide to progress along an edge of its choice, i.e.
P, fixes I} and P progresses along (l1,11), or Py may decide to
leave P, to progress along an edge of its choice, i.e. P fixes l5
and P progresses along (I2,13), or P; may decide to progress syn-
chronously with P along an edge of its choice, i.e. P; fixes [} and
I3, and P progresses simultaneously along (l1,17) and (l2,15). In
the latter case, we need a semantic condition to ensure that P> can
progress along the edge 15 fixed by P;. Since it would be clearly
too strong to require this coherence property for arbitrary states, the
definition is parametrized by a precondition.

Definition 7 (Left product). A product P € P; X P> is a left
product w.r.t. a precondition ¢, written P € P X, P, iff for every
-trace ending in ((I1, l2), c1Wo2) and every I € N7 and I € Na
s.t. {l1,01) ~ 1] and (I2, o2) ~ I3, one of the following holds:

1. (1, 12) »s (4, 12) belongs to P;
2. there exists an edge (I1,12) & (
3. (I1,12) V> (I1,15) belongs to P.

1,15)in P st (la, 02) ~15;

P is a full product w.r.t. a precondition ¢, written P € P; M, P,
iff it satisfies the stronger condition (I1,l2) &> (I1,1%) in P instead
of condition 2 above.

For deterministic programs, left products and full products coin-
cide. Indeed, assume that P> is deterministic, i.e. for all steps
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®

{i<N} {i< N}
T +=1; y+=7;
i++ J++

(a) original program (b) sequential composition

(c) partially synchronized product

a,l a,l

{j<]_VI}; {i<NAj<M}
{M<jy| V=T (Mg TLYED
J++ 1+ J++
a,?2 a,2
4 {i<NAj<N} o {i<NAj<N}
SZI} T+=1; Yy +=J; {Ngz‘}; T =1y +=7;
NS]}V i+ o+ {NSJ}V i+ G+

(d) left product

Fig. 8. Program representation and products

(I,0) ~ (I',0’y and (I,0) ~ (I",0"), ' =1"; note that we do
not require o’ =o”. Then P € Py x, P, iff P € P x, P,. On
the other hand, for non-deterministic programs, full products are
stronger that left and right products—the notion of right product is
dual to left product. Consider the statements x := 1@z := 2 and
y:=1@y:=2, where @ stands for non-deterministic choice. Then
the program (z :=1;y:=1)® (x := 2;y := 2) is both a left and
right product, but not a full product—its graph-based representation
contains two synchronized edges from the initial to the final node',
resp. labelled with statements z:=1;y:=1 and x:=2; y:=2.

Example 4 (Left products). It is straightforward to check that the
sequential composition (Fig. 8(b)) is a left product of the programs
in Fig. 7. On the other hand, the program in Fig. 8(c) is not a left
product w.r.t. the precondition ¢=j: indeed, the product may get
stuck at node (a, 2), since a step from (a, 1) to itself may invalidate
i=4, and hence one can subsequently have at (a, 2) that 7 < NN but
not j < N, so that none of the synchronous edges can be taken. The
program in Fig. 8(d) is a left product w.r.t. i=j; see Section 5.2.

Full products allow proving a converse to Lemma 2.

Proposition 5 (Lifting—full products). Assume P € P; x, Ps.
Let ¢1 be a P;-run with initial state o1 and ¢2 be P-run with initial
state 2. Suppose o1Woz € [¢]. Then there exists a P-run ¢ s.t.
7T1(t) = tl and 7T2(t) = tQ.

Left products allow giving an asymmetric variant of the theorem.

Proposition 6 (Lifting-left products). Assume P € P; X, P». Let
t1 be a Pi-run with initial state o1, and let o2 € S s.t. (ina, 02) |*
and o1Wo € [¢]. Then there exists a P-run ¢ with initial configu-
ration ((in1, in2), o1Wo2) s.t. w1 (t) = t1.

3.3 Composing left products

Left products enjoy several closure properties; in this section, we
show that they are closed under composition. The justification for
closure properties is three-fold: first, they are essential to extend
embedding results to structural properties. Second, they establish
the compositionality of our methods. Third, they show that proofs
of program equivalence that involve several intermediate programs,
and hence several intermediate products, can be collapsed in a proof
with a single product.

We first dispose of a minor difficulty in defining the composition
of two products. Informally, we aim to build from P, € P; X P> and
Py, € P> x P3 anew product P € P; x P3. However, the definition

!'Strictly speaking, the program is represented by a multigraph. One can
turn a multigraph into a graph by introducing intermediate nodes.

of product requires P- to be a right program in P, € P; X P>, and a
left program in P, € P> X Ps. The issue is resolved by introducing
the notion of mirror program. Informally, a mirror program of P»
is a program with the same nodes and edges, and such that the
semantics of each mirror edge is a renaming of the semantics of
the original edge. For readability, we elide the distinction between
the program P» and its mirror, and simply refer to P».

The definition of composition requires that P, and P, are com-
patible w.r.t. NV, i.e. for all nodes (I1,13), (I1,15) € N and edges
<l1,l/1> € &, <lz,l/2> € &, <l3,l’3> € &s, (l17l2)|:> (l/l,llg) € &,
iff (I2,13) & (15, 13) € Er—we use the expected subscripts to refer
to the nodes, edges and labeling of each program. Note that one
can always replace synchronous edges by two asynchronous ones,
so it is always possible to transform P, and P, so as to make them
compatible.

Definition 8 (Composition of products). The product P is the
composition of P, and P,, written P = P, o B, iff P, and P,
are compatible and minimal, and N' = N, o A, and moreover

— (I, 13) > (14, 13) € iff (I, 1)+ (1}, I2) € Eq for an lo € Na;

- (l1,lg)>—r>(l1,l/3)€5iff (lz,lg)é(lg,lé)egb for an Il € Na;

— (l,ls) = (4, 1,) € & iff both (11, 1) &> (), 15) € E, and
(I2,13) & (I3, 15) €&, for an edge (l2, 15) € Eo.

The composition of two left products exists and is a left product.

Proposition 7. Assume that P, € Py X, P> and P, € P> X, Ps
are compatible products. Then P,0P, € PiX 4,04, F3, provided for
every o1 €S s.t. (in1, 01) |}, there exists 02 €S s.t. 01Wo3 € [¢a]
and <i|"|2, O'2> l}*.

Section 5.2 provides an application of product composition.

4. Relational verification by program verification

Using the results of the previous section, we prove that relational
correctness and refinement can be verified by standard means. More
precisely, we show how to compute from two programs P; and P
and a partial specification ® a set of verification conditions that can
be discharged using standard provers, and that show the correctness
of (P, P2) w.r.t. @; or that P» refines P; w.r.t. D.

4.1 Program verification

Program correctness is expressed by a triple of the form {¢} P {¢},
where P = (N, &, G) is a program, and ¢, v are assertions. A
triple {¢} P {4} is valid, written E {¢} P {4}, iff for every states
o,0' €8, 0 €[] and (in, o) ~* (out,o’) imply o’ € [¢]. The
standard means to prove correctness is to show that P is correct
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w.r.t. a partial specification ® that extends ¢ and 1), i.e. to exhibit
® : N — Assn s.t. i) all cycles in the graph of P go through
an annotated node, i.e. a node in dom(®); ii) in, out € dom(®)
with ¢ = ®(in) and v = ®(out); iii) for every states 7,0’ € S,
o€ [®()] and (I,0) ~* {I',¢’) imply ¢’ € [®(I')]. In general,
one can compute from P and ® a set of verification conditions.

Example 5 (Verification conditions). One can define for each state-
ment ¢ of Example 2 and assertion ¢ a weakest precondition

wp(skip, ¢) = ¢ wp(z =€, ¢) = ¢le/x]
Wp({b}, ¢) = b:>¢ Wp(C1; C2, ¢) = Wp(clv (Wp(627 ¢)))

One can use the weakest preconditions to generate a specification
@ that extends @ to all nodes. Using the well-founded induction
principle attached to partial specifications, see e.g. [9], we set

()= AN wp(G(L1'), (')  foralll & dom(®)
(LIee

The set of verification conditions of P includes all assertions
&) =wp(G(,1"), ®*(I')) where (I,1') € £ and | € dom(®).

Example 6 (Proof obligations for loop reversal). The verification
conditions for the graph-based representation of the program c from
Example 1 can be discharged using simple arithmetic reasoning.
E.g. the verification condition for the loop invariant is of the form

0<z’ Az+z'=N+1 Ay —y=z(N+2—z)—(N+1) Az<N
=
0<z’' =1 A z+1+2'—1=N+1A
Y+ —y—z=(z+1)(N+2—2—1)—(N+1)

4.2 Relational verification

Relational program correctness is formalized by quadruples of
the form {@} P1 ~ P2{4¢}, where P1, P> are separable programs,
and ¢, ¢ are assertions. A relational judgment {¢} Py ~ P> {1} is
valid, written = {(} P ~ P>{t}, iff for all states o1,07,01,05 €S,
o1Wos € ] and (iny, o1)~"(out, o1 ) and (ina, o2)~*(outz, 03)
imply o1 Wo5 € [+]. Relational verification can be reduced to pro-
gram verification of a product. For simplicity, we assume that the
programs are deterministic.

Proposition 8. Let P, P> be deterministic separable programs
and let ¢,1 be assertions. Then E{p}P, ~ P{¢}, provided
F{¢} P{y},and P€ P, X, P>.

Since the programs are deterministic, it is equivalent to require
Pe Py x, P, instead of P € P1x,P2. We show that the leftness of
a product can also be checked by logical means. We use a simple
form of path condition, which we call edge condition, to express
leftness. Formally, the edge condition ec(c) for a statement c is, if
it exists, the unique (up to logical equivalence) formula ¢ s.t. for all
states o €S, o € [¢] iff there exists a state ' €S s.t. (o,0") € [c].
In the sequel, we assume edge conditions exist.

Example 7 (Edge conditions). Weakest preconditions can be used
to compute edge conditions. For each statement ¢ of Example 2,
one defines ec(c) by the clauses

ec(skip) = true
ec({b}) = b
We define for every node (I1,l2) € N and edges (l1,11) € &
and <l2,l’2> € & sit. (ll,l2)>7k> (l’l,lg) and (l1,l2)'7z> (l1,l,2) the
®-leftness condition as
®(I1,12) Aec(ly, 1y) Aec(lz, lb) = \/

15:(ly,l2) = (19,18

ec(x:=e) = true
ec(ci1;c2) = ec(c1) Awp(er,ec(cz))

ec(l,15)

and say that P is ®-left iff all its ®-leftness conditions are valid.

Theorem 1. Let P;, P> be deterministic separable programs and
let ¢, be assertions. Then F {p}P; ~ P>{t¢}, provided there
exists a partial specification ® and a product program P € P X P>
s.t. ¢ = ®(in1,inz2), » = P(outy,outs), and P is P-left and
correct w.r.t. .

Theorem 1 puts relational program verification on par with standard
verification, modulo the construction of the product program P: to
prove relational correctness of two programs, one must provide a
partial specification and discharge the proof obligations generated
by weakest preconditions. The construction of the specification
can rely on standard tools for inferring annotations, and the proof
obligations can be proved with off-the-shelf tools.

Our next objective is to develop methods that automate or assist
the construction of products. We intend to rely on a combination
of standard methods, such as abstract interpretation [15], to infer
invariants that drive the construction of the product, and user-
given heuristics that specify relations between elements of the two
programs: typically, the relations will relate control structures, as
in translation validation, or variables, as in information flow logics.
Since product construction may be seen as an instance of program
synthesis, it may also be beneficial to explore recent developments
in the field, e.g. [32].

4.3 Refinement

We briefly sketch an asymmetric variant of Theorem 1 that sup-
ports reasoning about refinement—and does not assume pro-
grams are deterministic. The definition of refinement from Sec-
tion 2.4 extends to programs immediately: we say that P» re-
fines P; w.r.t. a pre-condition ¢ and a post-condition ), written
E{o}P1 — Po{%},iff for all states 01,07,02 €S s.t. c1Wo2 € []
and (in1,01) ~* (out1,ol), there exists a state 05 € S s.t.
(in2, 02) ~»* {outs, 05) and o1 Wo} € [¢]. Moreover, we say that
P, implies termination of P, w.r.t. @ iff for every states 01,02 €S
s.t. o1Woo €[@(in1, in2)], (in1, 01){ implies (in2, o2) §*.

Theorem 2. Let P, P, be separable programs and let ¢, be
assertions. Assume that P; implies termination of P> w.r.t. ¢. Then
= {p}P1— Px{4¢}, provided there exists a partial specification
D s.t. ¢ = P(ing,inz2) and ¢ = P(outy,outs), and a product
program P € P; X P, that is ®-left and correct w.r.t. ®.

Theorem 2 provides direct proofs of correctness for many common
refinement steps, e.g. replacing a non-deterministic assignment by
an assignment (or a non-deterministic choice by one of its substate-
ments), or inserting an assert in a statement. Developing more com-
plete examples—as done e.g. in [11]—is left for future work.

5. Application: relational translation validation

Translation validation [6, 27] is a general method for ensuring
the correctness of optimizing compilation by means of a valida-
tor which checks after each run of the compiler that the source
and target programs are semantically equivalent. Translation val-
idation considers three main classes of transformations: instruction
replacement, reordering of loops iterations, and elimination of loop
iterations, and proposes for each of them a proof rule, respectively:
(VALIDATE), (PERMUTE), and (REDUCE). This section revisits
translation validation from the perspective of products, and shows
how examples of application of each rule can be treated using prod-
ucts. In particular, we show that our method can be used to justify
static caching, an advanced loop optimization for incremental com-
putation [23].

For concreteness, our examples are developed in an extension
of the imperative language of Section 2 with arrays in 1 and 2
dimensions. Array accesses are modeled by expressions ale] and
ale, €'], and array writes are modeled by instructions a[e] := eo and
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Source and optimized code

0: i:=0; a: i':=0;5 :=C;
1: while (i< N)do  b: while (i’ <N)do
j=ixB+C} ' +=3';
T A= i+ 3" +=B;i'++
2: ... coL..

Product {i<N AV <N}

j=1xB+C; o’ +=3';
T +=7; §' += B;it+; i’ ++

0,a >( 1,b >
i:=0; :=0; {N<iAN<i'}
o

Specification
D(0,0) = (2, ¢) = v =2’
®(1,b) =x=2' Ni=i' A j'=iVB+C

Fig. 9. Strength reduction

ale, '] := eo. For simplicity, each array a has a fixed size, denoted
, and the semantics does not model array-out-of-bounds, i.e.
programs with array-out-of-bounds accesses get stuck. Under this
assumption, one can extend the precondition and edge condition
functions to arrays by letting wp(ale] :=€’, ¢) = ¢[[a: e—>e’]/a] and
ec(ale] :=€¢") =0 < e < |a|. The expression [a: e—€'] denotes the
array a’ such that a’[x] = €’ if z = e, and a’[z] = a[z] otherwise.

5.1 Structure preserving optimizations

Common program optimizations such as constant propagation or
common subexpression elimination do not modify the control-flow
of programs, and simply affect their basic blocks. Synchronized
products provide a convenient means to validate the correctness of
such optimizations. We illustrate this approach with strength reduc-
tion, a standard transformation that reduces the cost of arithmetic
operations occurring inside a loop body. Fig. 9 shows the applica-
tion of the optimization to a small fragment of code. In the figure,
j is a derived induction variable, defined as a linear function on
the induction variable . The optimization replaces the assignment
j :=ixB+C by the equivalent and less costly j' += B, swaps the
assignments to x and 7, and adds an initialization j' := C immedi-
ately before the loop header.

Correctness of the product w.r.t. its specification can be estab-
lished by simple arithmetic reasoning. Likewise, the leftness condi-
tions are trivial to derive from the specification. Note that the loop
invariant at node (1, b) requires j' =4’ B+C, which can be inferred
using certifying analyzers [9].

5.2 Loop optimizations

One particular strength of translation validation is its ability to
prove correct advanced loop optimizations [6]. We show by exam-
ples that products can be used for the same purpose.

Loop range splitting. Loop range splitting extracts from a main
loop a number of initial loop iterations. It helps infer stronger in-
variants separately for each resulting loop, enabling more optimiza-
tion opportunities. Figure 7 shows an example of this transforma-
tion; the product construction used to verify the optimization cor-
rect is given in Fig. 8(d). Note that there is no structured represen-
tation of this product graph, as the two loop edges at nodes (a, 1)
and (a,2) correspond to the loop body of the original program.
At node (a, 1) both programs iterate synchronously while the right
program is in the first loop. The right edge (a, 1)+ (a,2) corre-
sponds to the right program transition that exits the first loop. From
the node (a, 2) the execution is completely synchronized.

Source and intermediate code

0: 7:=0; a: x:=0;
1: while (i <N) do b: while (:13<MN) do
j =05 alz] := f(x);
2:  while (j < M) do T4+
Ali, j] = f(iMA7); j++ et
1++
3:
z:=0;7:=0
{i<N};j:=0
{z<NM A j<M};
afz]:=f(z);
Ali, j] = f(iM +5);
Specification T I
®(a,0)= true
B(b,2)= z=iM+jANi<NAF<M A (i) A
B(c.3)= p(N)
where (i) =VI,r. 0<I<i ANO<r<M = A[l,r]=a[lM+r]

P =Vr.0<r<j= Ali,r]=aliM+r]

Fig. 10. Loop interchange

The specification maps each program node to the assertion
x =y At = j holds at every program node. The correctness of
the program against this specification can be verified by simple
reasoning. Likewise, ®-rightness conditions are easy to establish.
E.g. to prove the rigthness condition for the node (a,1) € N
and for the edges (a,b) € Ni and (1,1) € Ny—since neither
(a,1) N (a,1) & & nor (a,1) > (a,1) € E—one must discharge
a formula of the form ®(a,1) A ec({a,b)) A ec((1,1)) = ...,
which holds trivially since the antecedent is false.

Loop interchange. Loop interchange is a compiler optimization
that maximizes the contiguity of memory accesses and improves
cache performance by transposing row and column accesses in
accordance to the underlying array model. Interchanging the nested
loops for the original program at Fig. 10 is defined as swapping the
boolean guards ¢ < N with j < M, and the statements ¢ := 0 and i++
with 7 :=0 and j++. For simplicity, we consider the transformation
of the original program to an intermediate program as shown in
Fig. 10, together with the symmetric step. The correctness of loop
interchange follows by composition (i.e., by Proposition 7.)

The product merges the loop bodies (i.e., edges (2, 2) and (b, b))
in a single synchronized edge. In order to ensure the invariant
x = tM+j, when the value of 5 becomes equal to M, left edges
increment by 1 the value of ¢ and set j equal to O (the symmetric
transformation step requires « = j M 4+ instead.)

It is immediate to verify the correctness of the product against
its specification, and the ®-leftness conditions. E.g. ®-leftness at
the node (b, 2) and for the edges (b, b) and (2, 2) reduces to show-
ing that ®(b,2) A ec(2,2) A ec(b,b) implies ec((b, 2) & (b,2)),
which holds trivially.

Loop alignment. Loop alignment improves cache performance
by increasing the proximity of the memory locations accessed by a
loop iteration. Consider the optimization example shown in Fig. 11,
and assume 1 < N. The array b is accessed twice in the loop body:
a write access to the position 4, and a read access to the position
i—1. The optimization aligns the accesses of the array b in the loop
body to a same index ¢. Notice that if the values stored by the array
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Source and optimized code

0: i=1; a: J:=1;
1:  while (i< N)do b: d[1] :=b[0];
bli] :=alil; c: while (j <N—1) do
dli] = bli—1]; blj] = aljl;
s d[j+1]=b[j;
2: ... Gt
b[N]:=a[N]

Product

{N<iAN-1<j};
b[N]:=a[N]
Specification

®(0,a) = a=a A b[0] =b[0] ~

®(1,c) = d[1,4)=d[1,7) Ablj]=alj] Abli]=b[i] Ai=j+1

®(2,d) = d[1, N]=d[1, N]

Fig. 11. Loop alignment

b are not needed after the loop execution, the occurrence of b[i] in
the loop body is replaced by a fresh scalar variable.

The product is shown in the same figure. The construction of
the product synchronizes the initialization statement on the right
d[1] :=b[0] with the first loop iteration on the left, and then syn-
chronizes the remaining N —1 loop iterations.

The specification ensures that given equal input arrays a and b,
the values stored in the array d coincide after the execution of both
programs. The expression d[1,7) =d[1, i) means that the values of
the arrays d and d coincide in the index range [1, ¢)—and similarly
with the range [1, N].

We briefly comment on proving leftness w.r.t. the specification.
First, note that the product contains only synchronized edges and
the only missing edge at node (1,b) € N is (1,2), corresponding
to the execution branch exiting the loop execution. However, this
edge is never taken since at node (1, b) the condition ¢ = 0 holds
and we have 1 < NN as hypothesis. Since all the remaining edges
are in the graph, it is sufficient to ensure that the left and right edge
conditions of each synchronous edge are equivalent. For the edge
(1,b) = (1, c) one must verify that ¢ < N is equivalent to true,
which holds by hypothesis. For the loop edge (1, c) = (1, c), one
must check the equivalence of 7 < N and 5 < N—1, which holds
from the invariant ¢ =j-+1.

Loop pipelining. The eftect of loop pipelining is the opposite to
loop alignment, as it reduces the proximity of memory references
inside a loop, in order to introduce parallelization opportunities.
Consider the simple example shown in Fig. 12 (drawn from [21].)
Assume a, b and c are arrays of size N, with 2< N.

The program product shown in Fig. 12 pairs the initialization
statement at nodes [, and [. with the first loop iteration of the
original program. Similarly, the final statements affecting [N —2],
¢[N—2] and ¢[N—1] are executed synchronously with the final
loop iteration of the original loop. The remaining N —2 loop itera-
tions are synchronized together. In order to verify that a=a A b=
b A ¢ = ¢ is a valid pre and post condition, we require a specifi-
cation that establishes the equalities in b and b and ¢ and ¢, except

Source and optimized code

0: 7:=0; a: j:=0;
1: while (i< N)do  b: a[0]++;
ali]++; b[0] +=al0];
bli] +=ali]; c: afl]++;
cl] +=0b[i]; d: while (j <N—2) do
i+ alj+ 2]+
2: ... blj+1]+=alj+1];
clg]+=0[jl;
J++
clg] +=bljl;
b[j+1]+=alj+1];
clj+1]+=b[j+1]
Product
{i<N}
a[']++
il +=alii | i<k
clt] +=bi]; ali]++;
i+ b[] += a[i} {i<NAj<N-2};
a[O ++; c[i] +=bli]; (1[ i|++;
b[0] +=al0 i++; + a[z
1]++
@E) a[j+2]++
b[j+1] +=alj+1];
{N<iAN-2<j} elj]+=bls);
clg] +=0b[jl; i+ JH+
blj+1]+=alj+1];
elj+1]+=b[j+1]
Specification

®(0,a) =a=aAb=bAc=¢C

®(1,d) = a=aAi=j+2 Ab=[b: j+1—=b[j+1]+alj+1]]A
=& (4,7 + D= (elj]+bli], eli+1]+b[+1])]

®(2,e) =a=aAb=bAc=c

Fig. 12. Loop pipelining

for the indices j and j+1. In particular, the invariant at the node
(1,d) states that b[j+1] = b[j+1]+a[j+1], c[j] = €[j]+b[j], and
cli+1]=¢[j+1]+b[j+1], and b[i'] = b[i’] and c[i'] = c[i’] for any
other index 7.

Checking that the program is a full product requires proving for
instance at node (1,b) and for the edges (1, 2) and (b, ¢) a formula
of the form ®(1,b) A ec(1,2) A ec(b,c) = ..., which holds since
the hypothesis 2 < N contradicts the antecedent ¢ = 0 A ec(1, 2).
The rest of the edges are in the graph in a synchronized form, so it
only remains to verify that the corresponding edge conditions are
equivalent. From the invariant ¢ = 5742 the guard conditions ¢ < N
and j < N—2 are equivalent.

5.3 Static caching

Static caching [23] is an optimization that removes redundant
computations by exploiting memoized intermediate results. One
of its applications is the row summation algorithm in Fig. 13.
The algorithm takes as input an N xL matrix a and returns
an array s of length N—M+1 (assume M < N) such that
sli] = Zyﬁ:l o Ali’, 4], for all i € [0, N—M]. The original
program perform’s a significant amount of redundant computation.
Let b[i] stand for Z;'V:o Ali, 7]. One can see that for all ¢, s[¢] dif-
fers from s[i+1] on the value b[i+M]—b[é]. The computations of
the summations b[¢'] for ¢’ € [i+1, i+M —1] are thus redundant and
can be removed. In the optimized version of the algorithm, the ar-
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a1 :=0; 0:t[0] :=0;
b:while (i, < N— 1) do ki = 0;
s[i1] :=0; 1:while (kg <M —1) do
k1:=0; blk2] :=0;
c: while (k1 <M—1)do l2:=0;
l1:=0; 2: while (Il <L—1) do
d:  while (I1 <L-1) do blka] +=alka, l2];
,s[i1}+:a[i1+k1,l1]; lo++;
l1++; t[O] +=b[k§2];
k1++; ko++;
i1++ i :=1;
e:... 3:while (io < N—M) do
blig+M—1] :=0;
I :=0;

4: while (l2<L-1) do
b[i2+M71]+=a[i2+M71, lg};
lo++;

z:=blio+M—1]—blia—1];
tlio] ==t[ia—1]+2;

5: do++

Fig. 13. Static caching: source and optimized code

ray b of size N is used to store the intermediate computation of
row summations. The matrix summations are computed using the
computations saved in the array b, and then stored in the array t.
As a result, the transformed algorithm has a quadratic complexity,
whereas the complexity of the original algorithm is cubic.

Figure 14 shows the product of the original row-summation
algorithm and of its optimized version. In the product construction,
the first loop iteration of the original program is synchronized
with the first half of the optimized program in which the M first
positions of the array b are initialized. From the node (b, 3) the
remaining N —M iterations are synchronized. The asynchronous
nested loop at the nodes (c, 5) and (d, 5) represents the redundant
computation in the original program.

The specification states that the output arrays s and ¢ coincide
in the range [0, N —M] after executing the original and optimized
program. The correctness and leftness of the product w.r.t. its spec-
ification can be verified by simple arithmetic reasoning.

5.4 Discussion

Despite its ability to handle complex loop reordering, we have
found that our framework is sometimes constrained by its simple-
minded representation of programs. Specifically, there are exam-
ples of transformations for which a representation that exhibits im-
plicit parallelism in programs would be beneficial. Consider for in-
stance the loop fission transformation shown in Fig. 15. The prod-
uct construction synchronizes the loop in the original program with
the first loop of the final program: the second loop of the final pro-
gram executes asynchronously. From the product specification one
can see that equality z = 2z’ is easily enforced. However, proving
that y = v’ requires stronger invariants, since y and %’ are affected
in separated program points. This particular example would clearly
benefit from a more relaxed definition of product, in which both
loops of the final program are synchronized with the original loop.
In order to handle such examples, it would be desirable to extend
the theory of products to a representation of programs that com-
bines sequential and parallel execution of statements, a la alternat-
ing automata. Besides loop optimizations of sequential programs,
this representation of programs could also be useful for translation
validation of parallelizing compilers.

Source and optimized code

0: 7:=0; a: j:=0;
1: while (i< N) do b: while (< N) do
T+=1;y+=1;1++ x’ +=7; j++;
2: ... 1:=0;
c: while (I<N) do
y' +=1; l++
Product d: -
{N<1} (V< i} 1:=0;5:=0
(N <j}s {i<NAj<NY
{I<N} C [:=0 @ z+=1; 2 +=7J;
y +=1 1+ 5 . Yy +=1;
i++; J++
Specification

®(0,a) =z=2' ANy=0=y’

®(1,0) =i=jAz=2' A2y=i(i—1) Ni<N+1

D(2,c) =z=a' A2y=N(N+1) A2y’ =1(I-1) NI<N+1
®(2,d) =z=2' Ny=y’

Fig. 15. Loop fission/fusion

6. Related work

Relational methods play a prominent role in semantic models of
programming languages, especially in the context of functional
programming, where types are commonly interpreted as logical re-
lations [26] or as PERs [1]. Besides, logical relations allow reason-
ing about program correctness and representation independence. In
particular, Ahmed, Dreyer and Rossberg [2] prove representation
independence for generative ADTSs, using step-indexed logical re-
lations [4], a variant of logical relations that minimizes the need for
domain-theoretical constructions.

Relational logics provide a syntactical counterpart to seman-
tic relational methods, and can be used for similar purposes. To
date, relational logics have been applied to prove compiler correct-
ness [10], program equivalence [8, 35], and non-interference [10,
25]; more generally, relational methods are applicable to regression
verification [17], and to verification of 2-properties [14, 34], includ-
ing determinism [12]. Furthermore, quantitative properties such as
continuity [13] or indistinguishability [19] appear as a natural gen-
eralization of 2-properties. Extending the scope of relational logics
and program products so that they can accommodate these proper-
ties is an important goal for future work. Dually, a common means
to build automated program analyses is to isolate restricted—and
possibly decidable—fragments of Hoare logics; it is for example
possible to interpret information flow logics [3, 5] in this light. We
intend to derive specialized proof systems for specific classes of
properties: in particular, it would be interesting to build tools for
reasoning about program improvement in the spirit of [30].

Finally, there are many commonalities between translation val-
idation and product constructions. Kundu, Tatlock and Lerner [21]
extend translation validation to parametrized programs, and gen-
erate automatically proofs of correctness for many optimizations.
Moreover, Tatlock and Lerner [33] build certified translation val-
idators using Leroy’s CompCert infrastructure [22]. A challenge
for further work is to develop certifying translation validators that
handle parametrized programs and produce a product, its specifica-
tion, and a proof of correctness.

7. Concluding remarks

Relational Hoare logics provide a convenient means to enforce a
wide range of correctness and security properties, but have lacked
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Product

{L<L-1Aly<L—1};
sli1] +=aliv+ki, l1];
blke] +=alke, l2];

{M —1<ki};
tlio] :=t[ia—1]+2;

'y 2] =iz sli1] +=ali1+k1,01];
Lit++slat+ @) (N-M < ir}; 114+ 12 l1++ Q
{N-M <>}
@ {ky <M-—1}
{k1 <M —1}; {L-1<li} {in<N-M} e
- {ko <M—1} {L-1<l2}; {ia<N—-M};
1= . ik ’
blka] :=0; t[0] +=b[k2]; s[i1]:=0; L—1<h};
l1:=0;1l2:=0 ko++; ky++ blio+M—1]:=0; £:+ <k
lo:=0;k1:=0 L-1<i ]
b,0 3¢ 1 > b,3\ 220k > (c, 4 { 2}
{i1<N-MY; {M—-1<k};
s[i1]:=0; {M-1<ka}; {la<L-1} U
tm[O].;=(.), 3 i1+t i =1 blio+M—1] +=alia+M—1, l2];
k] = ,k'2 =0 l2++
Specification
®(a,0) = true

D(d,2) =i1=0ANki=ka ANli=lo N&1i<SM AN L A S[iﬂ :t[0]+b[k1]:

"1 LBk 4 blk1 A

VE'€[0, k). bk'| =5 balk, ') Ablki] =300 2] alks, U]

V=

blk! + '] AV €[0,i1+M—1). b[i']

1’=0
=>[aali’ U]

k’=0

k=0 r_palittk, U]

®(b,3) = i1 =iz iy SN—M+1AYIE[D,i1) = sli'|=t[i’] =M}

®(c,4) = ®(b,3) Akt <M Al <L Ablig+M—1] = Y12~ Lafia+M—1,] A s[ia] = S5 - bk’ + in]
®(d, 5

®(e,6) = Vic[0, N — M]. s[i] =t[i]

)
) = ®(b,3) Akt <M Aly SLAblio+M—1] = b balin+ M1,V A sia] = S5 0l + ] + Xt
)

Fig. 14. Static caching

methods and tools that are available for program logics. This paper
develops a notion of product between programs and reduces veri-
fication of relational properties between two programs to verifica-

and S. K. Rajamani, editors, Computer Aided Verification, volume
3576 of Lecture Notes in Computer Science, pages 291-295. Springer-
Verlag, 2005.

tion of functional properties of their product. The notion of product [7]1 G. Barthe, P. D’ Argenio, and T. Rezk. Secure Information Flow by
program is general and flexible, and overcomes the limitations of Self-Composition. In R. Foccardi, editor, Computer Security Founda-
previous approaches. tions Workshop, pages 100-114. IEEE Press, 2004.

The key to practical relational program verification is now to in- [8] G. Barthe, B. Grégoire, and S. Zanella Béguelin. Formal certification
fer products or assist their construction. Our main priority is to de- of code-based cryptographic proofs. In Z. Shao and B. C. Pierce,
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A. Selected Proofs

Proofs of Section 2

Lemma 3. If - {p} c1 ® c2 {¢} then c2 ® ¢1 is defined and more-
over - {p}co ® c1 {¢}.

Lemmad. If F{p}c1 ® co {1}, F{¢'} ca ® c3 {1’} c2 termi-
nates and let X be a set of variables such that var(cz) C X then
¢1 ® c3 is defined and moreover:

F{3X.pAp'}a ®@cs {3X Ay}
Proof of Proposition 1. If - {p}c1 ~c2{?} then the statement
¢1 ® ¢ is defined and moreover - {¢} c1 ® c2 {9}

Proof. The proof is done by induction on the derivation of the
judgment +{p}c1 ~co{1p} with case analysis on the last rule
applied. We only account for selected cases.

— Case (R-INSTR). We have that ¢; = 41 and co2 = 4o with 21, 12
basic instructions. Then ¢; ® c2 = i1; 12 and we know that:

F{e}iryiz {1}
— Case (R-WHILE). We have that ¢c; = while b; do di, co =
while b2 do d> and we know that:

[ {(p A b1 A b2}d1 ng{go Ab = b2}

By Inductive Hypothesis then we know that di1 ® d2 is defined,
so we take ¢1 ® co2 = while b1 do (d1 ® d2). Moreover, we
know:

F{oAbi Ab2}di @da{p Ab1 = b2}
Since ¢ A by = b2 Ab1 = ¢ A b1 A b, using (SUB) we obtain:
F{oAbi=baAbi}di ®da{p Ab =bs}

Applying (WHILE) we get:

F{o Abi =ba}whileb; do (di @ d2) {p Ab1 =ba A= b1}
Also ¢ Aby = ba A= b1 = @ A = b1 A = ba so again, using
(SuB) we get:

F{p A b1 =ba}whileb; do (d1 @ d2) {¢ A= b1 A= b2}

which is the desired result.

— Case (R-SEQ). We have that ¢; = di;e1, ca = d2; ez and we
know that:

F{p}tdi ~d2{o}
F{o}er ~ea{v}

By induction hypotheses we know that di ® d2 and e1 ® e are
defined, so we take ¢; ® c2 = d1 ® dz2; e1 ® ez. Moreover, we
have:

H{e}dir @ d2{o}
H{¢}er @ e {)}
Applying (SEQ) we conclude:
F{ptdi @ d2;er @ e2 {9}
— Case (R-CoMPOSE). We have that:
F{3X.oAp' e ~es{3X Ay}

because:

H{pter ~ {9}

F{@ ez~ es{y'}
with X C var(c2) and c» terminates. By induction hypotheses
we have:

et @ {y}

{2 ®es {¥'}
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The result follows from application of Lemma 4.

Proof of Proposition 2. If { o} ¢c1 ~ca — ¢ {9} then {p} ¢ {¢}
and F {p}cr ~ca{v}.
Proof. The proof is done by induction on the derivation of the loose

product {p} c1 ~ca —> ¢ {1} with case analysis on the last rule
applied.

— Case (LP-SEQ). We have that ¢c; = di;e1, ca = da; ez and
¢ = d; e with:
{ptdi~dz— d{¢}
{#ter~e2—e{y}

By induction hypotheses, left conjunct, we obtain:

H{p}td{s}
H{o}e{v}
Applying rule (SEQ) we obtain:

F{e}d;e{v}

By induction hypotheses, right conjunct, we obtain:

F{p}tdi ~d2{¢}
F{o}er ~eaf{tp}
Which by definition means that:
1. for all o1, 02, 01, 0% such that (c18o2) € [¢], (01,01) €
[d1] and (o2, 0) € [d2] then it is the case that (o7 Wos) €
2. for all o1, 0%, 07, 0% such that (o1Wab) € [¢], (o1, 07) €
[e1] and (03,05 ) € [e2] thenitis the case that (o7 Woy ) €
We have to show that, given o1, 02, 7', 0% such that (o1Wo2) €
lels (o1,07) € [di;er] and (o2,0%) € [do;e2] then
(01Wo?) € [Y].
But note that (o1,07) € [di;e1] implies that there is o}
such that (01,01) € [di] and (01,0f) € [e1]. Reasoning
similarly, (02,0%) € [d2; e2] implies that there is o5 such that
(02,0%) € [d2] and (03, 05) € [e2].
The result follows by applying the two right inductive hypothe-
ses,i.e. 1and 2.
— Case (LP-WHILE). We have that ¢; = while b; do do, co =
while b2 do dz and ¢ = while b; do d with:

{eAbi}di ~do — d{p}
p=0b =b
By inductive hypothesis, we get:
F{enbi}d{e}
F{e Abi}tdi~da{p}
Using the former and (WHILE) we conclude:
F{¢}whileby dod{p A =01}

By definition of the latter, we have that for all o1, 02, o}, o5 if
ooy € [[Lp A blﬂ, (0’1,0’1) € [[dl]] and (0’2,0’5) S [[dg]] then
o1os € [[QD AN bl]]-

Now, assume we have:

o1¥os € [¢] (€))
(0'1, 0”1) € [while by do dl]] 2)
(o2, a'é) € [while by do d2] 3)

and we have to show oj1Wos € [p]. We will do so by si-
multaneous induction on 2 and 3. Since o1Wo2 € [¢] and
@ = b1 = by then we have 01 € [[b1] iff o2 € [b2]. Hence we
only need to account for 2 cases:

e 01 € [~ bi1], 02 € [~ b2], 01 = o and 02 = 0. Trivially,
we conclude o1 Woh € [ A = bi].
e We have the following:

o1 € [b1] (C))
o2 € [b2] (&)
(U1,0‘T)€[[d1ﬂ (6)
(0’2,0';) c [[dz]] (7)
(o7, 01) € [while by do di] (8)
(03, 0%) € [while by do da] ©)

By Inductive Hypothesis, we can conclude (oiWos) €
[¢o A = b1], provided we show that (ciWo3) € [¢]. This
follows from the second part of the outer inductive hypoth-
esis, 1,4,5,6 and 7.
— Case (LP-SELFCoMmP). We have that ¢ = c;; c2 and we know
that:

F{p}erseo {9} (10)
which concludes the first part.
For the second part, assume we have:

o1ldog € [[QD]] (1)
(o1,01) € [e1] (12)
(02,0%) € [e2] (13)

and we have to show o{Wo5y € [¢]. From 10 and soundness
of Hoare Logic, we know that for every state o, o’ such that
o € [¢] and (0,0") € [c1;¢2] then o’ € [¢]. Now, take
0 = 01Wos and 0’ = o Woh then it only remains to be shown
that:
(01Wo2, o1Woy) € [e1; 2] = [e1] o [e2]

It suffices to show that

(0'1@(7270'3&,'0'2) € [ed]

(o102, o1Wos) € [c2]

which follows from 12,13 and disjointness of program vari-
ables.

Lemma 5. Assume (¢, o) |* then

— if ¢ = while b do d then (d, o) |*.
—ifc =if bthen d else e then (d,0) {* and (e, o) |*.
—ifc=d®ethen (d,0) | and (e,0) |*.

Proof of Proposition 3. Assume {¢} ¢1 ~ca — ¢ {9} and sup-
pose given states 01,02 €S s.t. o1Wo2 €[]

- If (c2, 02) |I*, then for every o] € Ss.t. (01, 01) € [c1], there
exists 05 € S s.t. o1Wos € [¢] and (02, 0%) € [c2];

- If (c1,01) I, then for every o5 € S s.t. (02,0%) € [c2], there
exists 0] € S s.t. o1Woy €[] and (o1, 01) € [e1]

Proof. We will only show the first part since the other one is
symmetric. The proof follows by induction on the judgment
{¢} c1 ~ ca — ¢ {yp} with case analysis on the last applied rule.
We only show selected cases.

— Case (LP-NONDET). We have ¢1 = d1 @ e1, c2 = d2 D ez and
¢ = d ® e where:

{e}di~dos — d {3} (14)
{o}er~es—e{y} (15)

Assume we have o1, o2 such that:
o102 € [¢] (16)
(do ® e2,02) " 17
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From the latter, by Lemma 5 we have (dz, o2) {}* and (e2, 02) .
Using this and IH’s we know that:

e for every o} such that (o1,07) € [d1] there is o5 such that
o140 € [¢] and (02, 0%) € [d2]

e for every o} such that (o1, 01) € [e1] there is o5 such that
o140 € [¢] and (02, 0%) € [e2]

Suppose we have oy such that (o1,01) € [di @ e1]. Then
there are two cases:

e (01,01) € [di]. In this case we apply the TH and conclude
that there is o5 such that o Wos € [¢] and (02, 0%) € [dz].
We still have to show that (02, 0%) € [d2 @ e2], but this is
trivial.

e (01,01) € [e1] is symmetric.

— Case (LP-WHILE). We have ¢; = while by do di, ca =
while b2 do d2 and ¢ = while b; do d where:

{eAbi}di~ds — d{p}
tp:>bl = by

Definition 9 (Security Policy). A security policy I' is a mapping
associating labels in { L, H '} to variables.

Definition 10. Given a security policy I' we define a state predicate
characterizing equality of low variables as follows:

Loqudéfxlzx'lA.../\xn:x/n

where I'(z;) = Lfori € [1...n].

Lemma 6. Let = be an identifier, I' a security policy and 7 a label
then if - z : 7 var then T'(x) = 7.

Proof. Straightforward.

Lemma 7. Let e be an expression, I a security policy and 7 a label
then for every o, ¢’ such that (o1, 02) € [LowEq], if - e : L then
(01,02) € [e= e']].

Proof. Straightforward induction on the derivation of the judgment.

We also know that there is o2 such that (while b2 do da, 02) |*.
Using this and Lemma 5 we know (dz, o2) {}*.

By induction hypothesis (IH1), we know that for every o such
that o1Woy € [[<p A bﬂ] and for every 0'/1 such that o1, cr{ S
[d1] there is a o5 such that (o2, 03) € [d2] and oWy € [¢].
Now, assume we have o such that o102 € [] and o} such
that (o1,01) € [while by do d1]. We need to prove that for
every o2 such that o1Wos € [¢], there exists o5 such that
(02,0%) € [while bz do dz2]. We will do so by induction on
the execution (o1, 01) € [while by do d1].

e We have 01 = o} and 01802 € [b1]. In this case there
is 2. We have to show o102 € [ A —b1], which follows
trivially and (o2,02) € [while b2 do d2], which follows
from the former and ¢ = b1 = ba.

e We have:

Lemma 8. Let ¢ be a command, I' a security policy, if - ¢ :
H ecmdandforallz € FV(p),I'(z) = Lthen - {¢} c{¢}

Proof. Straightforward induction on the derivation of the judgment.

Proof of Proposition 4. Let ¢ be a command, I" a security policy
and 7 a label, if - ¢ : 7 ¢md then there exists ¢’ such that the
judgment {LowEq} c~ ¢’ — ¢” {LowEq} holds.

Proof. The proof follows by induction on the derivation of - ¢ :
7 cmd with case analysis on the last applied rule. We only cover
selected cases.

— Case NI-WHILE. We have ¢ = whilebdo d, ¢’ = while ' do d'with
Fb:7and - d : 7 cmd. By renaming also - &' : 7 and
F d' : 7 emd. The proof follows by case analysis on 7.

e Case 7 = H. We take ¢’ = while b do d; while b’ do d’. We
apply Lemma 8 and we obtain - {LowEq} while b do d {LowEq}
and  {LowEq} while b’ do d’ {LowEq}. Using (LP-SELFCOMP)
we conclude:

{LowEq}while b do d ~ while b’ do d’
— while b do d; while b’ do d’'{LowEq}

o1dog € [bi]

(o7, 01) € [while by do d1]
(01,03) € [p A= b1]
(01,01) € [di]

Also we know by induction hypothesis (IH2), for all o3
such that ofWos € [¢] there is o5 such that 03,05 €
[while b2 do d2].

We also have that o1Wos € [[Lp A bl]]. By outer induc-
tion hypothesis (IH1), we know that there is o5 such that
(02,05) € [d2] and o7Wo3 € [¢]. Applying the inner in-
duction hypothesis (IH2) to o3 we get that there is o5 such
that (03, 04) € [while b2 do dz] and o1 Woh € [ A = b1].
The result follows using .

— Case (LP-SELFCoMP). We have ¢ = c;; c2 and we know that:

{e}er; e {9}

From this, by soundness of Hoare Logic, we know that for any
o1, 02, o and o4 such that (o1,01) € [ei1], (02,0%) € [c2]
and o1Wo2 € [¢] then o1 Wos € [¢].

Assume we have o1, o2 such that:

o1do2 € [¢]
(c2,02) I

From the latter we conclude that there is o such that (02, 05) €
[c2]- It remains to be shown that o Wos € [¢], which follows
from soundness.

e Case 7 = L. Using Lemma 7, we know LowEq = b =
b'. Also, by inductive hypothesis we know there is d”’
such that {LowEq}d~d —> d"” {LowEq}. Take ¢’ =
while b do d”. But note that LowEq A b = LowEq. From

this, using (LP-SuB) we get {LowEqA b} d ~d’ — d” {LowEq}.

Using (LP-WHILE) we obtain:
{LowEq}while bdo d ~ while b’ do d’ —
while b’ do d” {LowEq A = b}

and since LowEq A = b = LowEq, we obtain
{LowEq}while bdo d ~ while b’ do d’ —
while b’ do d” {LowEq}

using (LP-SuB) to conclude.

— Case (NI-ASSG). We have ¢ = = (= e, ¢ = 2’ = €.

Take ¢’ = z := e;2’ := €. We can conclude applying
(LP-SELFCoMmP) provided we show:

F{LowEq} z := ;2 := ¢’ {LowEq}

We proceed by case analysis on 7.
e Case 7 = H. We conclude using Lemma 8 and the fact that
forall z € F'V(LowEq), it is the case that z : L var.
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e Case 7 = L. From this we know x : L var ande : L. Hence
LowEq = LowEq’ Az = 2’. Also, using Lemma 7 we know
LowEq’ = e = ¢’. So we have LowEq = LowEq'Ae = ¢'.
Using (LP-SuB), it suffices to show:

F{LowEq' Ae=¢'}x:=¢;2’ := ¢ {LowEq' Ax =x'}
By applying (SEQ) we have to show:
F{LowEq' Ae =€}z :=e{LowEq Ax =¢'}
F{LowEq' Ax = &'}z’ := ¢’ {LowEq' A x = X'}

both of which follow from (ASSIGN).
— Case (NI-NONDET). Wehave c=d @ e and ¢/ = d’ @ €’ with

Fd:Temd

Fe:Temd

’

By inductive hypotheses, we know there are d” and €’ such

that:
{LowEq}d~d — d” {LowEq}
{LowEq} e ~¢ —>¢” {LowEq}
We take ¢’ = d” & e”’. We obtain:
{LowEq}d @ e~d ®e' — d" @ e’ {LowEq}
by applying (LP-NONDET).
Proofs from Section 3
Left products

We first show that P € P; X, P> can emulate the behavior of one
step of P;.

Lemma 9 (Step lifting for left products). Assume P € Py X, Ps.
Let ¢ be a p-trace that ends in a configuration ((l1,l2), o1Wo2) and
letta-(l2, 02)-t5 be a Po-run. For every Pi-step (l1,01) ~ (1, o1),
there exists a o-trace ¢’ extending ¢ s.t. w1 (¢') = w1 (¢) - (I1, o1).
Moreover, if P € Py 1, P then one can choose ¢’ s.t. t' = ¢ - "
with 2 (¢") a prefix of 5.

Proof. The proof proceeds by induction on the length of t5. For the
base case, we have [ = outa. By repleteness, semantics coher-
ence, and definition of separable statement ((l1, outz), o1Wo2) ~~
((I1, outz), o1Wo2) and hence ¢ - {(I], outz), o1 Wo2) is a P-trace
with the expected properties. For the induction step, let I5 € N2 and
oy € Ss.t.ty = (l5,0%) - t5. We proceed by a case analysis on
the definition of left product:

= (I1,12) N (11, 12): then we conclude as in the base case;

- (li,12) = (11,15) and there exist I5 € N> and o5 € S s.t.
<l2, 0'2>~“><l/27 Ué>: then <(l1, lz), O'1L‘UO'2> ~ <(l/1, ll2)7 O'iH'JO'é>
by definition of product and separable statements. We set t' =
t-{((1,15),01W05). If P € Py x, P> then 5 = 15 and
w2 ({(11,15), o1Was)) is a prefix of th;

- (ll, lz) (N (ll, ZIQI)I then <(l1, lz), O'lL‘HO'2> ~ <(l1, llgl), 0’1L‘UO‘§>
by definition of product and separable statements. Now t”/ =
t-((l1,17),0180%) is a p-trace and we can apply the LH. to
conclude there exists a p-trace t""? extending ¢ and ending
in (( 1,15, ot woi"®). Moreover, if P € Pi x, P then
=t - ((I,15), 0180%) - 1, for some tp, s.t. w(tp) is a
prefix of 5. We set t' = '™ to conclude.

We now generalize Lemma 9 to show that P can emulate the
behavior of many steps of P;.

Lemma 10 (Trace lifting for left products). Assume P € P; X,
P. Let ¢ be a -trace that ends in a configuration (1, l2), o1Wo2)
s.t. {l2, o2) |} For every P -trace ¢; extending 71 (¢), there exists a
p-trace t' extending ¢ s.t. w1 (') = ¢1.

Proof. The proof proceeds by induction on the length of #; where
to = t1 - t|. The base case is immediate. For the induction step,
assume t; = t{ - (I1, o1). By LH. there exists a trace ¢ extending
ts.t. w1 (#"") = t{. We then conclude by applying Lemma 9.

Proof of Proposition 6. Assume P € P x, P. Let t; be a P;-
run with initial state o1, and let o2 € S s.t. (inz,02) |* and
o1Woz € []. Then there exists a P-run ¢ with initial configuration
<(iI’117 il"lz), O‘1H‘JO‘2> s.t. m (t) =11.

Proof. This proposition follows by application of Lemma 10. Let
t = ((in1,in2), 01Wo2) a p-trace. Since t1 extends 71 (¢), from 10,
there exists a p-trace t’ extending ¢ (i.e., with initial configuration
((inl, ing), 0'1L+JG'Q>) such that 7T1(tl) =11.

Lemma 11 (Step-lifting for full products). Assume P € P x,,
P> Let t1 - (l1,01) - t; be a Pi-run with initial state 61 and
to - (l2, 02) - t5 be a Py-run with initial state 62. Suppose 61452 €
[¢]. Then, for all p-trace ¢ s.t. w1 (t) = t1 and w2 (¢) = to there is
atrace t - ' s.t.:

- w1 (t') = t{ for some non-empty ¢7 prefix of (l1,01) - t]
— m2(t') = t4 for some non-empty t5 prefix of (l2, o) - t5

Proof. Let {(11,15),01W05) the final configuration of ¢, then we
have (I1,01) ~ (l1,01) and (l5,05) ~ (l2,02). Consider the
three cases on the definition of full products:

- if (11,15) & (11, 12) then we are done with the proof by setting
tl =1t1- <(ll, 12), 0’1@0‘2>;

—if (I1,15) N (11,15) then t-{(l1,15), o01Wo5) is a trace extending
t. Since P is a right product, from the symmetricity of Lemma 9
there is a trace t” extending ¢ - ((I1,15),01Wo5) such that
ma(t") =ta2 - (la, 02) and 1 (") is a prefix of ¢1 - {l1, 01) - t1;

— if (I1,15) ¥ (11, l2) then the reasoning is symmetric to the pre-
vious case.

Lemma 12 (Trace lifting for full products). Assume P € P X,
P,. Let t be a p-trace that ends in a configuration ((I1, l2), o1Wo2)
s.t. {I1,01) | and (l2, 02) . For every P;-run t; extending 7 (¢)
and every P>-run to extending 72(t) there is a trace ¢’ extending ¢
s.t. w1 (") extends t; and w2 (t') extends 2.

Proof. The proof follows by induction on the length of #; plus the
length of t5, where t1 = m1(t)-¢] and to = ma(t)-t5. If both ¢} and
t, are empty traces the lemma follows trivially. For the inductive
case, if one of ¢} and t5 is an empty trace the proof follows by
Lemma 9. Consider now the case in which ¢} = (I{,01) - t] and

ty = (I3, 05) - t5. From Lemma 11, there is a ¢-trace ¢ - £ s.t.:

- m1(f) = t{ for some non-empty t;” extended by (I}, o}) - t{
— m2(£) = t4’ for some non-empty 5’ extended by (I, b) - 4

"

By L.H. applied to ¢}

" i
t2 . t2

and t5" s.t. ¢ -t/ = (l},01) - t{ and

= (l5,0%) - t5 we have a P-trace t/, s.t. w1 (¢') extends
t1 -t/ (and thus ¢1) and 72 (') extends ¢ - t5' (and thus t3).

Proof of Proposition 5. Assume P € Py X, P». Let t1 be a Pi-run
with initial state o and t2 be P»>-run with initial state o2. Suppose
o1Wo2 € [¢]. Then there exists a P-run ¢ s.t. m1(t) = ¢; and
T2 (t) = tz.

Proof. The proposition follows from Lemma 12, by taking ¢ as the
p-trace ((in1, in2), o1Wo2).
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Composing left products

In the following we prove that the composition of left products
P, € Pixy,, P> and P, € P>, P3 is a left product. We first
prove that traces of the product P = P, o P, can be projected onto
traces of PP, and P,.

Lemma 13. Let P = P, o Pyand t - ((I1,13),01W03) a @4 © pp-
trace of P. Then, there exists a ¢q-trace to - ((l1,l2), 0102)
of P, and a pp-trace ty, - {(l2,13),02W03), s.t. m1(t) = 71 (ta),
m2(ta) = m1(ts), and w2 (tp) = m2(t). Moreover, if (in2, o2) |*
(d2 stands for the initial state of ¢, and t¢;), one can choose Is s.t.
there is no 15 € N s.t. (I, 12) ¥ (11, 15) and (Ia, I3) > (1%, 13)
hold simultaneously.

Proof. The proof proceeds by induction on the length of the P-
trace t. For ¢t = ¢ is trivial. For the inductive step, consider a trace
of the form ¢ - {(l1,13), 01Was) - ((11,13), 01Wo3). By LH., there
exists a trace tq - ((I1,12), 01Wo2) and a trace &y, - {(l2, l3), 02Wos3).
We proceed by case analysis on the last edge of the trace:

= 1If (I1,13) = (11, 15), then we have (I1,12) & (11,15) € &, and
(I2,13) & (I3,15) € & by definition of P, o P,. Since P, is
left and minimal, we have that (l2, 02) ~ (I3, 05) for some o5.
Then, one can build the traces

ta - <(l17 l2)7 UIHU2> : <(l,1> l’2)7 O'iL‘HO'é>
and

to - ((l2,13), 02003) - (I3, 15), oheios)
for the products P, and P, respectively.

—If (I1,13) +> (1}, 13), then by definition of P, o P, we have
(I1,12) N (11,12) € P,. The proof follows by choosing the
traces

ta - (1, 12), o18o2) - (11, l2), 01o2)
and tp - ((l2,13),02Wo3) for the products P, and P, respec-
tively.

—If (I1,13) ¥ (I1,1%), the proof is symmetric to the previous
case.

To conclude, we must show that one can choose I s.t. there
isnolh, € Ny sit. (In,12) > (11, 1) and (I2, ls) ~> (15, Is) hold
simultaneously. Given the traces to - ((l1,l2),01Wo2) and tp -
((l2,13), 02Wo3), from the termination hypothesis, we have that
(l2,02) ~»* outz. We show that one can extend t, and ¢, by
induction on (l2,02) ~»* outg, in order to meet the condition
required. For the base case, we have lo = outs and then the
requirement holds trivially (outz is a sink.) For the inductive case,
consider l5 € N> and 02 € S sit. (la,0) ~ (l5,05) and
(b, ob) ~* outs. If both (I, 1)~ (I1,1%) and (la, Is) V> (1%, 1)
hold, the lemma follows by application of the inductive hypothesis
to the traces

ta - ((l1,12), 01W02) - (11, 1), o1Wo3)
and

ty - ((l2, 1), 02603) - (12, 13), 05 \8o3)
Otherwise, the lemma follows trivially.

We now prove that P is a left product w.r.t. ¢, o ¢p. Consider a
node (I1,13) € N and a P-trace of the form ¢ ((I1, l3), 01Wo3) s.t.
(I1,01) ~ o7 and (I3, 03) ~ o3. We must show that at least on of
the three conditions required for P to be a left product is satisfied.
Using the previous lemma, we can project the P-trace to a P,-
trace ending in ((l1,l2), 01Wo2) and a P, trace ending in doWos |

((I,13), 02Wos), and s.t. (11, 12) ¥ (11, 1) and (I, Is) Vs (15, I3)

do not hold simultaneously. We proceed by case analysis on the
definition of left product applied to these two traces. All cases
follow directly from the definitions of left products, minimality and
compatibility, except:

1. (ll,lg)b( /1’1/2), with <lz,0’> ~ llg and (lQ,lJ)b(lé,lé),
with <lg,0’3> ~ lé;

2. (I1,12) Vs (11, 15) and (I2, Is) = (15, 13).

In the first case, we have that (I1,13) = (I1,13) by definition of
P, o P,. Since (I3, 03) ~ I3, we conclude.

Proof from Section 4

Proof of Theorem 1. Let P;, P> be deterministic separable pro-
grams and let ¢, ¢ be assertions. Then E {p}P1 ~ P2{¢}, pro-
vided there exists a partial specification ¢ and a product program
PePixPys.t o= ®(ing,inz) and p = ®(outy, outz), and P is
®-left and correct w.r.t. .

Proof. P is left and correct w.r.t. ® implies P € P X, Ps.
Moreover, since P; is deterministic we have P € P1 ™, P2. Let 1
and t2 be runs of P; and P» with initial configurations (in1, o1) and
(in2, o2). Assume that 01Wo2 € [¢]. Then, from Proposition 5, we
have that there is a P-run ¢ s.t. w1 (t) = ¢1 and 7w2(t) = t2. Since
P is correct w.r.t. to ®, we have o1Woy € [¢], where (out1, of)
and (outs, 05) are the final configurations of ¢; and ¢».

Proof of Theorem 2. Let P, P> be separable programs and let
©, 1 be assertions. Assume that P; implies termination of P> w.r.t
©. Then {¢} P1 — P>{v} provided there exists a partial specifica-
tion ® s.t. ¢ = ®(in1,in2) and ¢ = ®(outy, outz), and a product
program P € P; x P that is ®-left and correct w.r.t. ®.

Proof. If P is ®-left and correct w.r.t. ® then P € P Xo P». Let
01,02,01,0% be s.t. c1Wos € [¢] and (in1,01) - t1 - (outs, o7)
be a Pi-run. From Proposition 6, there exists a P-run ¢t with
initial configuration ((l1,l2),01Wo2) s.t. m1(t) = ¢1. From
Lemma 2, m2(t) is a P-run with final configuration (outs,o5)
where ((outy,outs), o1Wos) is the final configuration of ¢. Since
P is correct w.r.t. ® we have o105 € [¢].
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