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A Racy Java Program

class Foo { static Object x; }

fork {

Foo.x = new Bar();

}

println(Foo.x.getClass());

Bart Jacobs Verifying TSO Programs



A Java Interpreter

struct class *c = /* Bar */;

struct object *o = allocate_object(c->size);

o->class = c;

// ...

struct object **field = /* &Foo.x */;

*field = o;

struct object **field = /* &Foo.x */;

struct object *v = *field;

struct class *vc = v->class;

printf("%s\n", vc->name);
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Programming Language

g ∈ G
Heaps = G → Z
δ ∈ ∆ = Heaps → Heaps

c ∈ Cmds ::= δ; c | c(g) | done | fail
prog ::= cobegin c || · · · || c coend
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Small-Step Semantics

Buffers = ∆∗

θ ∈ ThreadConfigs = Buffers × Cmds
γ ∈ Configs = Heaps × (ThreadConfigs →fin N)

 ⊆ Configs × Configs

Bart Jacobs Verifying TSO Programs



Small-Step Semantics

Enqueue

(h, (δ, δ; c) ]Θ) (h, (δ · δ, c) ]Θ)

Dequeue

(h, (δ · δ, c) ]Θ) (δ(h), (δ, c) ]Θ)

Read

(h, (δ, c(g)) ]Θ) (h, (δ, c(δ(h)(g))) ]Θ)
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Proof System

Assume A ⊆ ℘(Heap). Assume � a pre-order on A. α ranges over
A.

valid(α, δ; c) =
∃f .

(∀α′ � α. f (α′) � α′) ∧
(∀α′ � α, α′′ � α′. f (α′′) � f (α′)) ∧
(∀α′ � α, h ∈ α′. δ(h) ∈ f (α′)) ∧
valid(f (α), c)

valid(α, c(g)) =
∀v . ∃α′.

(∀α′′ � α, h ∈ α′′. h(g) = v ⇒ α′′ � α′) ∧
valid(α′, c(v))

valid(α,done) = True
valid(α, fail) = False
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Proof System, with Local Knowledge

Assume all L ⊆ Heaps preserved by updates of other threads.

valid(α, L, δ; c) =
∃f , L′.

(∀α′ � α. f (α′) � α′) ∧
(∀α′ � α, α′′ � α′. f (α′′) � f (α′)) ∧
(∀α′ � α, h ∈ α′ ∩ L. δ(h) ∈ f (α′) ∩ L′) ∧
valid(f (α), L′, c)

valid(α, L, c(g)) =
∀v . ∃α′.

(∀α′′ � α, h ∈ α′′ ∩ L. h(g) = v ⇒ α′′ � α′) ∧
valid(α′, L, c(v))

valid(α, L,done) = True
valid(α, L, fail) = False
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Soundness Theorem

Theorem (Soundness)

If h ∈ α ∩
⋂

i Li and ∀i . valid(h, Li , ci ), then

(h, (ε, c1) ] · · · ] (ε, cn)) 6 ∗ (h′, (δ, fail) ]Θ)
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Soundness Proof

valid tcfg(α, δ1 · · · · · δn, c) = valid(α, L, δ1; . . . ; δn; c)
valid cfg((h,Θ)) = ∃α. ∀θ ∈ Θ. ∃L. h ∈ α ∩ L ∧ valid tcfg(α, L, θ)

Lemma (Monotonicity)

If valid(α, L, c) and α′ � α then valid(α′, L, c).

Theorem (Preservation)

If valid cfg(γ) and γ  γ′ then valid cfg(γ′).
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Proof of Example Program

heap(O) = ∀∗o ∈ O. ∃c ,O0. o.class→ c ∗ class invc(o,O0) ∧ O0 ⊆ O
class invCell(o,O) = ∃v . o.contents 7→ v ∧ v ∈ O

A = {heap(O) | O ⊆ Addresses}
heap(O) � heap(O ′)⇔ O ⊆ O ′

c := alloc cell();
cobegin

c′ := alloc cell();
c.contents := c′

||
x := c.contents;
x := x.contents

coend
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Proof of Example Program

c := alloc cell();
{α0 = {c}}
cobegin

c′ := alloc cell();
noop f (α) = α ∪ {c′}
{α0 = {c, c′}}
c.contents := c′ f (α) = α
||
{α0 = {c}}
x := c.contents; α′0 = {c, x}
{α0 = {c, x}}
y := x.contents α′0 = {c, x, y}

coend
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