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grace-based synchronization

® grace periods the period of time during which a
thread t can access a shared node s without a fear
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grace-based synchronization

® grace periods the period of time during which a
thread t can access a shared node s without a fear
that s might get deallocated

= t access node s during its grace period for s

= t reclaim node s after the grace periods of all t’ for
S
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® vt,s. Gy since Rs = As
T = ~Gis |: =R since G
R | |=Re || =R || =R || =R |]|-R,
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temporal invariant

® grace invariant: Vt,s. grace periods

® Vts.tguards s since s was shared then s is allocated

® vt,s. Gy since Rs = As
1T = ~Gis = =R since G
Rl =R || =R | | =Rs | | =R¢ | | -R:
O 02 O3 O4 O5s Oe¢ o7 Os

tautology: (—Rs since 7Gys) = (Gys since Rs)



temporal invariant

® grace invariant: Vt,s. grace periods

® Vts.tguards s since s was shared then s is allocated
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tautology: (—Rs since 7Gys) = (Gys since Rs)



temporal invariant

® grace invariant: Vt,s. grace periods

® Vts.tguards s since s was shared then s is allocated

® vt,s. Gy since Rs = As
T = G = (G5 since Rs)
-R R R R R R
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temporal invariant

® grace invariant: Vt,s. grace periods

® Vts.tguards s since s was shared then s is allocated

® vt,s. Gy since Rs = As
As As As As As AS
11 — Gt,s Gt,s Ges Gt,s Gt,s Gt,s |: Gt,s since RS = AS
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temporal invariant

® grace invariant: Vt,s. grace periods

® Vts.tguards s since s was shared then s is allocated

® vt,s. Gy since Rs = As
AS AS AS AS As As
T = Ges || Gus || Ges | | Gis | | Gus | | Gus | = Gis since Rs = As
Rs (Gis since Rs)
(0N ) O3 O4 O5s O¢ O7 Os
T = Gs = Ges since Rs = As
Rl =R || =R || =R | | =Rs | | =R, |
—(Gys since Rs)

O

O2



grace-based synchronization

® grace invariant: Vt,s. grace periods
® Vts.tguards s since s was shared then s is allocated

® vt,s. Gy since Rs = As
= t access s: Ges since Rs

= t reclaims: WVt.7Rs since Gy



grace-based synchronization

® grace invariant: Vt,s. grace periods
® Vts.tguards s since s was shared then s is allocated

® vt,s. Gy since Rs = As
= t access s: Gis since Rs (= s is allocated)
= t reclaims: Vt.7Rs since =G;s (= s can be deallocated)

*tautology: (TRs since 71Gis) = —(Gys since Rs)



reclamation algorithms (paradigms)

® Hazard Pointers [Michael'02]
® RCU [McKenney Slingwine’98]
® Epoch [Fraser Haris’03]

® pattern of temporal synchronization invariant
® grace periods
® same idiom for invariant preservation

® (R since G5 ) = (Ges since Rs)



reclamation algorithms (paradigms)

® Hazard Pointers [Michael'02]
® RCU [McKenney Slingwine’98]
® Epoch [Fraser Haris’03]

® pattern of temporal synchronization invariant
® grace periods
® same idiom for invariant preservation

® (R since G5 ) = (Ges since Rs)



(simplified)

V

counter with hazard pointers

int *C;

int inc() {
int v, *s, *n:
n = new int;

do{
s = C;
v = *s:

*n = v + 1;

‘while (!CAS(&C,s,n)):

free(s);

return v;

}

int *C;
int *HP[TNUM] ;

int inc() {

}

int v, *sl, *s2,*n;
n = new int;

do{

do{
sl = C;
HP[tid] = s1;
s2 = C;

twhile(sl != s2);

v = *sl;

*n = v + 1;
while(!CAS(&C,s1,n));
HP[tid] = null;
reclaim(sl) ;
return v;



(simplified)

V

counter with hazard pointers

int *C;

int inc() {
int v, *s, *n:
n = new int;

do{
s = C;
v = *s:

*n = v + 1;

‘while (!CAS(&C,s,n)):

free(s) ;

return v;

}

int *C;
int *HP[TNUM] ;

int inc() {

}

int v, *sl, *s2,*n;
n = new int;

do{

do{
sl = C;
HP[tid] = s1;
s2 = C;

twhile(sl != s2);

v = *sl;

*n = v + 1;
while(!CAS(&C,s1,n));
HP[ti1d] = null;
reclaim(sl) ;
return v;



(simplified)

V

counter with hazard pointers
int *C: int *C;
int *HP[TNUM] ;
reclaim(s) { int 1nc() {
i = 0; int v, *sl,*s2,*n;
do{ n = new int;
do{ do{
skip do{
twhile(HP[i]== s); sl = C;
HP[tid] = s1;
i =1 + 1; s2 = C;
} while(sl !'= s2);
v = *s];
free(s) ; *n = v + 1;
} while(!CAS(&C,s1,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}



(simplified)

V

counter with hazard pointers
int *C; int *C;
int *HP[TNUM] ;
reclaim(s) { int 1nc() {
i = 0; int v, *sl,*s2,*n;
do{ n = new int;
do{ do{
sk1p [ guard s| Q{
twhile(HP[i]== s); sl = C;
HP[tid] = s1;
i =1 + 1; s2 = C;
} while(sl !'= s2);
v = *s];
free(s) ; *n = v + 1;
} while(!CAS(&C,s1,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}



(simplified)

V

counter with hazard pointers
int *C; L e
’ int *HP[TNUM] ;
reclaim(s) { int inc() {
i = @; int V,*Sl,*SZ,*n;
do{ n = new int;

do{

do{
skip guard s| Q{ Lo
sl = C;
HP[tid] = sl

twhile(HP[1]== s);

i=13+ 1: is s| shared? s2 = C: |
) (C=sl?) Ywhile(sl != s2);

v = *s];
free(s) ; *n = v + 1;
) twhile(!CAS(&C,sl1l,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}



(simplified)

.V °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

reclaim(s) { int 1nc() {
i = 0; 1nt vV, *¥sl,6*s2,*n;
do{ = new int;
do{
SK1p guard sl do{

twhile(HP[1]== s);

HP[t1d] = sl;
is s shared’ :

} ) [ (C=sl?) }wh116(51,'= 52);
= *Sl
| = v + 1
[ use s| ?whﬂe('CAS(&C sl,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}




(simplified)
OV °
counter with hazard pointers

int *C; int *C;
int *HP[TNUM] ;
reclaim(s) { int 1nc() {
1 = 0; int v,*sl,*s2,*n;
do{ n = new int;
do{ do{
sk1p [ guard s| Q{
twhile(HP[i]== s); sl = C;
HP[tid] = s1;
i=4d + 1: is s| shared? s2 = C:
} [ (C=sl?) g}whﬂe(sl 1= 52);
- v = *sl;
free(s): use s| :f:=’*n = v + 1;
} _ while(!CAS(&C,s1,n));
- HP[tid] = null;
f: reclaim(sl) ;
unguard sl return v:
N~ )




(simplified)
OV °
counter with hazard pointers

int *C; L e
’ int *HP[TNUM] ;

reclaim(s) { int inc() {

i=0: assuming C # s int v,*sl,*s2, *n;
do{ n = new int;

do{ V do{

skip | guard s| doq{
twhile(HP[i]== s); sl = C;
HP[tid] = s1,;
i= i+ 1 is s| shared? s2 = C:
\ (C=sl?) twhile(sl != s2);
- v = *sl1;

free(s) ; use s| *n = v + 1;
} _ while(!CAS(&C,s1,n));
- HP[tid] = null;
f: reclaim(sl) ;
unguard sl return v:
N )




(simplified)
OV °
counter with hazard pointers

int *C;
int *HP[TNUM] ;

int *C;

reclaim(s) {
i=0: assuming C # s
do{

do{
SKip

twhile(HP[1]== s);

9 = 5 oa gl ti does not
\ ’ guard s

free(s) ;

;

int 1nc() {

[ guard sl

-

is s| shared?

(C=s1?)

-
use sl
\_
-
unguard sl
\_

N

NN

int v, *sl, *s2,*n;
n = new int;
do{

do{

sl = C;
HP[tid] = s1;
s2 = C;
twhile(sl != s2);
v = *sl;

*n = v + 1;
while(!CAS(&C,s1,n));
HP[tid] = null;
reclaim(sl) ;
return v;



partial ownership

® proof hinges on C +# s during retire(s)

® ensured by ownership annotations
® the thread which removes s can
e C=s
® free (s)

® other threads can only access s



(simplified)

.V °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int inc() {
i = @; int V,*Sl,*SZ,*n;
do{ n = new int;
do{ do{
skip doy{
twhile(HP[i]== s); sl = C;
HP[tid] = s1;
i =1+ 1; 52 = L
\ twhile(sl != s2);
v = *s];
free(s) ; *n = v + 1;
) while(!CAS(&C,s1,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}



(simplified)

.V °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int inc() {
i = @; int V,*Sl,*SZ,*n;
do{ [ HP[tid]=s| n = new int;
do{ - do{
skip do{
‘while(HP[i1]== s); sl = C;
HP[tid] = s1;
i =1+ 1; 52 = L
\ twhile(sl != s2);
v = *s];
free(s) ; *n = v + 1;
) while(!CAS(&C,s1,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}



(simplified)
OV °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int inc() {
i = @; int V,*Sl,*SZ,*n;
do{ [ HP[tid]=s| n = new int;
do{ - do{
Skip D N\ 00
\while(HP[i]== s); : HP[tid]=s| : sl = C;
: /\C=52'_'~: ~~~~~ HP[tid] = s1;
1 = i + 1, TTTTTTTmTTTmTTeeet .."::===.SZ — C,
\ twhile(sl != s2);
v = *sl;
free(s) ; *n = v + 1;
) while(!CAS(&C,s1,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}



(simplified)
OV °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int inc() {
i=0: e N\ int V,*Sl,*SZ,*n;
do{ HP[tid]=s| n = new int;
do{ \ - do{
skip a0 R do{
Y\while(HP[i]== s): HP[tld].=s|C 2\51 = C;
since L=s HP[tid] = s1;
\
i =1 + 1; /\SZ = C;
) }while(sl !'= s2);
v = *sl;
free(s) ; *n = v + 1;
) twhile(!CAS(&C,sl1,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}



(simplified)
OV °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int 1nc() {
i = 0; e N int v, *sl,*s2,*n;
do{ HP[tid]=s| n = new int;
do{ \_ - do{
skip do{
\while(HP[i]== s); /HP[tid].=s|C ;\sl = C;
since L=s HP[tid] = s1;
i=19+1 > . /::::§§~SZ = C;
} HP[tid]=s| twhile(sl = s2);
S since C=sl v = *s1:
free(s) ; *n = v + 1;
} while(!CAS(&C,s1,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}



(simplified)
OV °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int inc() {
i =0 - N int v,*sl,*s2, *n;
do{ HP[tid]=s| n = new int;
do{ \ - dof
skip a0 R do{
\while(HP[i]== s); HP[tld].=s|C , sl = C;
since C=s HP[tid] = s1:
\
i =1+ 1 A j::::§§~52 = C;
) HP[tid]=s| ‘while(sl != s2);
since C=s| v = *s1:

| is allocated T ey
thabmapery }while (!CAS(&C,s1,n));
(memory safety) ) HP[tid] = null;

reclaim(sl) ;
return v;

}
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(simplified)
OV °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int 1nc() {
i = 0; e N int v, *sl,*s2,*n;
do{ HP[tid]=s| n = new int;
do{ \_ - do{
skip do{
\while(HP[i]== s); /HP[tid].=s|C ; sl = C;
Since .=s HP[tid] = s1;
i =1+ 1 > . /::::§§~SZ = C;
} HP[tid]=s| twhile(sl = s2);
S since C=sl v = *s1:
free(s) ; s *n = v + 1;
) slisallocated [ 4\ hi16(1CAS(&C,51,n))

(memory safety) ) /WP [tid] = null;

s| is allocated reclaim(sl);
since C=s return v;

_ (noABA) ) J

:




(simplified)

.V °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int inc() {
i = @; int V,*Sl,*SZ,*n;
do{ n = new int;
do{ do{
skip doy{
twhile(HP[i]== s); sl = C;
HP[tid] = s1;
i =1+ 1; 52 = L
\ twhile(sl != s2);
v = *s];
free(s) ; *n = v + 1;
) while(!CAS(&C,s1,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}



(simplified)

.V °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int 1nc() {

1 = 0; int v, *sl, *s2,6*n;
do{ C+s :) n = new int,;

do{ do{

skip doy{
‘while(HP[i1]== s); sl = C;
HP[tid] = s1;
i =1+ 1; 52 = L
\ twhile(sl != s2);
v = *sl;
free(s) ; *n = v + 1;
) while(!CAS(&C,s1,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}



(simplified)

.V °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int 1nc() {

1 = 0; int v, *sl, *s2,6*n;
do{ C+s :) n = new int,;

do{ do{

skip do{
twhile(HP[i]== s); sl = C;
HP[tid] = s1;
i=1q + 1: vt<i.C+#s since s2 = C;
\ ‘Q:T: HPR]#é] while(sl !'= s2);
v = *sl;
free(s) ; *n = v + 1;
) while(!CAS(&C,s1,n));

HP[tid] = null;
reclaim(sl) ;
return v;

}



(simplified)

.V °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int 1nc() {

i = 0; int v, *sl,*s2,*n;
do{ C+s :) n = new int,;

do{ do{

skip do{
twhile(HP[i]== s); sl = C;
HP[tid] = s1;
i=1q + 1: vt<i.C+#s since s2 = C;
\ ‘Q:T: HPR]#é] while(sl !'= s2);
v = *sl;

free(s) ; : *n = v + 1;
) Vt'cqbss'”:{ep ) ‘while (1CAS(&C.s1.n));
[c] #s HP[tid] = null:

reclaim(sl) ;
return v;

}




(simplified)
OV °
counter with hazard pointers

int *C: int *C;
’ int *HP[TNUM] ;

[ vt,s. (HP[t]=s since C=s)=>allocated(s) )

reclaim(s) { int 1nc() {

1 = 0; int v, *sl, *s2,6*n;
do{ C+s :) n = new int,;

do{ do{

skip do{
twhile(HP[i]== s); sl = C;
HP[tid] = s1;
i =i+ 1; vt<i.C#s since s2 = C;
} ‘Q:T: HPﬁ]#é] while(sl !'= s2);
v = *sl;
free(s); Yth%since A no=v o+ 1L
} ' HP[E] %5 Ywhile(!CAS(&C,s1,n));
HP[tid] = null;
\—/—\ : .
vt.(C+#s since HP[t]#s)=-(HP[t]=s since C=s) :::(,ébi:]m\(/?l) ’
(Invariant is preserved) }

J




grace-based synchronization

® grace invariant: Vt,s. grace periods
® Vts.tguards s since s was shared then s is allocated
® vt,s. Gy since Rs = As

= t,; reclaim s:
= t access s:

. vt. 7R since -G
Gis since R : oS

HP[t]=s since C=s vt. C+#s since HP[t]#s

*tautology: (7Rs since G5 ) = (Gys since Rs)



temporal separation logic

R,GI H{P} C {Q}
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temporal separation logic

R,GI H{P} C {Q}
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temporal separation logic

R,GI H{P} C {Q}
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o= (
w = (
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| = {85, ..} € 5

R.,G. = {(E,H) ,.

temporal logic, separation
Iogic, rely/guarantee, local

actions, sta b'I'ty te mp ral
, spatial r
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partlt ||||| ing, permi SSSSSSS
temporal invariant
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proof (retire)

{VIkprm % Fria AN|H * Jy.C— y x y — _* true|A[p — _* truel}
void retire(intx* p) {

{VIFprsm -*3JA. detached — Ax D(A) A[H * Jy.C — y * y — _x true| A|p —c _* truel}
insert (detached ,p);

{V IF 3A.detached — A% D(A) A|H * Jy.C — y *x y — _* true[}

if (nondet ())

{V Ik Ftia A|H % Jy.C— y x y — _x truel}

return;

Set used;
{V Ik 3A.detached — A * D(A) Aused = O A\ |H * Jy.C — y % y — _x true[}
while (!isEmpty(detached)) {

3

{V I JA.detached — A x D(A) * D(used) N A# O AN|H xJy.C s y*y > _x*truel}

bool my = true;
Node *n = pop(detached);

{V Ik my A 3A.detached — A * D(A) * D(used) *x n +—m _*|n —c _*true|*|H * Jy.y Zn AC — y*y — _* true|}
for (int i = 0; i < N && my; i++) {
{VIFmy A0 <i<NA3JA. detached — A x D(A) x D(used) % n —>m _*[n e _* true|
[H*3y.y ZnACr— y*xy > _*truef] AV0 < j <i.[By.y Zn ACr> y«y — _x* true| since [HP[i] # n * true[}
if ((HP[i] == n)q)
my = false;
{VIF0<i<NAIJA detached — A x D(A) x D(used) * n —>m _*[n —e _* true|*

[H*3y.y ZnAC— yxy— _xtrue] A (my = V0 < j < i.[Fy.y ZnACr> yxy — _xtrue|since [HP[j] # n  true|)}

}
{V I JA. detached — A * D(A) x D(used) * n > _*|n e _* true| A

[H+Jy.C yxy— _xtrue|] A (my = V0 < j <N.[Fy.y Zn ACrr yxy — _xtrue|since [HP[j] # n  true|)}
if (my) {

(5 )Takes

{V IF 3A.detached — A x D(A) * D(used) *xn +— _*|H x Jy.C — y * y — _x true[}

free(n);
} else {
insert (used, n);

}
{V I JA.detached — A x D(A) x D(used) A|H * 3y.C — y * y — _x* true|}

{V I detached +— 0 x D(used) A |H * Jy.C — y x y — _* truel}
moveAll (detached, used);
{V Ik Ftia A|H % Jy.C — y * y — _* truel}




summary

® Hazard Pointers [Michael’02]

® non-blocking reclaim, single reading of hazard array, dynamic allocation of hazard
pointers, non-blocking stack, reuse of next-pointer

® RCU [McKenney Slingwine’98]

® first formalization

® Epoch [Fraser Haris’03]

* invariant: Vvt,s. G:s since Rs = As

* tautology: (—Rs since 71G;s) = —1(Gys since Rs)



related work

separation logic [Reynolds, LICS'02] [O’Hearn® POPLOI]
CSL [O’Hearn, TCS'07]

Stack + HP in CSL [Parkinson™, POPL07]

reductions [Elmas™, POPL09]

R/G Separation Logic [Vefiadis, PhD.08]

temporal separation logic [Fu™, CONCUR’10]

interval temporal logic [Tofan™, ICTAC’| |]



future work

® Pass the Buck [Herlihy™, DISC’02]

® weak memory



conclusions

® since operator as abstraction of histories
® natural specification

® complicates logic

® programming patterns = proof patterns

® simplify proofs using specialized rules



thank you!



“weirdnesses’”’

int *C;

reclaim(s) { <:(: J
i=0: C+#s
do{

do{
SKip
twhile(HP[1]== s);

9 = 5 oa gl ti does not
\ ’ guard s

free(s) ;

;

int *C;
int *HP[TNUM] ;

int 1nc() {

[ guard s/

.

is s| shared?

(C=s1?)

~

/

use sl

-
[

unguard sl

N

—

int v, *sl, *s2,*n;
n = new int;
do{

do{

sl = C;
HP[tid] = s1;
s2 = C;
twhile(sl != s2);
v = *sl;

*n = v + 1;
while(!CAS(&C,s1,n));
HP[tid] = null;
reclaim(sl) ;
return v;



“weirdnesses’’

int *C; L e
’ int *HP[TNUM] ;

reclaim(s) { int inc() {
i=0: C#s int v,*sl,*s2, *n;
do{ n = new int;

do{ do{ s| might get
skip guard s| do{ deallocated
while(HP[i]== s); sl = C;
HP[tid] = s1;

i = i + 1;ﬁ ti does not j is s| shared? s2 = C:
) guard + (C=s1?) Jwhile(sl != s2);

/
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int *C: int *C;
’ int *HP[TNUM] ;
reclaim(s) { int inc() {
i=0; C#s int v,*sl,*s2, *n;
do{ n = new int;
do{ do{ s| might get
skip guard s| do{ deallocated
twhile(HP[i]== s); sl = C;
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i = i + 1;ﬁ ti does not j is s| shared? s2 = C:
) guard o (C=s1?) Jwhile(sl != s2);
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HP[tid] = null;

reclaim(sl) ;
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int *C: int *C;
’ int *HP[TNUM] ;
reclaim(s) { int inc() {
i=0; C#s int v,*sl,*s2, *n;
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do{ do{ s| might get
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