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= Verification problem: ( Init, P, Bad )
" Jnit C X
= TR = TRof(P) C XX
" Bad € X

" Can Preach Bad starting from Init?

" Yes (P is not safe)
= No (P is safe)



» [ € Y is an inductive invariant if:
" Jnit € F
*» TR(F) CF
» FNBad =@

m P is safe & inductive invariant h




Property Directed Reachability (PDR)

= |C3 [Bradley, VMCAI'11]
" PDR [Een, Mishchenko & Brayton, FMCAD’11]

= |C3/PDR algorithm

® Infers inductive invariants
= SAT-based
" |[terative



Property Directed Reachability (PDR)

" [Bradley, VMCAI'11]
" [Een, Mishchenko & Brayton, FMCAD’11]

" “Dynamic” abstraction
= Over-approximates bounded executions
= Abstraction refined as bound grows
"= No spurious cex s.t. |cex| < bound

= Qutput
= |[nductive invariant
" cex



PDR-based Algorithms

= [Bradley, VMCAI'11]

" [Een, Mishchenko & Brayton, FMCAD’11]

» [Cimatti & Griggio, CAV'12]

" [Hoder & Bjorner, SAT'12]

" [Bjorner & Gurfinkel, VMCAI'15]

= [Karbyshev, Bjorner, Itzhaky, R & Shoham, CAV'15]

= Successfully applied to software & hardware
= Varied algorithmic details



" Extract essence of PDR
» Hide algorithmic details
= Show commonality
" A unified proof of soundness



" Abstract Interpretation (Al) (A a, V, C)
» Hide algorithmic details

= Analysis = abstract semantics

= OQver-approximate concrete
semantics

* Sound by construction

=" OQur approach: formulate PDR using Al



. [Pﬂg(g): Non-standard operational semantics

= Can compute any inductive invariant
= and any counterexample

" PDR algorithms interpret P using [[P]]g(m



= PDR
" [[P]]gBo(n)

* PDR as Al using [[P]]g({z)

*No SAT in this presentation



"¢ = (Fo, ..., Fy)

Frames




" =(F,, .., Fy)
* F;NBad = @
" F, = Init, F; € F,,,
» TR(F)) € F;q (i+1<N)




" =(F,, .., Fy)
*F,NBad =0
" F, = Init, F; € F,,,
» TR(F)) € F;q (i+1<N)

" Q=] ]




" =(F,, .., Fy)
*F,NBad =0
" F, = Init, F; € F,,,
» TR(F)) € F;q (i+1<N)

" Q= (6,3) ]




" =(F,, .., Fy)
*F,NBad =0
" F, = Init, F; € F,,,
» TR(F)) € F;q (i+1<N)

" Q= (6,3) ]




" =(F,, .., Fy)
*F,NBad =0
" F, = Init, F; € F,,,
» TR(F)) € F;q (i+1<N)

" Q= (6,3) ]

U
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" =(F,, .., Fy)
*» F,NBad = 0 S = Gen(F,_,,0):
« F, = Init, F, C F;, . > Ninit =0~
= TR(F;) € F;,4, (i+1<N) >N TR(FL) =0

" Q= (6,3) ]




" =(F,, .., Fy)
*» F,NBad = 0 S = Gen(F,_,,0):
« F, = Init, F, C F;, . > Ninit =0~
= TR(F;) € F;,4, (i+1<N) >N TR(FL) =0

" Q= (6,3) ]




" =(F,, .., Fy)
*» F,NBad = 0 S = Gen(F,_,,0):
« F, = Init, F, C F;, . > Ninit =0~
= TR(F;) € F;,4, (i+1<N) >N TR(FL) =0

" Q= (6,3) ]




" =(F,, .., Fy)
*F,NBad =0
" F, = Init, F; € F,,,
» TR(F)) € F;q (i+1<N)

=Q = (") (3 ]




" = (F,, ..., Fy)
*F,NBad =0
« F, = Init, F; € F,,,
* TR(F,) € F,,, (i+1<N)

u Q =[ (OJH’I]-) (0-”’12) (0-13) ]




. (p — (Fo, ...,FN>
u Fi N Bad = @
- FO — Init, Fi - Fi+1
" TR(F}) € Fiyq

" Q=] ]




" = (Fg, ..., Fy)
'FiﬂBad=Q)

inductive
" oy = Init, F; € F;4 invariant
" TR(F;) € Fiq
[ | Q :[




. (p — (Fo, ""FN>
u Fi N Bad = @
- FO — Init, Fi - Fi+1
" TR(F}) € Fiyq

" Q=] ]




" =(F,, .., Fy)
*F,NBad =0
" F, = Init, F; € F,,,
» TR(F)) € F;q (i+1<N)

IQ[



PDR Operations

v'Unfolding

v’ Queue initialization

v'Backward step

v'Blocking

v'Generalization

v Termination: Counterexample / Invariant
" Obligation lifting

" Inductive generalization

" Forward propagation

" Pushing obligation forward




PDR & Abstract Interpretation

= Al & PDR compute inductive invariants

= Al: Systematic
" PDR: Specialized

" How can we formulate PDR using Al?

= Abstractions
=" Transformers



= \What concrete semantics does PDR abstract?

=Q =[ (6" 1) (0”,2) (g,3) ]




= \What concrete semantics does PDR abstracts?

IQ:[ ]




= Verification problem: ( Init, P, Bad)

" [Pl = evil traces € 2*

~ TR™1
Ty €E Bad A\Vi.m; —> ;4

={7TEZ*



Collecting (Backward) Trace Semantics

= Verification problem: ( Init, P, Bad)

" [Pl = evil traces € 2*

~ TR™!
Ty €E Bad A\Vi.m; —> ;4

={n€2*

T = 09010720304




Collecting (Backward) Trace Semantics

= Verification problem: ( Init, P, Bad)

" [Pl = evil traces € 2*

~ TR™!
Ty €E Bad A\Vi.m; —> ;4

={n€2*

T = 09010720304




= Verification problem: ( Init, P, Bad)

. TRS%(Z*) C p(Z)XpEY

TR
Og — 0>

-<
oo



What would PDR do?



W = \\ //

W= WoW1WorW3wW, € Q) =P(Z)*



"W = w0w1w2w3w4 = Q — ?(Z)*

Anti-Frames

ol

] | u _
Trace grows this way




= Cartesian abstraction allows to capture only

states occurring in evil traces
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3. Bound-Sensitive Abstraction

= PDR refines the abstraction as the bound
grows

" The semantics maintain a set of cartesian
traces

* [PI5a)€ £(Q)















= TR € QA x 0

TR$®™
"D — W

01 -

Y NInit =@




= TR € QA x 0

TRGen

01

O
%,

O

Y NInit =0
S' 2 TR™Y(Y)




= TR € QA x 0

TR$®™
"D — W

01 -

O
03
O
Y N Init = ¢
S' 2 TR (V)




Small step collecting property-guided
cartesian trace semantics

* [P]5c)E £(Q)

*O0={w=Bad®..0 E\Init) | 2 <|w|}

Z\ Bad 7\ Bad 3\ Bad
Init Init Init

- { Init ) Init ) | Init ) °°°

B Gen(B) *
TRQUTRg

.[[P]]g(ﬂ):{(l)lla)e:(\l/\a) Cl),}



" P is safe iff H . - ¢ [[p]]g(m

Qnit




» P is safe iff - - ¢ [[p]]g(m

Qnit

= F'is inductive
invariant iff




PDR as Abstract Interpretation
" PDR as interpretation using € [[P]]g(m

B B B
TRowy TRowy TRy TRow TRLo)

0— — — — —0
compatibility compatibility
PDR Operation
PDR "PDR
config config’

Stuttering Simulation



» An intermediate forward sequence (F, .., Fy)
is proof-compatible with w € () if

" lw| =N+1
*Vi.F; =X\ w(N—1i)




= An obligation (o, 1) is cex-compatible with
w € Qif
" |lw|=i+1
g€ w(lw|—1—1)

Jo| (0,3) ]




» A PDR configuration (N, (F,,.., Fy),q) is
compatible with O € Q if
» Jw € 0 s.t(F,,.., Fy) is proof compatible with w
» V(o,i) € g, 3 a cex-compatible w € O



PDR Algorithms interpret the program using [[P]]g(ﬂ)
= Stop at

=" Counterexample

" Inductive invariant



" PDR algorithms can be explained as abstract
interpretation using a non standard semantics

= 2 key operations

* New proof technique for soundness of future
PDR algorithms









