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1. From MPC to garbled circuit

a) Introduction

b) Multi Party Computation

c) Garbled circuit
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1. From MPC to garbled circuit

a) Multi Party Computation

Millionaires Problem :

Millionaire
    
    Alice

Millionaire
     
     Bob

wealth A

Who is the richer ?

wealth B

secret secret

A < B ?
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1. From MPC to garbled circuit

a) Multi Party Computation

secret input

Party 2
secret input

Party 3

secret input

Party 1
secret input

Party 4
secret f

secret output
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1. From MPC to garbled circuit

b) Secure Function Evaluation

secret input

Party 1

Evaluator

secret function

Party 2

secret output

Party 3
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1. From MPC to garbled circuit

c) Garbled circuit

Evaluating a function on a particular input :

x

f

Eval y
Compute f(x)
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1. From MPC to garbled circuit

c) Garbled circuit

x

f

y

Garble

X

Y

Encrypt

Decrypt

Ki

Ko

EvalG

g

Plaintext :

Ciphertext :

Key :

x

f

Eval y
Compute f(x)
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1. From MPC to garbled circuit

c) Garbled circuit

XOR OR OR AND

AND XOR

AND OR
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1. From MPC to garbled circuit

c) Garbled circuit

XOR OR OR AND

AND XOR

AND OR
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2. Garbled circuit, definition and security

a) Dkc

b) Garbled circuit

c) Security notion
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2. Garbled circuit, definition and security

a) Dkc

K1 K2

T

M C

K1 K2

C M

E

D

E   (M)T

K1 K2
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2. Garbled circuit, definition and security

b) Garbled circuit

1

2

3

1

2

3

falsetrue
A B

C D

M NE   (M)B,C E   (N)B,D

E   (N)A,C E   (M)A,D

11010....0101  1

10101....0111  0

rand lsb{
XOR

00 01

10 11

For each wire we make two tokens one for false, one for true

The input tokens of a gate are used to encrypt the output token via DKC

The only way of knowing a token is to decrypt the output token of the
corresponding gate which is possible only if you have the corresponing input

If you are given the tokens for an input you will be able to compute the circuit on
this input

·

·

·

·
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2. Garbled circuit, definition and security

c) Security notion

PrvInd :

AdvPrvInd f0, f1, x0, x1

c <- {0, 1}

(F, e, d) <- garble(fc)

y <- enc(e, xc)
g, y, d

e

e == c ?

- f0(x0)=f1(x1)

- f0 and f1 has the
same topology
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2. Garbled circuit, definition and security

c) Security notion

DKC :

DKC

Use a random token
instead of M

Use the correct M

challe
nge = 0

challenge = 1

K1 K2

T

M CE
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3. Proof

a) Reduction

b) Hybrid argument

c) Conclusion
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3. Proof

a) Reduction

Dkc

e

Adv
PrvInd

f0, f1, x0, x1

g, y, d

e

c <- {0, 1}

Compute
(g, e, d)

from
(fc, xc)

y <- enc(e, xc)

b <- {0, 1}
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3. Proof

b) Hybrid argument

XOR OR OR AND

AND XOR

AND OR

Use DKC Oracle

Use Random key

Normal garbling

i wire
If i = 0 and DKC is normal then
  we have a normal garbling

if i = last wire and DKC is random then
  we have a fake garbling

there is a relation between wire i and 
wire i + 1

18/21



3. Proof

c) Conclusion
What is done :

What remains to be done :

The formalization, of games and reduction

The high level proof, that compute the probability

2 main equivalence proofs are almost done out of 3

·

·

·

Finish the equivalence proof and do the last one (need eager)

Some side conditions still have to be proved (e.g. losslessness of the reduction)

Interaction with SFE and oblivious transfer

·

·

·
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3. Proof

c) Conclusion
New easycrypt features useful for garbled circuit proof :

Mean, Sum and Interval

Abstract definition for security

Hybrid argument

Working with high order object : function

·

·

·

·
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3. Proof

c) Conclusion
What's next ?

Reuse definition and lemma in a higher level proof

Transform easycrypt implementation into a concrete implementation that will be
proved secure

·

·
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