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Abstract

Declassification is a vital ingredient for practical use of
secure systems. Strong noninterference as a security pol-
icy does not account for declassification but is attractive
as a baseline security policy because it provides an end-to-
end account of security. Several recent efforts to formulate
an end-to-end policy for declassification seem inconclusive
and have focused on apparently different aspects, e.g., what
values are involved, where in the code declassification oc-
curs, when declassification happens and who (which princi-
pal) releases information. We argue that key security goals
addressed by the proposed notions can be expressed using
assertions with predicates and auxiliary state such as event
history. The development is carried out in a modest exten-
sion of a recently developed Hoare-like logic for noninter-
ference that provides for local reasoning about the heap.

1 Introduction

This paper is concerned with the specification and en-
forcement of secure information flow policies for impera-
tive and sequential object-oriented programs. In its sim-
plest form, a confidentiality policy labels certain variables
as being secret, with the interpretation that the final value of
a non-secret variable is not influenced by the initial values
of any secrets. This has a precise semantic interpretation
via non-interference: a program satisfies the policy if ev-
ery pair of computations, from a pair of initial states differ-
ing only in secrets, leads to final states with identical non-
secrets. Noninterference generalizes to a lattice of security
levels and dualizes to integrity, i.e., that trusted outputs are
not influenced by untrusted inputs. Such a policy is use-
ful to the extent that the labeling is consistent with the ac-
tual deployment of the program—i.e., attackers are indeed
prevented from directly reading secret variables. The prop-
erty is not directly observable—it involves two runs of the
program—but can potentially be enforced by using static
analyses proved to ensure noninterference. Such enforce-
ment is useful to the extent that a program is only executed
if it is accepted by the analysis, e.g., an attacker may offer a
Java applet but a user may insist on bytecode verification.

Enforcement by program analysis is useful for prevent-
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ing Trojan horses and bugs; it does not address covert chan-
nels such as power consumption, which may or may not be
a threat, depending on the system context. A more ubig-
uitous shortcoming is that, in practice, security policies are
more subtle than noninterference owing to the need for de-
classification of secrets.

This paper argues for the use of program logic to spec-
ify security policies involving declassification as well as to
verify compliance. The technical treatment is tailored to se-
quential programs in a language like Java but it should be
evident that the ideas are pertinent to concurrent programs
and other programming languages.

A number of works provide techniques for enforcement
of noninterference for imperative and object-oriented pro-
grams. One approach treats security labels as non-standard
types [33, 22, 28, 2, 24, 3, 5, 25]. By typing variable & as
secret and [ as low security, an evident rule disallows direct
assignment of [ : = h and additional constraints prevent im-
plicit flows as in if A then [:= true. Typechecking can
be adapted to allow different level assignments at different
points in the code but the flow-insensitivity which makes
checking so fast also makes it reject many secure programs.

An alternative enforcement approach is to formulate se-
curity as a verification problem and use program logic [11,
9, 10]. Noninterference can be described by viewing one of
the paired computations as acting on a renamed copy, say
R’ ', of the variables. For the two variables h, [, the equa-
tion [ = I’ can be used as precondition and postcondition
over state space h, h’,l, 1’ to express the noninterference
property as a pre-post specification {I = I'} _ {I = I’} in-
terpreted with respect to two runs. This idea can be realized
in terms of a “relational Hoare logic” [6, 34, 1] or by embed-
ding in standard program logic by composing the program
with a renamed copy of itself [4, 32, 13]. (The latter tech-
nique was developed for reasoning about data abstraction
in the 1970’s [12, 26, 21, 16] and recently extended to heap
structure [23].) In this paper we build on the work of Amtoft
et al. [1] which addresses the key challenge for reasoning
about object oriented programs—mutable data structure in
the heap. Their logic appears much like conventional Hoare
logic, but a triple {¢©}S{¢} is interpreted with respect to
state pairs and two executions of S. Assertions can include
independences of the form [x which basically means [ = [’
Independences can also involve region expressions which



abstract the heap.

A number of proposals have been made to extend en-
forcement techniques, especially type-based ones, to en-
compass declassification. Unfortunately, no compelling
semantic property has emerged to provide an end-to-end
meaning for policies with declassification. Extant proposals
seem fragmented and offer complicated analyses for limited
and sometimes obscure properties [30]. Several proposals
which address the more difficult forms of declassification
boil down to a “resetting” semantics in which an intran-
sitive noninterference condition connects the initial state
to the point where a declassification takes place, and then
again imposes noninterference between that point and the
final state (or next declassification). Some proposals offer
policies that say declassification happens only under certain
conditions or under the control of certain agents. Yet, for
lack of cogent semantics of declassification, the very well
executed attempt by Sabelfeld and Sands [30] to make sense
of the literature is only partly able to ground its informal
principles in precise terms.

In this paper we borrow intuitions from existing propos-
als but formalize them as pre-post specifications in a rela-
tional Hoare logic. Without aiming to be exhaustive, we sur-
vey declassification examples from the recent literature and
argue for decomposing the program, rather than the com-
putations, and for specifying the components using inde-
pendences together with state predicates. The approach ad-
dresses several dimensions of declassification [30] includ-
ing what information is released, where in the code it can
occur, when can it occur and under whose authority.

We extend the logic of Amtoft et al. [1] with richer as-
sertions involving both state predicates and independences.
We also revise the assertion language and proof rules, in
particular making region disjointness and containment ex-
plicit in the assertion language, so that specifications are
more transparent. (The presentation in [1] is tailored to
serve as the specification of a flow-sensitive static analysis,
rather than for direct use as a proof system.) We envision
several applications of the logic. One is for proving secu-
rity of programs; to this end it is attractive that the logic
provides heap-local reasoning and a frame rule similar to
that in Separation Logic [27], though using region predi-
cates rather than separating conjunction. Another kind of
application would be as basis for more specialized analyses:
a type system could be proved sound by translating typing
derivations to proofs in the logic, or the soundness could be
embodied on a per-program basis for use in proof-carrying
code.

Many of the recent proposals embed the security speci-
fication as part of the program, e.g., via a special declassi-
fication construct. In our approach, policy is expressed by
pre-post specifications; for policies tied to specific program
points, the tie is made by attaching specifications to des-

ignated subprograms. Triples in Hoare logic are intended
to compose into proofs of complete programs; by contrast,
our specifications for policy indicate an exemption from the
baseline security policy (but can also impose ordinary 1-
state preconditions under which the exempt code is allowed
to execute).

This approach encompasses a wide range of policies in
straightforward way and with clear semantics. Perhaps the
main contribution is to do so while avoiding a number of
anomalies found in previous proposals [30]. Whereas a
number of works on declassification only pertain to a sim-
ple model of state, our logic encompasses the heap, which is
relevant both as an information channel and as site of con-
ditions on which declassification policy may depend.

Outline. Section 2 considers a range of declassification
scenarios and describes how pre-post specifications can be
deployed to express policies. The following sections for-
malize the logic and soundness. Section 7 puts our work in
perspective.

2 Examples

Password checking. Here there are two principals, User
and System with the latter password protected. Access is
granted if User’s keyboard entry matches the password and
denied otherwise. In either case, the result of comparison
of the guess and password is revealed. Password check-
ing must guarantee absence of laundering: no other infor-
mation held secret by System can be divulged. There are
two policies of interest. The first is absence of laundering
before declassification. Using secret, pwd and guess as
variables with the obvious meanings, and with the intention
that secret must not be laundered, the pre-post specification
{guessx Apwdx} _ {guessx Apwdx} applies to the code
that obtains the user’s guess. It says that for any two runs, if
the initial values of guess and pwd are identical then their
final values are also identical. This is exactly the noninter-
ference property associated with the labeling secret : High,
pwd : Low, and guess : Low, as explained in Section 1.

The following code snippet, due to Chong and Myers [8]
satisfies the specification:

secret : = ‘AOwv’; pwd : = ‘w0 Y 7Xa'; guess : = getInput();

whereas guess : = secret does not.

The second policy pertains to the code that checks guess
and reveals the result, which should reveal the value of the
comparison but nothing more. For any two runs, if the value
of guess = pwd is the same initially resultx should hold
finally. This policy is expressed by

{(guess = pwd)x} _ {resultx}

The code result:= (guess = pwd) satisfies the above
specification. On the other hand, result:= secret does



not. The code result : = secret; result : = (guess = pwd),
which would be rejected by most type systems, can also be
proved to meet the specification.

In the terminology of [30], the partial release of
(gquess = pwd) but not pwd is a “what” policy. We
are also expressing a policy about “where” in the code a
release is permitted, by expressing our policy for the se-
gential code get WithoutLaunder; compare AndRelease as
two specifications, {¢1} getWithoutLaunder {p2} and
{¢3} compareAndRelease {4}, that do not compose (i.e.,
our 9 does not imply 3).

The individual triples have a conventional, extensional
meaning, and our proof system resembles Hoare logic. But
this use of two triples to specify an intransitive noninterfer-
ence policy should not be confused with ordinary interme-
diate assertions to express proof outlines.

Electronic Wallet. Consider the following, due to
Sabelfeld and Myers [29], where £ is the only secret.

if h>kthenh:=h—Fk;l:=1+4 k else skip;

The declassification policy is again partial release: it is ok
toreveal h > k, but nothing more about ~ must be revealed.
Our specification is

() {(h > k)x ANlx ANkx} _{Ix ANkx}

For the code above, this is easy to verify: k is not modified,
so since kx holds before, it holds after; and [x is estab-
lished because it holds in the precondition along with k.

Sabelfeld and Myers [29] propose explicit declassify ex-
pressions in code to serve as “escape hatches”, marking the
expressions whose (initial) values are to be released. For
example, the code above would contain declassify(h > k).

Consider now a variation of the code, also due to
Sabelfeld and Myers, where the secret variable h is an n-
bit integer. Assume 7 is public as are [ and k.

l:=0;

while n > 0 do
k=271
if h>kthenh:=h—Fk;l:=1+ k else skip;
n:=n-—1

The code does not satisfy the specification (1), even if nxx
is added to the precondition.

Suppose we decide to release the least significant 2 bits
of h in addition to the information h > k. That is, the
specification is

{(h = E)x A (h%4)x Anx Alx Akx} _{Ix}

The code above does not meet this specification. But it
can be proved to satisfy the specification with 0 < n < 2

added to the precondition. This kind of reasoning goes be-
yond reasoning in most type systems including [29]. The
type system also rejects the following secure program: h : =
h%2;1:= declassify(h%2). The reason is that the pro-
gram falls afoul of the restriction that variables used under
declassification may not be updated prior to declassifica-
tion. Our logic, on the other hand, can prove it satisfies
{h%2x} _{Ix} using some arithmetic reasoning.

Sealed auctions. Consider two principals Alice and Bob
taking part in an auction. The protocol is as follows: Alice
and Bob place their bids; the system determines the higher
bid and reveals the value of the high bid and the identity of
the high bidder. The first policy says that neither bid influ-
ences the other. The second policy says that only the high
bid and bidder are made public. For instance, if Alice is
the winner, the value of Bob’s bid remains secret. Note that
the two policies address two separate concerns: the first, ab-
sence of cheating, is up to the point just before the outcome
is determined. The second concern, absence of laundering,
applies from that point through the action of publicizing the
result. Surely these are clearly identifiable code fragments.

The first concern is addressed by conjoining two specifi-
cations. The code for placing bids must satisfy the conjunc-
tion of the specifications {bBidx} - {bBidx} (guarding
Alice’s bid) and {aBidx} _ {aBidx} (guarding Bob’s
bid), where bBid and aBid are the bids placed by Bob
(resp. Alice). !

The code aBid:= 100; bBid : = 150 satisfies the first
specification, whereas the code aBid:= 100;bBid:=
aBid + 1 does not: Bob has placed his bid after getting
information about Alice’s.

The next stage of the auction determines the winning bid
and the winner and reveals both pieces of information. Here
is our specification:?

{(maz(aBid, bBid))x A (aBid > bBid)x} _ {resultx}

The code result : = (maz(aBid, bBid), (aBid > bBid))
satisfies the above specification. Here is one way in which
malicious code could try to release a losing bid, in this case,
Bob’s.

winBid : = maxz(aBid, bBid);
aliceWins : = aBid > bBid,

if aliceWins then winBid : = bBid else winBid : = aBid;

result : = (winBid, alice Wins)

! Apropos security type systems, this is akin to type checking assum-
ing aBid: H,bBib: L and then type checking again with assumption
aBid: L, bBib : H; the underlying security lattice is the 4-point diamond
lattice with Alice and Bob incomparable. Note how just one typing could
be used with incomparable types, whereas in the logic-based approach sep-
arate policies must be verified for each principal.

2It allows a leak to aBid or bBid, which could be disallowed by a
“modifies” clause or explicit postconditions.



Now result x can no longer be established as postcondition,
because winBidx cannot.

Intermezzo. It is possible for partial release to be
conditional [29], using conditional expressions, e.g.,
to release a secret only if adequate payment is made.
This can also be done in a specification, using pre-
condition (if pay > thresh then secret else 0)x
and postcondition resultx. The meaning of
(if pay > thresh then secret else 0)x  is  that for
any two runs of a program the value of the conditional is
the same. Note that it is possible that different branches
of the conditional get executed in the two runs and yet
yield the same value, provided secret = 0. An alter-
native specification uses disjunction in the precondition
pay < thresh \V secretx. This is satisfied in a pair of
initial states if either pay < thresh is false in both or
the value of secret is the same in both. So the resulting
specification differs in meaning from the one using the
conditional expression only when secret = 0.

Sabelfeld and Myers also suggest that conditional release
can be extended to disjunctive policies, but do not propose a
syntax. Our conjecture is that this is because their syntax is
too closely tied to the program (the policy is determined by
the conjunction of all the declassify statements). It is per-
haps better to spell out the policy in specifications, which
are sets of Hoare triples (interpreted conjunctively). A dis-
junctive policy is easily expressed: to allow either iy or hy
but not both to be released, the precondition is hg X V hoX
and the postcondition resultx.

As an example of disjunctive policies, consider a card
game in which the player reveals one card from her hand
in which all cards are initially held secret; the policy is that
in a single round of the game, the player chooses to reveal
either the first card, or the second card, etc.

A pre-post specification imposes no constraint on com-
putations from states falsifying the precondition. Our use
of specifications is not for composition into proof outlines,
where a precondition imposes an obligation on the environ-
ment, it does make sense to include preconditions on one
copy of the state that does play that role. For example, a
declassifier method may require to be invoked in a process
with some specific authority.

Access control for information flow. Stack inspection is
an access control mechanism present in Java [15] and the
.NET CLR. Each class C' has a set of permissions stati-
cally granted to it by the virtual machine, often based on
code origin, but initially not enabled. We assume there
is a ghost variable (), in terms of which we reason using
the “eager” description of the mechanism [15, 31]. So @
is the set of currently enabled permissions. The command
enable p in S checks whether permission p is statically

authorized for the class implementing the method in exe-
cution, and if so p is added to () for the duration of S.
The boolean expression check p checks whether p is in
@. In [2], the authors study the pattern wherein high secu-
rity information is released by a certain method only when
the caller has permission, in this case permission stat.

class Kern extends Object{//static perms: stat, sys
String Hinfo; String Linfo;
String getHinfo(){
if check sys then result : = Hinfo else abort}
String getStatus(){
if check stat
then enable sys in result : = self.getHinfo()
else result : = Linfo}}

When getStatus is called, permission stat is checked. If
itis in @ then sys gets enabled and Hinfo is obtained via a
call to getHinfo. On the other hand, if stat is notin @) then
Linfo is released. The policy for getStatus, that Hinfo is
only released to callers with permission stat, is expressed
in [2] by giving getStatus two types. It can be expressed
by a single specification, in which we also need to deal with
the heap.

{stat & Q A self ~ LAselfx A L.Linfox } _ {resultx}

Assume that the heap is divided into several (possibly over-
lapping) regions and the actual object, say o, bound to self
appears in region L of the heap. This is written as the asser-
tion, self ~» L. Roughly, we use the notation L.Linfo to
denote all objects, o.Linfo where o € L.

The fields Linfo and Hinfo could be model fields [17]
defined by a representation function based on some heap
objects.

Release in multiple steps. Chong and Myers [8] use
types to express declassifications that can happen only after
several conditions have been true in succession. They do
not give an example with multiple steps so we sketch our
own. The pattern is similar to that of password checking,
except that there are three phases in succession.

Consider a patient record that includes medical informa-
tion that only doctors and the patient are permitted to ac-
cess (according to the baseline policy), say their HIV status.
There is also a doctor’s log and a nurse’s log. A doctor is
allowed to release the HIV status to nurses (say, assign it
to a field labeled with the “nurse” level), provided a log en-
try is made with authenticating evidence for the doctor. A
nurse is allowed to release the HIV status (perhaps in san-
itized form—a partial release) to insurance representatives,
provided a doctor has already logged a release to nurses and
moreover the nurse makes a log entry with authentication of
the nurse and insurance rep. These actions will correspond
to clear segments of code (e.g., a certain method that does
the action and is invoked in a GUI listener). The policies



T ::= int| C where C € ClassName
CL::= class C{ T f;M} wheref € FieldName
M ::= T m(Uu){S} method declaration
S = x:=E|af:=y
| z:=newC|z:=y.f
|  z:=ym(z)|S;S
|  if z then S else S | while z do S
E ::= z|c|null| Eop E | k(E)

Figure 1. BNF of language

can be formulated as two specifications that can both be im-
posed on any methods that fail a type-check for the baseline
policy. The logs need not be present as such; ghost vari-
ables could be used to record the relevant event history in
preconditions.

3 Language

The technical contribution of this paper is a logic, for an
object-oriented programming language, that is sound and
sufficiently expressive to specify and verify policies like
those in the preceding section—and more practical exam-
ples where declassification is governed by nontrivial predi-
cates on program state. This section sketches the language
and its semantics, which is taken from [1].

The language is essentially sequential Java, omitting ex-
ceptions. The grammar is in Figure 1. As in separation
logic, programs are desugared so that expressions do not
depend on the heap; this is why there are several forms of
assignment including z : = y.f. To save space we omit con-
sideration of method calls in the rest of this extended ab-
stract; their semantics, specifications, and proof rules can
be treated as in [1]. This lets us focus entirely at the level of
commands in the rest of the paper.

A state consists of a store assigning current values to lo-
cal variables (including parameters of the method body in
which the command occurs, among which is the target ob-
ject self) together with a heap. A heap is a mapping, de-
fined on a finite set of currently-allocated object references
(drawn from a countable set Ref); it maps each such refer-
ence to a record of the object’s current field values. So h o f
is the value of field f of object 0. We use the term reference
for addresses, to emphasize that they are an abstract type—
no pointer arithmetic. The term “location” is used later, to
mean assignment target in modifies specifications.

Commands are given a relational, partial-correctness se-
mantics [1], in which (s, h)[S](s’, »") means that from the
initial state with store s and heap h, command S can termi-
nate in state (s’, h’). Note that the domain of s’ is the same
as that of s, that is, the local variables. The semantics does
not model garbage collection, so dom(h) is always a subset

of dom(h’). Without formalization, we assume S is well
typed.

By contrast with the language, the logic presented in sub-
sequent sections is significantly changed from [1]. The ab-
stract domain of regions (called locations in [1]) has been
dropped and the assertion language augmented with region
identifiers and atomic predicates for disjointness and inclu-
sion of regions. Hoare triples are augmented with a context
for region invariants and the proof rules are revised accord-
ingly. Creation effects and second level disjunction have
been added but these also appear in the technical report [1].
An atomic predicate is added for field access (since expres-
sions £ do not depend on the heap) and this is used to
strengthen the rules for assignment.

4 Assertions

Two kinds of formulas are used in assertions. Ordinary
first order formulae over program variables, ranged over by
f in the grammar below, are called /-predicates. Formulas
involving independences, ranged over by ¢, are called 2-
predicates. The latter are given a two-state semantics and
this is our main interest. The embedding of 1-predicates as
2-predicates is interpreted as follows: 6 is true in a pair of
states if it is true in both of them.

The grammar of 1-predicates is as follows. Just as z
ranges over a countable set (elements of which are called
variables), we let L range over a countable set, elements
of which are called regions, more properly: region identi-
fiers. (The L is mnemonic for “abstract locations”, the term
used in [1]). In the semantics, regions are interpreted as sets
of references. In addition to regions we add pseudo-region
1, which is always mapped to the singleton of null, and
pseudo-region int which is mapped to the set of integers
(this facilitates a uniform treatment of fields and variables
of primitive or pointer type).

LI ::= L|int|_L regionsand psuedo regions
0 ::= E=FE|z=y.f|... atomic predicates
| ONO|OVO| -0
| x~LI|Lf~ LI|LIoLI|LI<LI

The atomic predicate z ~~ L means that the current value of
x is a reference abstracted by L; L; ¢ Lo means that these
two regions represent disjoint sets of references; L; < Lo
means that the references abstracted by L; are also ab-
stracted by L. Since expressions £ do not depend on the
heap, we need an atomic formula z = y.f to access fields
(cf. the points-to predicate in separation logic).

For brevity in this extended abstract we omit quanti-
fiers; quantification over heap references requires a little
care since for practical use there needs to be a way to re-
strict to allocated references [17].



The grammar of 2-predicates is as follows.
p::=0 | Ex|Lfx|oANp|pVe

The meaning of ax is that the two current states in question,
say (s,h) and (s1, hy), agree on the value of a. Logical
connectives are available at both levels, and in our concrete
syntax it is ambiguous whether 6, A 65 is a conjunction at
the level of 1-predicates that is embedded as a 2-predicate,
or is a conjunction of 2-predicates which happen both to be
2-predicates. The ambiguity is harmless since the meaning
is the same in each case. Disjunction is slightly trickier, as
hinted by the pay > thresh example in Section 2. If we
embed the 1-predicate 8; V 62 then the interpretation is that
01V 65 must be true in both of the two states—which allows
that 6; is true in one and 65 in the other. If instead we em-
bed 6; and 60, separately, their disjunction as 2-predicates is
written 61 \ 6, and has a different interpretation in a pair
of states: either 6 is true in both states or 65 is.

For use in the proof rule for conditionals, we need
to extract the independence content, if you will, from 2-
predicates. For any ¢, obtain Z(yp) from ¢ by replacing
each subformula 6 (i.e., a 1-predicate) by true.

Semantics of 1-predicates. To give a precise meaning to
1-predicates, we use extraction relations 7 between values
and regions. An extraction relation must satisfy

o vy Liff v =mnil
e v int iff v is an integer

e v Limplies v is a reference (neither nil nor an integer)

We say that 7 is over h if on L implies o € dom(h) for all
references o.
The semantics of a 1-predicate € is given as a satisfac-
tion relation, written (s, h) f=, 6 and defined for all (s, h)
and all extraction relations 77 over h. The definition is in
Figure 2.
A 1-predicate 0 is called valid just if for any (s, k) and
any 7 over h we have (s, h) |=, 6. We refrain from giving
proof rules but note that the semantics validates classical
logic. Here are some valid predicates:
= yf = —(y~ 1)
Lo 1land L ¢ int
LOLlﬁLle/\LlﬁL
Lol < L1 oL
z~ LVa~sint = o(x ~ L)
z~ L= =(z~ L)A=(z ~ int)
T~~~ LANL<IL1=2~ I,
LoIliNLy<Li=L¢ Ly

and similarly for L.f ~~ ...

Semantics of 2-predicates. To cater for renaming of ref-
erences and differing allocation behavior under high guards,

formalization of noninterference for heaps involves manip-
ulation of bijections as explained in [2]. Let 3 range over
bijections from a subset of Ref to a subset of Ref. Thatis, if
0 3 o1 and o 3 05 then 0; = 09, but for some o there might
not be any o; such that o 3 01; and symmetrically. Every 3
is silently lifted to a relation on all values, by taking it to be
the identity on n:l and on integers.

We say that 3 is over h&hy if o030, implies 0o €
dom(h) and o; € dom(hy) (Throughout the paper, o and
01 range over references only.) For extraction relations 7
over h and n; over hy we say 1,1, are compatible with 3
justif o 8 oy implies (o n L iff 01 m; L). That is, references
o and o; related by (3 are abstracted to the same region.

The two-state semantics of assertion ¢ 1is written
(s,h)&(s1,M) Epnm ¢ and defined for any 3 over
h&h; and 7,7 compatible with 3. The definition is in
Figure 3. Validity is defined in the usual way. Here are
some valid implications:

z = ¢ = zX where c is an integer literal

T =Yy Nyx = X

z = k(y) A yx = zx where k is an arithmetic function

AX A Az = Ex where FV(E) C{z...2,}
We refrain from giving a proof system for 2-predicates.

5 Program judgements

Judgements in the program logic have the form

AF{p} S {¢'} [X]

Here X is a set of locations A which include program vari-
ables and fields of regions, which are susceptible to update,
and also regions to which newly created objects may be
added: A::= z | L.f | L. The idea is that if y can be
updated by S then y is in X; if o.f can be updated then o is
abstracted by some L.f in X; and if o can be created then
it is abstracted in the final state by some L in X. We call
X the effect set; it is like the standard “modifies clause” but
with the addition of creation effects.

The region context A ranges over sets of disjointness and
containment invariants of the form L ¢ L; and L < L;.
The disjointnesses, in particular, are used to discharge an
antecedent of the same form in the frame rule, as we will
explain in due course. That rule also involves the effect set
X. We begin by laying the groundwork for its semantics.

Recall that 2-predicates are interpreted in contexts of
the form (s, k) & (s1, 1) =gy ... Where 7 is over &,
11 over hi, etc. We need a notion of extension, for such
contexts, to the final state, which has heaps h’, h] with
dom(h') 2 dom(h) and dom(h{) 2 dom(hy). In this situ-
ation, we say 1’ over h’ extends ) iff for all o € dom(h) and
all L we have on L iff ony L. That is, ' does not change
the region of a pre-existing location. For 5" over h'&h] we



(s,h) =y E=E  iff [E]s = [Ei]s

(s;h) =y z=y.f iff s(y) € dom(h)and s(z) = h(s(y))f
(s,h) Ey ©~ LI iff s(x)nLI

(s,h) =y L.f ~ LI iff Yo-onL= (hof)nLI

(s,h) =y LIy o LIy iff {o|onLii}n{o|onLi} =10
(s,h) =y LI < LI, iff Vo-onLly = onlh

(s, h) =, -0 iff not(s,h) =, 0

(S,h) |:7, 01 N 6y iff (S,h) ':77 01 and (S,h) ):77 02
(s,h) =y 61V 0y iff (s,h) =, 61o0r(s,h) =, 02

Figure 2. Semantics of selected 1-predicates.

(s,h) =y Oand (s1, ) =, 0

([E]s) B ([E]s1)

ofopand on Limply (ho ) (h o1 f) forall o, 0

(s,h) & (51, ) Epmm p1and (s,h) & (s1,h) Fpmm, #2
(s,h) & (s1,h1) Fpnm pror(s,h)& (s, h) Fppm 2

Figure 3. Semantics of 2-predicates.

(S, h) & (81, hl) }:577777“ 0 iff

(s,h)&(sl,hl) ’:@777771 Ex iff

(s,h) & (s1,M) F=gmm L.fX iff

(Sa h) & (317 h1) ‘:@777771 w1 N iff

(s,h) & (s1,7) Eppm o1V o2 iff
say (3 extends (3 iff

B={(0,01) | (0,01) € B'A(0 € dom(h)Vo, € dom(h1))}

This is stronger than 3’ D (3. It says that if 03’01 and o
is in the initial heap A then o; is in the initial heap h; (and
symmetrically).

To express that effect X is an over-approximation of the
variables and object fields modified in an execution, we in-
troduce some notation. Suppose h’ extends h in the sense
that dom(h’) 2 dom(h). For n over h’ we define

(s,h) = (s',0) =p X

iff (a) for every y € dom(s) we have s(y) = s'(y) ory €
X; (b) for every f and every o € dom(h),ifhof #h' of
then there is some L.f in X such that onL; and (c) for every
o in dom(h’) but not in dom(h) there is some L in X with
onlL.

Disjointness and a frame property. We define several
judgements involving disjointness consequences of a region
context A. First, we write A - L o Ly justif L o Ly isa
valid consequence of A and the same for L < L;. Now
A F X ¢ X is defined as follows:

e AFLfo Xiff AFLo Lyforall Ly.f in X
e Abyo Xiffyg X
e AFLo Xiff Lg X

This in turn is used to define disjointness for 2-predicates,
which is used in the frame rule. Define A - ¢ ¢ X by
structural induction on ¢. Here are the cases for atomic
formulas. Note: y ~» LI ¢ X is parsed as (y ~ LI) o X.

Abyo X AFLfo X
Ay~ LIo X A Lf~LIoX

Abyo X AFLfo X
AFyx o X AFLfx o X
Abyo X Aby o X

AF(y=wy) o X

The last case is representative for other primitive condi-
tions; each free variable must be disjoint from X . The rules
for compound formulas just distribute, for example:

AFpo X AFp; o X
AF(pApr) o X

The key lemma says that if o © X then ¢ is not falsified by
updates to locations in X . This underlies the frame rule.

For disjointness formulas L ¢ Ly, the satisfaction relation
(s,h) =y L o Ly depends only on 7, not the state. So we
define  |= A iff for each L ¢ L; in A there is some (s, h)
with (s, h) =, L o L.

Semantics of program judgements. We define
A E {p} S {¢'} [X] iff the following holds for all
s,h,s1,h1,8,...,m,m1, 3 over h&hy. If



b (3>h)&(51>h1) ':/3,77,771 ¥
o (s,h)[S](s',h") and (s1, h1)[S](s1, h1)
enEAandmy EA

then there exist 5, 7', 7} such that

o (5", h)&(s1, ) Epray ¢

o 3 0, n| extend 3,1, m

e (s,h) — (s',h) Fyy X and (s1,h1) — (s1,h) oy X
e EAandn) EA

6 Proof Rules

We begin with the small rules for primitive commands.
These are “small” in the sense of mentioning only the rel-
evant regions and also using a minimal region context. We
abuse notation and omit the braces when writing enumer-
ated effect sets. For assignment of a pure integer expression,
one rule is

DF{Ex AO[E/z]} 2 = E {z ~ int AzXx A0} [z]

There is a second rule: just omit the independences from
both precondition and postcondition. For assignments
xz := null and z := z the rules are similar. Here is the
first of two rules for field access, the second being obtained
by omitting the independences:

ObF{y~ LALf~ LIANyx A Lfx}
xz:=y.f
{z ~ LINzX Nz =y.f}[z]
The first of two for field update:

OF{x~ LAy~ LINLf~ LIANzX Ayx A Lfix}
x.f=y
(Lf ~ LINLfx Ay =2.f} [Lf]

The first of two for New:

0+ {true} z :=mew C {x ~ LAzX Az = z.f} [z, L]

Note that the region L chosen for the postcondition is also
in the effect set. Postcondition z = z.f can be instantiated
with any z and any field of the type of z (though we omit
typing issues in this extended abstract); it expresses that x
is allocated.

Compound commands. A single rule for sequence:

A {po} 81 {e1} [Xi] AF{p1} S {p} [Xo]
AF {wo} 8155 {p} [X1U Xy]

For If there are two rules. The first is for “low guard” [28]:
AF{po Az >0} 8 {p} [X]
AF {po Nz <0} Sy {p} [X] AE pg= X
A F{po} if z then S; else Sz {p} [X]

The second is more elaborate, to achieve the effect of not
writing low under a high guard (see [1] for explanation):

AFA{po Nz >0} S {p} [X]
A {po Az <0} Sy {p}[X] ¢ containsno V
AFZ(p) o X Al go=1I(p)

AF {po} if z then S; else S5 {p} [X]

Structural rules. First we introduce a form of implica-
tion for effect sets. Say that A - X » X' iff (s,h) —
(/1) by X andy b= Admply (s, h) — (s', ') =, X'
for all s,s’, h,h’,n. Here is a sufficient condition, ex-
pressed syntactically: If

e z € X implies z € X’
e [ € X implies there exists L' € X' with A+ L < I/

e L[.f € X implies there exists L’ such that L'.f € X’ and
AFLLL

then A - X » X', In particular, if X C X’ then X » X'.
The rule of consequence uses valid implications as well
as the implication for effect sets.

AF{p} S{y'} [X]
AE¢ = ¢
AF{pi} S {ei} [Xi]

The frame rule uses the disjointness judgement.
AF{p} S{}IX]  AbproX
At{pnei} S{g" Apr} [X]

There are two rules of disjunction which look like Hoare’s
rules, one for V and one for V . Hoare’s rule of conjunc-
tion, however, is unsound for the reasons discussed in [1].
The small rules together with frame and consequence ap-
pear to suffice for reasoning where one might expect to use
conjunction.

The remaining rules manipulate the region context. First,
new disjointnesses can be introduced. A side condition is
needed since A plays a role as both pre- and post-condition.

At {p} S {y'} [X] (either L ¢ X or Ly ¢ X)
A, Lo Lk {e} S {¢'}[X]

A':gp1:><p AFX » X;

Region invariants can be moved to specifications: letting
RI stand for either L ¢ Ly or L < Ly, the rule is

A, RIF{p} S {¢'} [X]
AF{RINg) S {RIAGY [X]




Soundness and completeness. Amtoft et al. [1] prove
soundness of their logic. In large part our adaptations make
explicit in the region context the disjointness assumptions
embodied in the fixed lattice and disjointness operator used
in their work. So much of the soundness argument can be
adapted to our setting. We are convinced of the following
result but have not completed a rigorous proof.

Theorem 6.1 (soundness) If A F {¢} S {¢'} [X] then
A A{e} S{e'} [X].

A natural formulation of completeness would be relative
to completeness of the proof system for assertions, indeed,
we have built that in to the program logic by referring to
validity in the rule of consequence and elsewhere. From a
practical point of view, our logic inherits some inexpres-
siveness; it lacks quantifiers and inductive definitions or
reachability. These should be straightforward to add. But
few completeness results are known for object-oriented pro-
grams and at this stage it is probably more fruitful to explore
practical utility.

Semantic consistency Sabelfeld and Sands [30] define
the principle of semantic consistency: “The (in)security of
a program is invariant under semantics-preserving transfor-
mations of declassification-free subprograms.” This holds
in our approach, owing to the use of program specifications
with extensional semantics.

Lemma 6.2 If [S] = [S1] and A |= {¢} S {¢'} [X] then
A {p} S {¢'} [X].

7 Discussion

In recent language-based work on declassification, pol-
icy is expressed in part by labeling variables and fields with
security types. One approach uses security levels for the
security types, with the usual interpretation, together with
some special program construct to designate where and/or
how the default policy is overridden [29, 20]. Another ap-
proach uses richer security types that designate, e.g., what
may be released [18] or conditions under which release is
allowed [8].

Our approach is to begin by labeling the program’s in-
terfaces using lattice levels as usual. Many methods in a
program are likely to satisfy noninterference with respect
to these levels and even to be accepted by a security type
checker. For variables® subject to a policy allowing declas-
sification, this policy is expressed by specifications for the
method bodies that can access the variables. Instead of type-
checking them, their specification is proved.

3And fields. Object references, like other values, are not directly as-
signed a security level; their security is in terms of the variables from which
they can be reached and the levels of their fields [2].

For policies concerning what is released, what is needed
is a precondition £/ x where E is an expression for the value
to be released. Such a policy may typically be imposed as
a pre-post specification for a method. (Note that this avoids
the problem that, if the declassification policy is written as
an annotation on E as it occurs in code, there is a potential
discrepancy between the value of E at time of release and
its initial value to which the policy refers [29].)

For policies concerning where in the code—in particu-
lar, via which channels—downgrading occurs, we impose
specifications on the relevant subprograms, e.g., of the form
{p1} getBids {p2} and {p3} announce Winner {p4}.*
Though the notation is different, it does not seem so dif-
ferent in practical terms from what appears in specialized
calculi such as [20, 29, 19]. Practical use of our approach
would involve marking the code segments subject to declas-
sification specifications and including preconditions to be
imposed in the ordinary way on callers/context.

In some sense, the proposal closest to ours is that of
Chong and Myers [8] who address “where” and “when”
policies by labeling variables with security types that re-
fer to a sequence of conditions and levels through which
downgrading is allowed to pass.> This seems more general
than what we have described, in that it is not coupled to the
implementation. But one could imagine requiring that any
code with access to the variable in question is subject to one
or more pre-post specifications. Note also that Chong and
Myers propose to enforce their policies using a type system
augmented with some means to reason about “conditions”.
The means most well understood and supported by tools is
assertion-based verification. Typical conditions might re-
fer to log entries or other data already present in the pro-
gram state. To refer to event occurrences, history variables
would be used. Use of such ghost variables/fields depends
on properly annotating the program with ghost updates of
course, e.g., to correctly track what events have occurred,
but this is standard verification methodology.

The “who” dimension of policies is also important, e.g.,
an official may be authorized to release confidential records
in a financial database to law enforcement officials exhibit-
ing a subpoena [19]. The fact that authentication checks
have been made is likely to be encoded in the program state
and if necessary it too can be modeled with ghost variables.
There is some similarity with Chong and Myers’ password
example where release depends on a condition that means

4Though  these  subprograms occur as a  sequence
getBids; announce Winner in the auction program, our particular
(2 does not imply o3 and thus these specifications do not compose to
prove {1} getBids; announce Winner {p4}. Indeed, the latter triple
is neither valid nor a desired property of the auction.

3Tt is not clear to the authors the extent to which declassification lev-
els per se are an artifice in treatments of declassification. The real-world
policies seem to involve declassification being controlled by suitable au-
thorities and via specific channels and operations, rather than intrinsically
meaningful security levels.



“only trusted code is running”. The stack inspection mech-
anism is also intended to be used to check for such condi-
tions. As in many such examples, the idea is that certain
programs have been validated by various means, with re-
spect to policies that are not formalized as part of the de-
classification policy per se.

One shortcoming of logic-based approaches is that there
does not seem to be a direct way to handle incomparable
levels in a security lattice. In the auction example, instead
of having incomparable levels for Alice’s and Bob’s bids,
thereby specifying absence of flow in either direction, we
need two Hoare triples. (We refrain from formalizing con-
junction of triples; the straightforward generalization can
be found in many places [26, 17].) But it is not difficult to
imagine syntactic sugar; indeed, one use of our approach is
as a unifying foundation for lightweight type-oriented nota-
tions.

An advantage of logic-based approaches is that in some
cases, verification can be fully automated, e.g., if the spec-
ification consists only of independences and regions [1].
One can fall back on interactive verification, or at least
programmer-supplied invariants etc, in the harder cases.

Other related work The survey of Sabelfeld and My-
ers [28] is slightly dated but still an excellent survey of
language based information flow. For declassification, the
analysis by Sabelfeld and Sands [30] touches on many as-
pects of and works on declassification beyond what we
mentioned in earlier sections. They identify a number of in-
formal principles for declassification. Our approach seems
to live up to them all. For example, their principle of se-
mantic consistency was discussed at the end of Section 6.
On may freely transform getBids or announce Winner,
though the sequence getBids; announce Winner can’t be
transformed in a way that loses the semicolon to which pol-
icy is attached.

An interesting recent proposal uses security types of the
form @ = k where k is a security level and & is a list
of “flow locks” [7]. Essentially, a flow lock is a boolean
ghost variable and lists are interpreted conjunctively. The
two program constructs, open and close, used to manipu-
late locks are essentially assignments of true and false to
the lock. If z is labeled with k and o = k£’ then z is treated
as having level £ but also level £’ just when lock o is true.
The paper sketches how “where”, “when”, and “who” poli-
cies can be expressed, much in the way we use assertions
like =6 V zx. The semantics, which is only sketched in
the paper, is a form of resetting. Thus the use of locks for
these policies is very much in accord with our proposal. It
seems attractive to have a simple notion of type associated
with ghosts, but in practice one would want to specify the
connection between locks and other events, evidence, etc,
and this would likely appear similar to specifications in our

style. The restricted use of ghosts together with types offers
the potential for automated checking. On the other hand, as
the paper shows through a number of examples, the mech-
anism interacts with features of the language (an ML-like
language with references) in ways that seem inscrutable.

The Jif tool offers, for sequential Java, rich information
policies including declassification and much more [22].

Benton [6] gives a relational Hoare logic, that is, a logic
similar to ours but in which runs of two different programs
are compared. The logic is shown to encompass noninter-
ference as a special case, although the main focus is on rea-
soning about program transformations based on static anal-
yses. Only simple imperative programs are considered, with
no heap. Yang [34] adapts separation logic to a similar logic
for imperative programs acting on the heap. Giacobazzi and
Mastroeni [ 14] use abstract interpretation techniques to pro-
vide a setting for noninterference that encompasses declas-
sification. The connection between their work and our logic
remains to be explored.

Acknowledgements: To Isabella Mastroeni, Alejandro
Russo and Andrei Sabelfeld for early stage discussions.

References

[1] T. Amtoft, S. Bandhakavi, and A. Banerjee. A logic for in-
formation flow in object-oriented programs. In POPL, 2006.
Extended version available as KSU CIS-TR-2005-1.

[2] A. Banerjee and D. A. Naumann. Stack-based access con-
trol for secure information flow. Journal of Functional Pro-
gramming, 15(2):131-177, 2005. Special issue on Language
Based Security.

[3] G. Barthe, A. Basu, and T. Rezk. Security types preserving
compilation. In VMCAI, 2004.

[4] G.Barthe, P.R. D’ Argenio, and T. Rezk. Secure information
flow by self-composition. In CSFW, 2004.

[5] G. Barthe, D. A. Naumann, and T. Rezk. Deriving an in-
formation flow checker and certifying compiler for java. In
27th IEEE Symposium on Security and Privacy, May 2006.
To appear.

[6] N. Benton. Simple relational correctness proofs for static
analyses and program transformations. In POPL, 2004.

[7] N. Broberg and D. Sands. Flow locks. In European Sympo-
sium on Programming (ESOP), 2006.

[8] S. Chong and A. C. Myers. Security policies for downgrad-
ing. In CCS, 2004.

[9] E. S. Cohen. Information transmission in sequential pro-
grams. In A. K. J. Richard A. DeMillo, David P. Dobkin
and R. J. Lipton, editors, Foundations of Secure Computa-
tion, pages 297-335. Academic Press, 1978.

[10] A. Darvas, R. Héhnle, and D. Sands. A theorem proving
approach to analysis of secure information flow. In SPC,
2005.

[11] D.E. Denning. Cryptography and Data Security. Addison-
Wesley, 1982.

[12] E. W. Dijkstra. A Discipline of Programming. Prentice-Hall,
1976.



[13]

[14]

[15]

[16]

(17]

[18]
[19]
(20]
[21]
[22]
(23]
(24]

[25]

[26]

(27]

(28]

[29]
(30]

(31]

(32]

(33]

[34]

G. Dufay, A. Felty, and S. Matwin. Privacy-sensitive infor-
mation flow with JML. In CADE, 2005.

R. Giacobazzi and 1. Mastroeni. Abstract non-interference:
Parameterizing non-interference by abstract interpretation.
In POPL, 2004.

L. Gong. Inside Java 2 Platform Security. Addison-Wesley,
1999.

D. Gries. Data refinement and the tranform. In M. Broy, ed-
itor, Program Design Calculi. Springer, 1993. International
Summer School at Marktoberdorf.

G. T. Leavens, Y. Cheon, C. Clifton, C. Ruby, and D. R.
Cok. How the design of JML accommodates both runtime
assertion checking and formal verification. In FMCO. 2003.
P. Li and S. Zdancewic. Downgrading policies and relaxed
noninterference. In POPL, 2005.

H. Mantel and D. Sands. Controlled declassification based
on intransitive noninterference. In APLAS, 2004.

A. A. Matos and G. Boudol. On declassification and the
non-disclosure policy. In CSFW, pages 226-240, 2005.

C. Morgan. Auxiliary variables in data refinement. Inf. Pro-
cess. Lett., 29(6):293-296, 1988.

A. C. Myers. JFlow: Practical mostly-static information
flow control. In POPL, 1999.

D. A. Naumann. From coupling relations to mated invariants
for secure information flow and data abstraction. 2005.

D. A. Naumann. Verifying a secure information flow ana-
lyzer. In TPHOLS, 2005.

F. Pottier and V. Simonet. Information flow inference for
ML. ACM Transactions on Programming Languages and
Systems, 25(1):117-158, Jan. 2003.

J. C. Reynolds. The Craft of Programming. Prentice-Hall,
1981.

J. C. Reynolds. Separation logic: a logic for shared mutable
data structures. In IEEE Symposium on Logic in Computer
Science (LICS). IEEE Computer Society Press, 2002.

A. Sabelfeld and A. C. Myers. Language-based information-
flow security. IEEE J. Selected Areas in Communications,
21(1):5-19, Jan. 2003.

A. Sabelfeld and A. C. Myers. A model for delimited infor-
mation release. In ISSS, 2004.

A. Sabelfeld and D. Sands. Dimensions and principles of
declassification. In CSFW, 2005.

J. Smans, B. Jacobs, and F. Piessens. Static verification
of code access security policy compliance of .NET appli-
cations. In .NET Technologies, 2004.

T. Terauchi and A. Aiken. Secure information flow as a
safety problem. In SAS, 2005.

D. Volpano, G. Smith, and C. Irvine. A sound type sys-
tem for secure flow analysis. Journal of Computer Security,
4(3):167-187, 1996.

H. Yang. Relational separation logic. Theoretical Comput.
Sci., 2004. To appear.

11



