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one-time pad

110111011101 message

111101 ]0]0|1]|1 key (uniformly sampled)

Ol1|1|0(O0Of1(1]|O ciphertext

otp : Msg — D(CT)

Key property: perfect secrecy Vmimsy. otp m1 =~ otp mo



relational properties

 two executions of the same or different programs

VYmimsy. otp m1 =~ otp mo

two executions

e one could compute both and compare them

* Is there a better way to reason?
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- otp : Msg — D(CT) ~ otp : Msg — D(CT) | Vmims. r1 mq = 1o mso



relational logic

Vmims. otp mp =~ otp ms

11

- otp : Msg — D(CT) ~ otp : Msg — D(CT) | Vmims. r1 mq = 1o mo

How to express this exactly?



reminder: probability

(discrete) distribution p:C — [0,1] s.t. Y p(z) =1
el

marginals for u € D(C1 x C5)

=) u(z,y) = p(z,y)

yECQ $601




couplings 101

e let p1 € D(CY), pe € D(Cy)

JINS D(Cl X CQ)

Is a coupling

T o m(p) = & ma(p) = g

e let RC (f x Uy  Usefulcases: Re {=,<,>,...}

ue D(Cy x Cy) T(p) =1 & ma(p) = po
. . —>
Is a R-coupling & Pr(x17$2)wu [le R 332] — 1

(Denoted ¢, 1, (R) )



example: coin flip

« Some ways of coupling two fair coins:

oH T oh T
product - 1/4 1/4 equality - 1/2 0)
o(T) - 14 1/4 (=) - 0 1/2

inequality 0 1/2 general P 2-p

o(#) - 1/2 0 - Y -p p




fundamental lemma

If u € D(Cy x C3) is an R-coupling of 111 € D(Cy) and uz € D(Cs),
Pty 2 € R(CY)] = 1

Idea: To prove a relational property about distributions, we “sync
randomness” to build the appropriate coupling

In particular:
* O,z (:) = U1 = M2
¢ 0110 (S) = 1 < po  (stochastic dominance)
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one-time pad revisited
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one-time pad revisited

1({0)1111]0|1[O0]|1|m OJ]O0O]J1]0]1]1]1]|0]| M2

1({1]ol1]o0|l0o|1]|1]| A o|l1]lo]lol1]olo|lO]|m®m &k
PPPPPPDPD P @éﬁ@ PP D
ol1|1|o|O0f1|1|0f — |O|1|1|O0|O|1|1]0O

Therefore, Vmimea. otp m1 = otp mao

[otp m1,0tp ma (=)]

One can also show,  Vm;j. otp m; = Unif(Msg)



(discrete time) markov chains

 discrete set of states S
 probabilistic transition function S — D(S)

0

@



relational properties

relate two Markov chains or two runs of the same one

15 Y2 Y2 % Y 3

ANEARSA ANFANSA
L e

which one is faster?



example: stochastic dominance
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example: stochastic dominance

V) 2 Y2 3 3 Y3

K A QO s
. \O @/\ -

h—m  a—fh| a—0

VAN VAN VAN VAN [A
m

1/6 : 1/3 :



* Probabilities & Markov chains are a useful modeling tool

« Some interesting properties are relational

« These can be studied with couplings



representing Markov Chains

- infinite sequence (stream) of distributions
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representing Markov Chains

- infinite sequence (stream) of distributions

D1

Do € D(S5)

Problem : 1) Not expressive enough!
2) Probabilistic dependence



representing Markov Chains

e as distributions over streams
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representing Markov Chains

e as distributions over streams
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representing Markov Chains

e as distributions over streams

po @—1—2—0—2—a—0—
> (@—~@—00—@—0—a—2—
ps> @ —~@—2—B8—2—E—E—

let m sog = sg:m (f so)

Problem : Not discrete!



the problem with stream definitions

« A stream Is productive If it outputs every finite prefix in
finite time

For instance, let s=1:s

« Example of non-productive stream: let s =1 : tl(s)



guarded lambda calculus

e Terms: t,uu=z| Azt |tu|fixzt|t:u|tl(u)]...
e Types: A, B:=b|N|A— B|AXxB|Stry |>A

f:DA—>>StrBI—t:A%StrB

Strqg = A xpStrgy FIX
/4 \ - fix fit: A— Strp f
An element A stream
now “later”

[1] Clouston, R., Bizjak, A., Grathwohl, H.B., Birkedal, L.: The guarded lambda-calculus: Programming and reasoning
with guarded recursion for coinductive types. ( LMCS ‘16 )






time O @—>>
time 1
time 2 >

All prefixes are discrete!



probabilistic glc

e Terms: t,u:=---|munit(t) |[mletx=tinu | B(p) | ...
e« Types: A, Bu=b|N|A—=B|AxDB|Stry |bA|D(C)

~s: A Ff:A— D(A)

Mark
= markov f s: D(Stry) Koy

markov f s = fix f.\h.As.
mlet xs = (f h (h s)) in

munit(s :: xs)



stream distributions In glc

M
o-p a-p o-p

M

o=1+p 1+0-+p @:@+>

\/\,

o=1=2+p o0»2>1>p

time O

time 1

time 2



stream distributions In glc

M
o-p a-p o-p

M

o=1+p 1+0-+p @:@+>

\/\,

o=1=2+p o0»2>1>p

Discrete Probabilities!

time O

time 1

time 2



(two) relational logics for glc

A|XV| T |UFt Al ~ta: As | @

NS

Two terms related by a property/coupling

/

A I Z | F | lp |— tl . D(Cl) ~ tg . D(Cg) | O[$1<—r1,$2+r2}¢



proving properties of Markov chains

Ft ~ o | Y
= f1 ~ fo | Vriae. ¥(x1,22) = o(ry x1,r2 x2)

= Vrix98182. Y(T1,22) = DP(s1,82) = ¢(x1 i 81, X2 it S2)
= markov f1 t1 : D(Stra) ~ markov fs to: D(Stra) | o¢
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proving properties of Markov chains

1) =ty ~ to | w
2) |_f1 ~ f2 | \VIZIZ’lZIZ‘Q. w(azl,azg) — O@D(I‘l 1,9 ZIZ’Q)

= Vrix98182. Y(T1,22) = DP(s1,82) = ¢(x1 i 81, X2 it S2)
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1) Prove local property about pairs of states
2) Show that the transition functions preserves it



proving properties of Markov chains

1) |‘th?§2|¢

2) = fi ~ fao | Veize. ¥(z1,22) = oY(r1 z1,r2 x2)
3) FVxix98182. Y(x1,22) = >P(S1,82) = (1 2 81,22 1 S2)
= markov f1 t1 : D(Stra) ~ markov fs to: D(Stra) | o¢

1) Prove local property about pairs of states
2) Show that the transition functions preserves it
3) Lift the property to a global property about pairs of streams



example: stochastic dominance

5 L5 V) 14 14 143

Y5 Q % Q
o1 o

hi = Az.mlet b = B(1/2) in munit(z + b) ho ::= Axz.mlet b = B(2/3) in munit(z + b)

= markov 0 hy : D(Stry) ~ markov 0 hg : D(Stry) | o(r1 < rs)

Idea: 05(1/2),8(2/3)(3)
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example: stochastic dominance

5 L5 V) 14 14 143

Y5 Q % Q
o1 o

hi = Az.mlet b = B(1/2) in munit(z + b) ho ::= Axz.mlet b = B(2/3) in munit(z + b)

1) 0<0
2) 21 <xo=o(x1+B(1/2) < xo+ B(2/3))
3) Vi.o (markov hy 0 < markov hs 0)



In the paper

» denotational semantics
* rest of the proof rules
» relational logic for deterministic streams

* more examples

- Random walks (lazy vs non-lazy, 3D vs 4D)
- Approximation series



conclusion

* a logic to reason about probabilistic infinite data
structures

« markov chains are represented as distribution over streams
« properties are proven via couplings

e future work:

« extend the language
« continuous distributions



Thanks!
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