
Systematic Privacy by Design 
Engineering 



Privacy by Design – Let's have it!

Information and Privacy Commissioner of Ontario
Article 25 European General Data Protection Regulation

“the controller shall [...] implement appropriate technical and 
organisational measures […] which are designed to implement 
data-protection principles[...] in order to meet the requirements of 
this Regulation and protect the rights of data subjects.” 

https://www.ipc.on.ca/images/resources/7foundationalprinciples.pdf
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Minimizing privacy risks and 
trust assumptions placed on other entities
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Starting assumptions
1) Well defined functionality

Charge depending on driving

Case study: Electronic Toll Pricing

Motivation: European Electronic Toll Service (EETS)
Toll collection on European Roads trough On Board Equipment
Two approaches: Satellite Technology / DSRC



Case study: Electronic Toll Pricing

Activity 1: Classify Entities in domains 
User domain: components under the control of the user, eg, user devices
Service domain : components outside the control of the user, eg, backend system at provider
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Case study: Electronic Toll Pricing

Trust Service to keep 
privacy of location data 

Risk of privacy breach
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Case study: Electronic Toll Pricing

Location is not needed, 
only the amount to bill!

Service integrity

Requires  knowledge of PETs 
Privacy ENABLING Technologies 



The Usual approach
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PRIVACY-PRESERVING SOLUTIONS
CRYPTO-BASED   VS   ANONYMIZATION/OBFUSCATION 

PART I:
Reasoning about 

Privacy when designing 
systems

WELL ESTABLISHED DESIGN AND EVALUATION METHODS 

PART II:
Evaluating Privacy in 
Privacy-Preserving 

systems

– Private searches
– Private billing
– Private comparison
– Private sharing
– Private statistics computation
– Private electronic cash
– Private genomic computations
- ...
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but expensive and require expertise
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Pseudonymity: pseudonymous as ID (personal data!)

Anonymity : decoupling identity and action

Unlinkability : hiding link between actions

Unobservability : hiding the very existence of actions

Plausible deniability : not possible to prove a link between identity and action

We need technical objectives – PRIVACY GOALS

“obfuscation”: not possible to recover a real item from a noisy item

Why is it so difficult to achieve them?



Let's take one example: Anonymity

Art. 29 WP’s opinion on anonymization techniques: 

3 criteria to decide a dataset is non-anonymous (pseudonymous): 

1) is it still possible to single out an individual

2) is it still possible to link two records within a dataset (or between two datasets)

3) can information be inferred concerning an individual? 

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf



1) is it still possible to single out an individual

location 

“the median size of the individual's 
anonymity  set in the U.S. working 

population is 1, 21 and 34,980, 
for locations known at the 

granularity of a census block, 
census track and county respectively”

Let's take one example: Anonymity



1) is it still possible to single out an individual

location 

“if the location of an individual is specified 
hourly, and with a spatial resolution equal 
to that given by the carrier’s antennas, 
four spatio-temporal points are enough 
to uniquely identify 95% of the 
individuals.”     [15 montsh, 1.5M people]
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1) is it still possible to single out an individual

location 

web browser 

“It was found that 87% (216 million of 248 
million) of the population in the United 

States had reported characteristics that 
likely made them unique based only on 

{5-digit ZIP, gender, date of birth}”

Let's take one example: Anonymity



2)  Link two records within a dataset (or datasets)
take two graphs representing social 

networks and map the nodes to each 
other based on the graph structure alone

—no usernames, no nothing
Netflix Prize, Kaggle contest

social graphs

Let's take one example: Anonymity



2)  Link two records within a dataset (or datasets)

Let's take one example: Anonymity



2)  Link two records within a dataset (or datasets)

Let's take one example: Anonymity



“Anti-surveillance PETs” technical goals
privacy properties: Anonymity
3)  infer information about an individual 

“Based on GPS tracks from, we identify 
the latitude and longitude of their homes. 
From these locations, we used a free Web 
service to do a reverse “white pages” 
lookup, which takes a latitude and 
longitude coordinate as input and gives 
an address and name.  [172 individuals]”



3)  infer information about an individual 

“We investigate the subtle cues to user 
identity that may be exploited in attacks 
on the privacy of users in web search 
query logs. We study the application of 
simple classifiers to map a sequence of 
queries into the gender, age, and location 
of the user issuing the queries.”

Let's take one example: Anonymity



Let's take one example: Anonymity

Data anonymization is a weak privacy mechanism
Impossible to sanitize without severely damaging usefulness

Removing PII is not enough! - Any aspect could lead to re-identification

Wishful thinking! 
this cannot happen in general!

Art. 29 WP’s opinion :

Risk of de-anonymization? Probabilistic Analysis

Pr[identity  action | observation ]→



Privacy evaluation is a Probabilistic analysis
systematic reasoning to evaluate a mechanism

Anonymity - Pr[identity  action | observation ]→

Unlinkability - Pr[action A  action B | observation ]↔

 Obfuscation - Pr[real action  | observed noisy action ]
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1) Analytical mechanism inversion

Given the description of the system, develop the 
mathematical expressions that effectively invert the 
system:

“Inversion”? what do you mean?



Take aways

PART I:
Reasoning about Privacy when 

designing systems

PART II:
Evaluating Privacy in Privacy-

Preserving systems

Explicit privacy engineering activities
privacy evaluation

Realizing Privacy by design is non-trivial



thanks!
Any questions?

carmela.troncoso@imdea.org
https://software.imdea.org/~carmela.troncoso/

(these slides will be there soon)

http://www.slidescarnival.com/
https://software.imdea.org/~carmela.troncoso/

