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Two case studies: 

➢ anonymous e-petitions: no identity attached to petitions

» privacy-preserving road tolling: no fine grained data sent to server

but , it’s not “data” that is minimized (in the system as a whole)

➢ kept in user devices 

➢ sent encrypted to a server (only client has the key)

➢ distributed over multiple servers: only the user, or colluding servers, can recover the data  

Engineering Privacy by Design 1.0 

“data minimization” is a bad metaphor!!!“data minimization” is a bad metaphor!!!“data minimization” is a bad metaphor!!!

The Key is “data minimization”

 Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design.Computers, Privacy & Data Protection. 2011



Unpacking “Data Minimization”:
Privacy by Design Strategies

Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design Reloaded.  Amsterdam Privacy Conference. 2015
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Case study: Electronic Toll Pricing

Commission Decision of 6 October 2009 on the definition of the European Electronic Toll Service and its technical elements
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32009D0750

Motivation: European Electronic Toll Service (EETS)
Toll collection on European Roads trough On Board Equipment
Two approaches: Satellite Technology / DSRC



Starting assumptions
1) Well defined functionality

Charge depending on driving
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Trust Service to keep 
privacy of location data 
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Privacy ENABLING Technologies 
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Data needed for the purpose

The PbD approach
 

Maintain service integrity

Data I will finally collect
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Pseudonymity: pseudonymous as ID (personal data!)

Anonymity : decoupling identity and action

Unlinkability : hiding link between actions
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Plausible deniability : not possible to prove a link between identity and action

We need technical objectives – PRIVACY GOALS

“obfuscation”: not possible to recover a real item from a noisy item
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Anonymity : decoupling identity and action

Unlinkability : hiding link between actions

Unobservability : hiding the very existence of actions

Plausible deniability : not possible to prove a link between identity and action

We need technical objectives – PRIVACY GOALS

Why is it so difficult to Quantify them?

“obfuscation”: not possible to recover a real item from a noisy item



Let's take one example: Anonymity

Art. 29 WP’s opinion on anonymization techniques: 

3 criteria to decide a dataset is non-anonymous (pseudonymous): 

1) is it still possible to single out an individual

2) is it still possible to link two records within a dataset (or between two datasets)

3) can information be inferred concerning an individual? 

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf
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1) is it still possible to single out an individual

location 

web browser 

“It was found that 87% (216 million of 248 
million) of the population in the United 

States had reported characteristics that 
likely made them unique based only on 

{5-digit ZIP, gender, date of birth}”

Let's take one example: Anonymity



2)  Link two records within a dataset (or datasets)
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networks and map the nodes to each 
other based on the graph structure alone

—no usernames, no nothing
Netflix Prize, Kaggle contest
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take two graphs representing social 
networks and map the nodes to each 

other based on the graph structure alone
—no usernames, no nothing

Netflix Prize, Kaggle contest

Technique to automate graph de-
anonymization based on machine learning. 

Does not need to know the algorithm!

social graphs

Let's take one example: Anonymity
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“Anti-surveillance PETs” technical goals
privacy properties: Anonymity
3)  infer information about an individual 

“Based on GPS tracks from, we identify 
the latitude and longitude of their homes. 
From these locations, we used a free Web 
service to do a reverse “white pages” 
lookup, which takes a latitude and 
longitude coordinate as input and gives 
an address and name.  [172 individuals]”



3)  infer information about an individual 

“We investigate the subtle cues to user 
identity that may be exploited in attacks 
on the privacy of users in web search 
query logs. We study the application of 
simple classifiers to map a sequence of 
queries into the gender, age, and location 
of the user issuing the queries.”

Let's take one example: Anonymity
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Data anonymization is a weak privacy mechanism
Only to be used when other protections are also applied.

 (contractual, organizational)

Impossible to sanitize without severely damaging usefulness

Removing PII is not enough! - Any aspect could lead to re-identification

Magical thinking! 
this cannot happen in general!

Risk of de-anonymization? Probabilistic Analysis

Pr[identity  action | observation ]→
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thanks!
Any questions?

More about privacy: 
https://www.petsymposium.org/

http://www.degruyter.com/view/j/popets

http://www.slidescarnival.com/
https://www.petsymposium.org/
https://software.imdea.org/~carmela.troncoso/

