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Abstract. Hyperproperties are properties over sets of traces (or runs)
of a system, as opposed to properties of just one trace. They were in-
troduced in 2010 and have been much studied since, in particular via an
extension of the temporal logic LTL called HyperLTL. Most verification
efforts for HyperLTL are restricted to finite-state systems, usually de-
fined as Kripke structures. In this paper we study hyperproperties for an
important class of infinite-state systems. We consider population proto-
cols, a popular distributed computing model in which arbitrarily many
identical finite-state agents interact in pairs. Population protocols are a
good candidate for studying hyperproperties because the main decidable
verification problem, well-specification, is a hyperproperty. We first show
that even for simple (monadic) formulas, HyperLTL verification for popu-
lation protocols is undecidable. We then turn our attention to immediate
observation population protocols, a simpler and well-studied subclass of
population protocols. We show that verification of monadic HyperLTL
formulas without the next operator is decidable in 2-EXPSPACE, but
that all extensions make the problem undecidable.

1 Introduction

Hyperproperties are properties that allow to relate multiple traces (also called
runs) of a system simultaneously [12]. They generalize regular run properties to
properties of sets of runs, and formalize a wide range of important properties
such as information-flow security policies like noninterference [30,36] and obser-
vational determinism [48], consistency models in concurrent computing [10], and
robustness models in cyber-physical systems [47,9].

HyperLTL [11] was introduced as an extension of LTL (linear temporal logic)
with quantification over runs which can then be related across time. HyperLTL
enjoys a decidable model-checking problem for finite-state systems, expressed
as Kripke structures. Other logics for hyperproperties were later introduced,
like HyperCTL* [27], HyperQPTL [40,13], and HyperPDL-A [31] which extend
CTL*, QPTL [44], and PDL [28] respectively. These logics also enjoy decidable
model-checking problems for finite-state systems.
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Most algorithmic verification results for verifying hyperproperties of tempo-
ral logics are restricted to finite-state systems. In the case of software verification,
which is inherently infinite-state, the analysis of hyperproperties [7,26,43,45,46]
has been limited to the class of k-safety properties — which only allow to estab-
lish the absence of a bad interaction between any k runs — and do not extend
to a temporal logic for hyperproperties. A notable exception is [7], but the logic
used (OHyperLTL) is a simple asynchronous logic for hyperproperties and it
requires restrictions on the underlying theories of the data used in the program.

In this paper we focus on the verification of HyperLTL for an important
class of infinite-state systems. We consider population protocols (PP) [2], an ex-
tensively studied (see e.g. [1,18,19]) model of distributed computation in which
anonymous finite-state agents interact pairwise to change their states, following
a common protocol. In a well-specified PP, the agents compute a predicate: the
input is the initial configuration of the agents’ states, and the agents interact in
pairs to eventually reach a consensus opinion corresponding to the evaluation of
the predicate (for any number of agents). Interactions are selected at random,
which is modelled by considering only fair runs. LTL verification has been inves-
tigated for PPs in [20]. The authors consider LTL over actions, where formulas
are evaluated over fair runs. They show that it is decidable, given a PP and an
LTL formula, to check if all fair runs from initial configurations of the protocol
verify the formula. Another related work on LTL verification for infinite-state
systems is [29], where the authors consider stuttering-invariant LTL verification
over shared-memory pushdown systems.

We consider PPs because, though they are infinite-state, they enjoy sev-
eral decidable problems. In particular, the central verification problem checking
whether a protocol is well-specified is decidable [21] and has a hyperproperty
“favor”. A PP is well-specified if for every initial configuration -y, every fair
run starting in 7, stabilizes to the same opinion. A run stabilizes to an opin-
ion b € {0,1} if from some position onwards it visits no configuration with an
agent whose opinion differs from b. With Z the set of initial configurations and
FRuns(y) the set of fair runs starting in 7, well-specification can be expressed
as:

V70 € Z, FRuns(v0) = Vp1.¥p2. Ve (0,13 (FG(p1 sees b) AFG(p2 sees b))

where “p sees b’ means that the run takes a transition that puts agents into
states with opinion b. Then FG(p; sees b) ensures that p; converges to b. The
formula above is a proper relational hyperproperty and cannot be expressed in
LTL because it requires to quantify over two traces p; and py or quantify within
the scope of an outer conjunction.

We show that for the general PP model, HyperLTL verification is already un-
decidable for simple (monadic) formulas which can be decomposed into formulas
referring to only one run each (Section 3). We turn our attention to immediate
observation population protocols (IOPP), a subclass of PP [3]. We show that Hy-
perLTL verification over IOPP is a problem decidable in 2-EXPSPACE when
the formula is monadic and does not use the temporal operator X (the formula
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is then stuttering-invariant). This result delineates the decidability frontier for
verification in PP: non-monadic or non-stuttering-invariant HyperLTL verifica-
tion over IOPP is undecidable (Section 4). The decidability result for HyperLTL
verification of IOPP is the most technical result of the paper. In particular, the
technical results of Section 5 reason on the flow of agents in runs of an IOPP
in conjunction with reading the transitions in a Rabin automaton. Note that if
one fixed the initial configuration (focusing on non-global model checking) the
verification of monadic HyperLTL\X can be performed by a Boolean combina-~
tion of LTL verification problems. However, monadic HyperLTL\X is strictly
more expressive than LTL even for the non-global case (including properties like
termination-sensitive non-interference [41]).

2 Preliminaries

A finite multiset over a finite set S is a mapping p: S — IN such that for each
s € 5, u(s) denotes the number of occurrences of element s in p. Given a set S,
M(S) denotes the set of finite multisets over S. Given s € S, we denote by § the
multiset g such that u(s) =1 and p(s’) =0 for all s’ # s. Given u, ' € M(S),
the multiset p + p' is defined by (p + p')(s) = u(s) + p/(s) for all s € S. We let
w < p' when p(s) < p/(s) forall s € S. When p/ < p, we let p—p” be the multiset
such that (pu — p')(s) = p(s) — p'(s) for all s € S. We call |u| = > g pu(s) the
size of p. A set S C M(S) is Presburger if it can be written as a formula in
Presburger arithmetic, i.e., in FO(IN, +).

A strongly connected component (SCC) in a graph is a non-empty maximal
set of mutually reachable vertices. A SCC is bottom if no path leaves it.

2.1 Population Protocols

A population protocol (PP) is a tuple P = (@, A, I) where @ is a finite set of
states, A C Q% x Q? is a set of transitions and I C (Q is the set of initial states.
A transition t = ((q1,qQ),(Q3,Q4)) € A is denoted (¢1,¢2) iN (g3,q4). We let
|P| := |Q]+| 4| denote the size of P. A configuration of P is a multiset over Q). We
denote by I' := {p € M(Q) | || > 2} the set of configurations; configurations
must have at least 2 agents. We note Z := {y € I' | Vq ¢ I,~v(q) = 0} the set of
initial configurations. Given v,+" € I and (q1, q2) 5N (g3,q4) € A, there is a step
v 5o iy > G+ and v = y—Gi — G +G3+di. A transition (q1,¢2) = (g3, 1)
is activated at v if v > ¢1 + ¢3, i.e., if there is an agent in ¢; and an agent in ¢
(or two agents in ¢q; if ¢1 = g2). Henceforth, we assume that for every ¢, ¢2 € Q,
there exist g3, q4 € @Q such that (q1,¢2) — (¢3,94) € A, so that there is always
an activated transition. This can be done by adding self-loops (g1, ¢2) — (¢1,g2)-

A finite run is a sequence 7g,to,V1,---,tk—1,7k Where -y; Ly ~i41 for all
i < k—1; we say t; is fired at v;. We write v - ~/ if there exists a finite run
from v to 7/, and we say 7 is reachable from 7. Given S C I', let post*(S) be the
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set of configurations reachable from S, i.e., post*(S) := {y | 3y € S.7" 5 ~}.
Similarly, let pre*(S) :={y |3y € S.v = v'}.

An infinite run is an infinite sequence p = 7o, to, V1, t1,... with ; b, Yit1
for all # € IN. A configuration ~y is visited in p when there is ¢ such that v; = ~; it
is wvisited infinitely often when there are infinitely many such 4. Similarly, t € A
is fired infinitely often in p where there are infinitely many ¢ such that ¢; = ¢.
A finite run g, 4,1, th_1,7Y, appears infinitely often in p when there are
infinitely many ¢ such that v;1; = v} for all j € [0,k] and t;1; = ¢, for all
Jj €10,k —1]. Also, p is strongly fair when, for every finite run p’, by letting |
the first configuration in p’, if () is visited infinitely often in p then p’ appears
infinitely often in p. Given a configuration =g, the set of strongly fair runs from
7o is denoted FRuns(vp). Note that this notion of fairness differs from the one
usually used for PPs. We will discuss this choice in Section 2.4.

2.2 LTL and HyperLTL

Linear temporal logic [39] (LTL) extends propositional logic with modalities
to relate different positions in a run, allowing to define temporal properties of
systems. HyperLTL [11] is an extension of LTL for hyperproperties, with explicit
quantification over runs. We here define LTL and HyperLTL for population
protocols. Let P = (Q, A, I) be a PP. Our atomic propositions are the transitions
of the run(s); we discuss this choice at the end of this section.

LTL. The syntax of LTL over P is:
<p:::t|<p\/gp|—|<p|Xg0|ch<p where t € A .

The operators X (next) and U (until) are the temporal modalities. We use the
usual additional operators: true =t V —t, false = —true, o A @ = =(=p V =),
Fo = trueld p and Gp = —~F-¢. The size || of an LTL formula ¢ is the number of
(temporal and Boolean) operators of ¢. The semantics of LTL is defined over runs
in the usual way (e.g., [4]) over A¥. An infinite run p = 7, to, 71, t1, - . - Satisfies
an LTL formula ¢, denoted p = ¢, when w = ¢ where w = tgtita - € A¥. A
configuration v satisfies an LTL formula ¢, denoted 7 = ¢, when p = ¢ for all
p € FRuns(7), i.e., when all strongly fair runs starting from ~ satisfy .

HyperLTL. The syntax of HyperLTL over P is:

Yu=3py | Vo | @ pu=t, | Ve | mp | X | oUe

where t € A and p is a run variable. Note that ¢ is an LTL formula with, as
atomic propositions, the transitions of the run variables. A HyperLTL formula v
must additionally be well-formed: all appearing variables are quantified and no
variable is quantified twice. The size |1)| of an HyperLTL formula ¢) is the number
of (temporal and Boolean) operators and quantifiers of ¢. HyperLTL formulas
are interpreted over strongly fair runs starting from a configuration as follows:
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a configuration ~ satisfies a HyperLTL formula v, denoted v |= 1, whenever
FRuns() [= 9. See the appendix for a formal definition of the semantics. Notice
that, given a configuration v and an LTL formula ¢, v | ¢ if and only if
v = Vp.p, where ¢, is equal to ¢ where ¢ is replaced by t, for all t € A.

Example 1. Suppose that A = {s,t}. Let ¢ := Vp1.3p2.FG((5,, Atp, )V (tp, ASp,))-
Given v € I', we have that v |= ¢ if and only if, for every strongly fair run
p1 € FRuns(y) from ~, there is a strongly fair run ps € FRuns(v) from v such
that, always after some point, p; fires s whenever ps fires ¢ and vice versa.

A HyperLTL formula v : Q1p1 ... Qrpk-¢ is monadic if ¢ has a decomposition
as a Boolean combination of temporal formulas @1, ..., ¢,, each of which refer
to exactly one run variable. We assume that a monadic formula is always given
by its decomposition, i.e., by giving ¢1 to ¢, and the Boolean combination.

Verification Problems. Given a PP P = (Q, A, I) and an LTL formula ¢ (resp.
a HyperLTL formula v), we denote P =¥ ¢ when 7y = ¢ (resp. 4o = 1) for all
70 € Z. Dually, we let P =7 ¢ (resp. P =7 ¢) when there is 79 € Z such that
Yo = ¢ (resp. o = ).

The LTL verification problem for population protocols consists on determin-
ing, given P and an LTL formula ¢, whether P |=" ¢, i.e., whether all strongly
fair runs from all initial configurations satisfy . We also consider a variant prob-
lem, the ewistential LTL verification problem, that asks whether P =7 ¢, i.e.,
whether there is an initial configuration from which all strongly fair runs satisfy
. Given a HyperLTL formula v, the HyperLTL verification problem for popu-
lation protocols consists on determining whether P |=" 1; again, the existential
variant consists in asking whether P == 1.

Ezample 2. A PP P = (Q, A, I) equipped with an opinion function O: Q —
{0, 1} is well-specified if for every g € Z, every run in FRuns(vp) eventually visits
only configurations where either all agents are in states O~1(0) or all agents are
in states O~1(1). Let Ay be the set of transitions (q1, g2) — (¢3,q4) € A such that
O(q3) = O(q4) = b. Well-specification of P = (Q, A, I) with opinion function O
corresponds to the HyperLLTL verification problem over a monadic formula:

P " Vo1, pa. Vie(o.13F6(Viea, tor) ANFG(Viea, ton) -

LTL over transitions and LTL over states. Our LTL formulas are over transi-
tions, i.e., their atomic propositions are the transitions of the run. In [20, Theo-
rems 9 and 10], the LTL verification problem defined above is proven to be decid-
able, although as hard as reachability for Petri nets and therefore Ackermann-
complete [35,14]. The authors of [20] also show that LTL over states, where
the atomic predicates indicate whether or not a state is currently visited by an
agent, is undecidable. A slight difference between their model and ours is that
their initial configurations are given by a Presburger set; however, their undecid-
ability proof, which relies on 2-counter machines, can easily be translated to our
setting. In the rest of the paper we consider only (Hyper)LTL over transitions.

Proposition 3. The LTL over states verification problem for PP is undecidable.
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2.3 Rabin Automata and LTL

Let ¥ be a finite set. The set of finite words (resp. infinite words) over X' is
denoted X* (resp. X¥). A deterministic Rabin automaton over X is a tuple
A = (L, T, €y, W), where L is a finite set of states, {y € L is the initial state,
T: LxX — L is the transition function and W C 2£ x 2£ is a finite set of Rabin
pairs. An infinite word w € X% is accepted if there exists (F,G) € W such that
the run of A reading w visits F finitely often and G infinitely often.

Theorem 4 ([23]). Given X a finite set and ¢ an LTL formula over X, one
can compute, in time doubly-exponential in |¢|, a deterministic Rabin automaton
Ay, over X, of doubly-exponential size, that recognizes (the language of) .

2.4 Why Strong Fairness?

Usually, fairness in population protocols is either of the form “all configura-
tions reachable infinitely often are reached infinitely often” [3,21], or “all steps
possible infinitely often are taken infinitely often” [20]. Our notion of fairness,
dubbed strong fairness, is more restrictive. A sanity check is that a (reasonable)
stochastic scheduler yields a strongly fair run with probability 1. This alone
does not justify using a new notion of fairness different from the literature and
in particular from the prior work on LTL verification [20]. The authors motivate
their choice of fairness by claiming that there is a fair run satisfying an LTL for-
mula ¢ if and only if, under a stochastic scheduler, ¢ is satisfied with non-zero
probability [20, Proposition 7]. However, we show that this claim is incorrect.
The intuition is that a (not strongly) fair run may exhibit infinite regular
patterns. Consider three configurations 71, 2,3 and three transitions a, b, ¢ such

that v1 = 72, 72 KN Y1, 71 — 73 and 73 4, 71, and these are the only steps
possible from each of the configurations. Consider ¢ = —=F(a A (Xb) A (X2a) A
(X3b)), which expresses that the sequence of transitions abab does not appear.
Under a stochastic scheduler, ¢ is satisfied with probability 0 from ~;. However,
the run which repeats sequence abed satisfies ¢, and it is fair. This proves that [20,
Proposition 7] does not hold; we explain the mistake in detail in the appendix.

The run from this counterexample is not strongly fair. We show that strong
fairness does in fact allow the desired equivalence with stochastic schedulers.
As in [20], fix a stochastic scheduler, assumed to be memoryless and guarantee-
ing non-zero probability for every activated transition; Pr[y |= ¢] denotes the
probability that a run from ~ satisfies (.

Proposition 5. Given an LTL formula ¢ and vy € I', Pr[yo E ] = 1 if and
only if, for all p € FRuns(vg), p E .

Proof (sketch). Let A, = (L,T,4y,V) be a Rabin automaton that recognizes
¢ (see Theorem 4). Like in the proof of [20, Proposition 7], we consider a Petri
net obtained by combining P and A,. We reason on the bottom SCCs of the
configuration graph of this Petri net. An SCC is winning where there is (F,G) €
W such that S has some configuration with Rabin state in G but none with Rabin
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state in F. By [20, Proposition 6], we have Pr[yg = ¢] = 1 iff all bottom SCC
S reachable from (vp, o) are winning. We show that strong fairness guarantees
that a run (1) always reaches a bottom SCC and (2) visits all the configurations
of this bottom SCC infinitely often. The proofs of the two statements are similar;
we explain here the proof of (2). Configurations of the Petri net are of the form
(7, ) with v a configuration of P and ¢ € L. Consider (v,¢) in a bottom SCC
and t € A activated from ~. Since strong fairness is only related to P, it does
not guarantee that ¢ is eventually fired from (v, ¢). We circumvent this difficulty
by constructing a sequence of transitions o that, when fired from any (v,¢') in
the SCC, makes us go through (v, ¢) and fire t. Strong fairness ensures o is fired
from some (7, ¢'), which proves the result. O

This therefore justifies our choice to consider strong fairness for LTL verifi-
cation. In particular, all results from [20] hold if strong fairness is considered in-
stead of the usual fairness. An alternative to strong fairness for (non-Hyper)LTL
verification would be to work directly with a stochastic scheduler. However, Hy-
perLTL requires quantification over a subset of the set of runs; we make the
choice to consider, for this subset, the set of strongly fair runs.

3 Undecidability of HyperLTL

One can show that verification of HyperLLTL over transitions is undecidable for
PP, using a proof with counter machines similar to the one for undecidability of
LTL over states [20]. Intuitively, HyperLTL can be used to express whether a
transition is activated at some point in the run, and hence encode zero-tests®. We
show an even stronger undecidability result: verification of monadic HyperLTL
formulas over two runs using only FG as temporal operator is undecidable.

Theorem 6. Verification of monadic HyperLTL for PP is undecidable. If fact,
it is already undecidable for formulas of the form:

Vpi.3p2. ~(GFa,,) vV (GFb,,) where a,be A .

This verification problem asks whether, for all vy € Z, for all p; € FRuns(vo),
there is po € FRuns(vg) such that if p; fires a infinitely often then po fires b
infinitely often. We first observe that the V-3 sequence of quantifiers is reminis-
cent of inclusion problems. Since the population protocol model is close to Petri
nets, it is natural to look for undecidable inclusion-like problems for that model.
Indeed, undecidability was shown multiple times [5,32] for the problem asking
whether the set of reachable markings of a Petri net is included in the set of
reachable marking of another Petri net with equally many places. We call this
problem the reachability set inclusion problem. Our attempts at reducing the
reachability set inclusion problem to the above problem faced a major obstacle:
Petri nets allow the creation/destruction of tokens while in PPs the number of
agents remains the same. We sidestepped this obstacle by looking at a particular

3 See the proof of Theorem 11 for an illustration of this.
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proof of undecidability for the reachability set inclusion problem which leverages
Hilbert’s Tenth Problem (shown to be undecidable by Matijasevic in the sev-
enties). We thus obtain a reduction from Hilbert’s Tenth Problem to the above
problem for PPs. Our reduction uses PPs to “compute” the value of polynomials
while keeping the number of agents constant during the computation.

The detailed proof is given in the appendix and we only provide here the
statement of the variant of Hilbert’s Tenth Problem used in the reduction.

Proposition 7 ([32]). The following problem is undecidable:
Input: two polynomials P1(x1,..., %), Pa(X1, ..., %) with natural coefficients
Question: Does it hold that, for allxy, ..., %, € N, P1(x1,...,%) < Pa(xq,...,%.)?

4 Verification of HyperLTL for IOPP

Section 3 showed that verification of HyperLTL in PPs is undecidable, even when
the formulas are monadic and have a simple shape. We thus turn to a subclass
of PPs called immediate observation population protocols (IOPP) [3] that has
been studied extensively (see e.g. [24,33,8,6]).

4.1 Immediate Observation PP and Preliminary Results

Definition 8. An immediate observation population protocol (IOPP) is a pop-
ulation protocol where all transitions are of the form (q1,q2) — (g3,42)-

We denote a transition (q1,q2) — (g3, q2) as ¢1 —» ¢s. Intuitively, when two
agents interact, one remains in its state, as if it was observed by the other agent.

The IOPP model tends to be simpler to verify than standard PP [24], no-
tably because it enjoys a convenient monotonicity property: whenever an agent
observes an agent in g3 and goes from ¢; to g2, another agent in ¢; may do the
same “for free”. This property is however broken by the X operator of LTL. In
fact, under LTL, IOPP has similar power to regular PP. Indeed, consider a PP
transition ¢ : (g1,92) — (¢3,4q4). One may split this transition into immediate
observation transitions t1 : ¢1 2, q3 and to : qo KEN q4. Using an LTL formula
with the X operator, one can enforce that, whenever t¢; is fired, to must be fired
directly after.

We start by establishing that verification of LTL for IOPP is as hard as its
counterpart for PP:

Proposition 9. Verification of LTL for IOPP is Ackermann-complete.

Remark 10. The fragment of LTL with no X operator is equivalent to stutter-
invariant LTL [38,25]. Let ¢ be an LTL\X formula ¢, let t1,ts,... € A and
ki, ks,... > 1. This means that we have tlfl t’;z ... Eeifandonlyift; ta ... E .

Below, we consider the fragment LTL\X as done in prior work [29] in which
the systems under study feature monotonicity due to non-atomic writes: stuttering-
invariance is a natural choice for systems with monotonicity properties. We show
that, even then, verification of HyperLTL\X formulas for IOPP is undecidable.
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Theorem 11. Verification of HyperLTL\X is undecidable for IOPP.

Proof (sketch). We proceed by reducing from the halting problem for 2-counter
machines with zero-tests, an undecidable problem [37]. A 2-counter machine
consists in two counters c¢1,co and a list of instructions ly,...,[,, halt. An in-
struction /; can increment a counter, decrement a counter, or test whether a
counter’s value is zero. Given a 2-counter machine M, we build an IOPP P,
with the goal of simulating executions of M faithfully using runs of P. We
introduce gadgets to simulate the instructions; to ensure that the gadgets are
used correctly we add bad transitions which are activated when the simula-
tion “cheats”. A bad transition is activated in a run p if there exists another
run which takes all the same transitions as p until it takes a bad transition b:
Ya(p) = 30 - (Vicato Nty ) U (Ve bpr), where B is the set of bad transitions.
We define the HyperLTL\X formula ¢ = Vp.—(F halt,) V¢5(p). Then P ¥ ¢ if
and only if M does not halt, and we are done. O

However, we will show that the monadic HyperLTL\X case is decidable and
in 2-EXPSPACE.

4.2 Product Systems

Our approach consists, as in the proof of Proposition 5, to define product systems
that combine the IOPP with a Rabin automaton recognizing an LTL formula.
We will then characterize the set of configurations of the IOPP that satisfy the
formula using reachability sets of the product system.

Definition 12. A product system is a pair PS = (P, A) where:
- P=(Q,A,I) is an IOPP,
- A= (L,T,0, W) is a deterministic Rabin automaton over A.

We refer to the part with the Rabin automaton as the control part. There are
two distinct notions of size for a product system: the protocol size |PS|prot 1= |Q|
and the control size |PS|cont := |L£|. The reason for this distinction is that the
control size is typically exponential in the size of the LTL formulas, so that keep-
ing track of the two sizes separately will later improve our complexity analysis.

Semantics of Product Systems. A configuration of PS is an element of C :=
M(Q) x L. Moreover, we let Co := {(7,%) | ¥ € Z} be the set of initial configu-
rations of the product system. In product systems, unlike in the proof of Proposi-
tion 5, the semantics in the PP is modified to match the monotonicity properties
of the system. More precisely, we rely on accelerated semantics for the IOPP: in
P, there is an accelerated step from + to +' with transition ¢ € A when there is

k
k > 1 such that v RaN ~'. Given two configurations ¢ = (v,£),c¢ = (v/,¢) € C

and transition t € A, we let ¢ L5 ¢ when there is k > 1 such that v i> ~"in P
and A(¢,t) = ¢'. A step in the product system corresponds to an accelerated step
in P whose transition is read by .A. Note that there is no communication from
the control part to the IOPP. In product systems, runs and operators pre*(-),
post*(-) are defined as expected.
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4.3 Satisfiability as a Reachability Problem

We fix P an IOPP, ¢ an LTL\X formula, A = (£, T, ¢y, W) a deterministic Rabin
automaton recognizing ¢ obtained using Theorem 4, and we let PS = (P, A).
Recall that, in P, there is an accelerated step from v to v/ using t when there

are k > 1 and t € A such that v AN ~'. A (finite) accelerated run is a sequence
Y05 t1,Y1, - - - st such that, for all i € [1,m], there is an accelerated step from
~Yi—1 to 7; using t;. We similarly define infinite accelerated runs. We extend the
notion of strong fairness: an infinite accelerated run « is strongly fair when, for
every finite accelerated run o/, if the first configuration of o’ is visited infinitely
often in « then o’ appears infinitely often in a. A run p of PS can be projected
onto P to obtain an accelerated run of P, denoted pr(p); p is called protocol-
fair when the accelerated run pr(p) is strongly fair. Given an accelerated run
o = Y,t1,7,t2,..., we let a = ¢ when t1t2... = ¢. An accelerated infinite
run o = g, t1,71,t2,... is an acceleration of an infinite run p when there are
ki,k2,... > 1 such that p is of the form 707t]1€17’717t]2€2,’72, e

Lemma 13. Given a strongly fair accelerated run o, there is a strongly fair run
p such that « is an acceleration of p. Conversely, given a strongly fair run p,
there is a strongly fair acceleration a of p.

Proof (sketch). Given a strongly fair accelerated run «, we build p by choosing,
for each accelerated step, the minimal number of repetitions of the transition.
Any finite run p’ available infinitely often in p can be seen as an accelerated
finite run o'; it is easy to prove that o’ is available infinitely often in «, and
thus appears infinitely often in . By minimality of the number of repetitions, p’
appears infinitely often in p, so that p is strongly fair. For the other implication,
let p be a strongly fair run of P; we build an acceleration of p using randomiza-
tion. To do so, we iteratively pick at random m € IN and we group the next m
transitions if possible; if not, we leave the next transition without accelerating
it. Assuming that the probability distribution for m gives non-zero probability
for all integers, the obtained run is strongly fair with probability 1. O

For L C L, we write Cr, := I'x L C C; also, for S C C, we write S := C\S. We
define [3p. ¢] := {y € I' | 3p € FRuns(%), p = ¢} the set of configurations v of P
such that there exists a strongly fair run from v satisfying formula . Similarly,
we define [Vp. ] := {y € I' | Vp € FRuns(v), p |E ¢} = I'\ [3p. ~¢] the set of
configurations v of P such that all strongly fair runs from v satisfy formula ¢;
in other words, the set of configurations of P satisfying ¢. We characterize these
sets using the product system.

Theorem 14. A configuration v of P is in [3p. ] if and only if (v,4o) is in
Syy = pre* (U(F,G)ewpre*((/’p) N pre*(pre*(Cg)))

Proof. Let v € I'. By Lemma 13 and Remark 10, v € [3p. ] if and only if
there is a strongly fair accelerated run « from « such that « = ¢. Let G denote
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the graph whose vertices are the configurations of the product system reachable

from (v, ) and where there is an edge from ¢ to ¢/ whenever ¢ L ¢ for some
t € A. We claim that there is a strongly fair accelerated run « from 7 such that
a = ¢ if and only if there is a bottom SCC S of G reachable from (v, ¢) that is
winning, i.e., such that there is (F, G) € W for which SNCq # 0 but SNCr = 0.

The arguments are the same as in the proof of Proposition 5, but with acceler-
ated semantics in P. If we have such an SCC S, it is easy to build a protocol-fair
run p of PS that goes to S and visits all configurations in S infinitely often. We
let o := pr(p); a is strongly fair and, because S is winning, « = . Suppose now
that we have a strongly fair accelerated run « such that a = . Let p be the run
of PS such that pr(p) = «; p is protocol-fair. Let S be the SCC visited infinitely
often in p; S is bottom and p visits infinitely often all configurations in S. Indeed,
the same arguments as in the proof of Proposition 5 apply, except that we rely
on strong fairness of the accelerated run, which makes no difference since strong
fairness is defined the same for accelerated and non-accelerated runs.

It remains to prove that there is a winning bottom SCC S reachable from
(7, 4o) if and only if (vy,4p) € Syy. Suppose first that there is such an SCC S;
let ¢ € S and let (F,G) € W such that SNCq # 0 and SN Cr = 0. We have
(7, £o) € pre*(c). Since S is bottom and S NCr = (), we have post*(c) NCp = 0
and so ¢ € pre*(Cr). We also have S = post*(S), and because S N Cq # 0, we

have post*(S) C pre*(Cg); therefore SNpre*(pre*(Cg)) = 0. This proves that ¢ €
pre* (Cr)Npre* (pre* (Cq)); therefore (v, £y) € Syy. Suppose now that (v, 4y) € Syy.
Let (F,G) € W, ¢ € post*((7, £)) such that ¢ € pre*(Cp) Npre*(pre*(Cq)). Let S
be an SCC reachable from c. We claim that S is winning. Because S C post*(c),
we have S NCp = 0. Also, if we had SN Cqg # (0 then any configuration cg € S

would be in pre*(Cg), so that ¢ would be in pre*(pre*(Cg)), a contradiction. [

4.4 K-blind Sets

Observe that P =7 ¢ is false if and only if there exists an initial configuration
of P in the set [Ip. ~¢]. We show, using the characterization of Theorem 14,
that set [Ip. =] is “nice” in the following sense: if it is non-empty, then it
contains a configuration with a bounded number of agents for a doubly expo-
nential bound B(p,P). Checking P =" ¢ is then achieved by exploring the
finite reachability graph of the product system for configurations with less than
B(p, P) agents. Moreover, we will show that the set of configurations satisfying
a monadic HyperLTL\X formula can be decomposed into a Boolean combination
of sets of the form [3p. ], for ¢ an LTL\X formula. This will allow us to check
P |=7 1 by repeated applications of the exploration procedure described above.
We start by formalizing our “nice” sets.

Let K € IN. A set S C I' of configurations of P is K-blind when, for all v € I"
and ¢ € @ such that v(¢) > K, v € S if and only if v+ ¢ € S. Similarly, a set
S C C of configurations of PS is K-blind when, for all (y,£) € C and g € @Q such
that v(q) > K, (v,¢) € S if and only if (y+ ¢, ¢) € S.
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Ezample 15. The set Z is 1-blind, because v € T if and only if v(¢q) is non-zero
when g € I and zero otherwise. For the same reason, the set Cy C C defined
above is 1-blind. Also, for all L C L, the set Cr, is 0-blind.

Lemma 16. Let §; a Ki-blind set and Sy a Ko-blind sﬁof PS. Then 81 Sy
is a max(K7y, K)-blind set for x € {U,N}. Additionally, Sy is a K1-blind set.

The previous result states that K-blind sets are closed under Boolean opera-
tions. Next, we find that K-blind sets are closed under reachability if we enlarge
K.

Theorem 17. Let S be a K'-blind set of PS. Then post*(S) and pre*(S) are
2
K -blind sets for K := |Q|? max(K',2B) where B = |£|3'°" " 2(oe(Q"+2)+1)|Q*

This theorem crucially relies on the immediate observation assumption, its
proof is technical and presented in Section 5. Note that K is doubly-exponential
in |@| but polynomial in |£| and in K’, so that this bound is doubly-exponential
in || if we let A = A, using Theorem 4. Let us apply this result to [Ip. ¢]:

Lemma 18. Set [Jp. ¢] is K-blind with K doubly-exponential in |P| and |p|.

Proof. By Theorem 14 we find that [3p. ¢] x {€o} = Sy. The sets Cr and Cq
are 0-blind for each pair (F, G) € W. The result follows by iterative applications
of Theorem 17 and Lemma 16. O

4.5 LTL and HyperLTL Verification

We now apply the results from the previous sections to the verification of LTL\X
and verification of monadic HyperLTL\X for IOPP; we prove that both problems
are decidable and in 2-EXPSPACE. For LTL\X, Lemma 18 shows that we only
need to check emptiness of a K-blind set for K bounded doubly-exponentially.

Theorem 19. Verification of LTL\X for IOPP is in 2-EXPSPACE, and the

same is true for its existential variant.

Proof. By Savitch’s Theorem, we can present a non-deterministic procedure. Let
¢ be an LTL\X formula, and P an IOPP. We construct A, using Theorem 4;
for this, we pay a doubly-exponential cost in ||, which is the most costly part
of the procedure. We work in the product system PS := (P, A,).

Observe that P |7 ¢ if and only if Z N [3p.~¢] = 0, so that it suf-
fices to consider the existential variant. We therefore want to decide whether
[Bp-©] NZ # 0. The set Z is 1-blind; by Lemma 18 and Lemma 16, Z N [3p. ¢]
is K-blind for K doubly-exponential in the size of P and in the size of .

Hence, Z N [3p. ¢] # 0 if and only if it contains -y such that yo(q) < K for
all ¢ € Q. We guess such a configuration ~y. We can write 7 in binary, and thus
in exponential space. Checking if ¢ € Z is immediate. By Theorem 14, we can
check if 7o € [Jp. ¢] by checking whether, in the product system PS = (P, A,),

(10, £0) € Sw = U cye pre” (pre*(Cr) 11 pre (pre* (Cer)))-
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We guess a Rabin pair (F,G) € W. We only need to consider configurations
in Cy, == {(v,¢0) € C | |7] = |vl|}. Given a set S C C whose membership
can be checked in 2-EXPSPACE for configurations in C,,, checking whether a
configuration ¢ € C,, is in pre*(S) can also be done in 2-EXPSPACE: guess a
run starting at ¢, step by step. After each step, check if the current configuration
c is in 8. We only remember the previous configuration and the current one;
checking the step can be done in 2-EXPSPACE because we have constructed A,
and because, in the protocol, a step corresponds to simple arithmetic operations.
For each H € {F,G}, checking whether a configuration ¢ € C,, is in Cy is
easy. Therefore, checking whether ¢ € C,, is in pre*(Cy) can be done in 2-
EXPSPACE. By iterating this technique and treating Boolean operations in a

natural manner, we check whether (g, ¢y) € pre*(pre*(Cr)Npre*(pre*(Cg))). O

Let 9 be a HyperLTL formula over A, we write [¢] :=={y € ' | v E¢¥}. We
show that [¢] can be written as a Boolean combination of sets of the form [3p. ]
with ¢ an LTL formula. Set [¢/] is then K-blind, for K doubly-exponential, as
a Boolean combination of K-blind sets.

Lemma 20. Let ¥ = Q1p1....Qkpk- be a monadic HyperLTL\X formula. Set
[#] is K-blind for K doubly-exponential in |P| and |¢|.

Proof. We show K-blindness where K is the bound obtained when applying
Lemma 18 on P and on a formula of size linear in |p|. Hence, the bound does
not depend on the number of quantifiers of ¥). We proceed by induction on the
number of quantifiers k£ > 1. The base case k = 1 is proved by Lemma 18. Let
k > 2; suppose that the result holds for any monadic HyperLTL formula with
k — 1 quantifiers. Let ¢ = Q1p1.Q2p2.- . . . Qrpk-¢ with ¢ described as a Boolean
combination of ¢; to ¢,, each referring to a single run variable. Note that
[4] = I'\[neg(¥)], where neg(v) is the formula obtained from ¢ by transforming
V quantifiers into 3 and vice versa, and by replacing the inner formula ¢ by —¢.
Therefore, we may assume that @, = 3.

Suppose w.l.o.g. that @1 to ¢, are the formulas that refer to p;. For every
valuation v : [1,m] — {true, false}, let Ev, := A", vi(p) < v(i); note that
Ev, (p) only has run variable p. Let ¢[v] denote the formula ¢ simplified assuming
that, for all ¢ € [1,m], ¢; has truth value v(¢). Note that p; does not appear in
o[v]. Let ¢, := Q2p2 ... Qrpi.[V]. Let v € I'; v € [Ip1. Ev,] is equivalent to
the existence of p; € FRuns(y) such that, for all ¢ € [1,m], p1 | p; iff v(4) is true.
In words, v € [3p1. Ev,] whenever there is p; € FRuns(y) that yields valuation
v. Also, 1, corresponds to v simplified under the assumption that run variable
p1 yields valuation v; run variable p; does not appear in 1, and 1, does not
need quantifier Q1. We deduce that [¢] = U,.1 i (true, assey [Fo1- Evo] N [10 ]

For every v, ¥, only has k — 1 quantifiers; by induction hypothesis, [¢,] is
K-blind. This also holds for [Jp;.Ev,] because Ev, has size at most linear in
|]. Thanks to Lemma 16, we obtain that [¢] is K-blind. O

We can now extend Theorem 19 to monadic HyperLTL\X.
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Theorem 21. Verification of monadic HyperLTI\X for immediate observation
population protocols is in 2-EXPSPACE.

Proof. Again, we present a non-deterministic procedure. Let ¢ be a HyperLTL\X
formula; as in the proof of Theorem 19, we may consider the existential case only,
where one asks whether [¢] N Z # (). By Lemma 20 and Lemma 16, [¢] NZ is
K-blind for some doubly-exponential K, so that [¢] N Z # @ if and only if
there is v € [¢] NZ N I'¢x where I'cx = {v | Vg, v(¢) < K}. We guess
such a v € I'cx. We can write 7 in binary, and thus in exponential space. It
is easy to check that v € Z. Let v = Q1p1.... Qxpr-p with ¢ described as a
Boolean combination of (1 to ¢,, each referring to a single run variable. For
each j € [1,k], let ¢; be the number of ¢; that refer to run variable p;. From
the proof of Lemma 20, we can compute a simple expression for [¢] in the form
of a Boolean combination of elementary sets of the form [Ip. ¢']. Moreover,
with a straightforward induction, this simple expression is composed of at most
O(2%1+ ) elementary sets, because the union over the possible valuations has
24 disjuncts during induction step j; also, each elementary set formula has size
linear in |p|. We compute, in exponential time, this simple expression. We check
if v € [¢] by evaluating membership of v in each elementary set with Theorem 19
using doubly-exponential space, and then evaluating the simple expression. [J

5 A Structural Bound in Product Systems

This section is devoted to proving Theorem 17. We rely on the theory of well-
quasi-orders (see, e.g., [16]). A quasi-order is a set equipped with a transitive and
symmetric relation. In a quasi-order (F, <), a set S C F is upward-closed (resp.
downward-closed) when, for all s € S, for all t € E, if s < ¢ then t € S (resp.
if t < s then s € S); also, 1S :={t € E | 3s € S,s <X t} is its upward-closure
and [S:={te€ E|3s e S,t = s} its downward-closure. A well-quasi-order is a
quasi-order (E, <) such that, for every infinite sequence (x;);cn of elements of E,
there is ¢ < j such that z; < z;. In a well-quasi-order (E, <), any upward-closed
set S has a finite set of minimal elements basis(S), and S = Tbasis(.5).

5.1 Transfer Flows

We fix a product system PS = (P, A) with P =: (Q, A, ) and A =: (L, T, £y, W).
We prove Theorem 17 using transfer flows, an abstraction representing the pos-
sibilities offered by sequences of transitions. Let Ny = IN U {#}; we extend
(N, <) to (N4, <) where # is incomparable with integers: for all z € Ny, x ~ #
iff & = # for ~ € {<, >}. We extend addition by # + z = z for all x € IN4.

Definition 22. A transfer flow is a triplet tf = (f,¢,¢') where f : Q*> — Ny
and 0,0 € L. We denote by F the set of all transfer flows.

Intuitively, (f, ¢, ¢) represents possible finite runs of PS, with f the transfer
of agents in P and ¢, ¢ the start and end states in A. Having f(q1,q2) = #
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represents the impossibility to send agents from ¢; to ¢o, while f(q1,42) = n
represents the need to send at least n agents from ¢; to g¢o; in this case, any
number in [n,4+o00[ can be sent. The values ¢, ¢ are called the control part of
tf, while the function f is called the agent part of tf. Given a transfer flow
tf = (f,0,0) € F, we define its weight by weight(tf) :== - f(¢.¢').

We define a partial order < on F as follows. For tf; = (f1,¢1,¢}) and tfy =
(fa,02,05), we let tf; < tfy when ¢ = {1, €y = ¢}, and, for all ¢,¢, fi1(q,¢') <
f2(q,¢"). In particular, this requires that, for all ¢,¢’, fi(q,q") = # if and only if
fa(q,q") = #. Tt is easy to see that (F, <) is a well-quasi-order. We highlight the
following rule of thumb: smaller transfer flows are more powerful. Indeed, when
tf1 < tfa, for ¢, ¢' such that fi(q,q'), f2(q,q') # #, f1(q,q') < f2(q,q'): tf1 allows
to send from ¢ to ¢’ any number of agents in [f1(q,q’), +oo[ while tfy allows to
send from ¢ to ¢’ any number of agents in [f2(q, ¢'), +oo[ C [f1(q,¢'), +o0[.

Definition 23. Given ¢1 = (y1,41),c2 = (y2,02) € C and tf = (f,4,0') € F, we

let ¢y <t—f> co when €1 =, by = ' and there is a step witness g : Q* — N such
that f(q.q') < 9(q.¢') for all q,q" € Q, 71(q) = 32, 9(q.¢') for all ¢ € Q and
Y2(q) =3, 9(d'q) for all g € Q.

f £/
Note that if ¢; A ca, then ¢; SN co for all tf’ < tf: again, smaller transfer
flows are more powerful. Intuitively, g corresponds to a transfer of agents in PS

.. tf . . .
concretizing ¢; < ¢o. We now build transfer flows corresponding to transitions
of PS. For each t = (q1,¢2) — (q1,q3) € A, we define the set F[t] C F that
contains all transfer flows (f, ¢, ¢") such that T'(¢,t) = ¢’ holds where T is the
transition function of the Rabin automaton and:

— if q1 # g2 or q1 # g3 then f(q1,q1) 2 1, f(g2,43) 2 1;

— if g1 = g2 = g3 then f(q1,q1) > 2

— for all ¢ # q1 such that (¢, q) # (q2,43), f(q,9) = 0;

— for all ¢ # ¢/ such that (¢,q) # (2, 43), f(a,q') = #-
That is, at least one agent is in ¢;, some agents are sent from ¢ to g3 and the
control part is changed according to t. The set F'[t] is upward-closed with respect
to =<: the number of agents going from ¢y to g3 can be arbitrarily large, which
corresponds to an accelerated step of P using transition ¢.

Lemma 24. Forallc,d €C,t€ A, ¢ L iff there is tf € F[t] s.t. c Mo

We define the product set tf; ® tfs C F of two transfer flows. This set is
meant to encode the possibilities given by using tf; followed by tfs. Let tf; =
(fl,él,gll),tfg = (fg,gg,gé) e F. If éll 7é lo, then we set tf; ® tfy = @ . Assume
now ¢} = ¢s. The set tf1 ® tfy contains all transfer flows of the form (h, ¢, ¢,)
for which there is a product witness H : Q> — N4 such that:

(prod.i) for all (q1,¢3), Zq2 H(q1,q2,43) = h(q1, 43);
(prod.ii) for all (q1,¢2), >, H(q1,q2,43) = fi(q1, a2);
(prod.iii) for all (g2,q3), >, H(q1,92,43) = f2(q2,q3).
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In particular, for all g1, g2, f1(q1,g2) = # if and only if, for all g3, H(q1, q2,q3) =
#. Similarly, f2(q2,g3) = # if and only if, for all g1, H(q1, ¢2,q3) = #. We extend
® to sets of transfer flows: for F\ ' CF, F @ " := Ue pipep tf @ tf'.

Lemma 25. Let tfy,tfs, tfs € F. We have the following properties:

(25.1) the set tf1 @ tfy is upward-closed with respect to =<;
(25.ii) for all tf] < tf; and tfy < tfy, tf) ® tfy C tf] @ tfy;
(25.ii1) ® is associative: (tf; @ tfy) ® tfg = tf] ® (tfe @ tf3);
(25.1v) for every tf € basis(tf; ® tf2), weight(tf) < weight(tf;) + weight(tfs).

Ezample 26. Consider Fig. 1. Let tf1=(f1,¢1,¢2) and tfo=(f2,¥s,¥3), with
f1(q1,42)=2, f2(q2,43)=3, f1(q, ¢9)=1f2(q, 9)=0 for all ¢, f2(qg2,¢1)=0 and all other
values equal to #. Let tf=(f, ¢1,¢3), with f(q1,q1)=1, f(q1,q3)=1, f(q2,q3)=2,
fla2,02)=f(a3,93) = f(q1,92)=f(q2,q1)=0 and f(q,q")=# for all other (q,q’).
We have tf € tf; ® tfy. Indeed, we have a product witness H defined by
H(q1,q2,01)=1, H(q1,q2,93)=1, H(q2,q2,q3)=2, H(q1,q2,92)=H(q2,q2,q1)
=H(q2,q2,92)=H(q3,43,93)=H(q1,q1,91)=0 and all other values equal to #.
In fact, tf is minimal for < in tf; ® tfs.

€ tfy ® tf,

gl z==--------- > q1 qQ--------- -3 N

g3 - ==-=-=--=--=---- 2 B -=-==-===== ->qs3

Fig. 1. Dashed arrows correspond to value 0, no arrow corresponds to #. The product
witness H is represented with colored arrows. We do not depict H when its value is 0.

Given a sequence t ...t of transitions, we let F[t...t;] := F[t1] ® Ft2] ®
...® F[tg]. For the empty sequence €, we define F[e] as the set of (f, £, ¢") where
=1, f(q,q) € N for all g and f(q,q") = # for all ¢ # ¢'. For all upward-closed
sets FF C F, we have F'® Fle] = Fe] ® F = F. Observe that, for every t; ...,
all transfer flows (f,¢,¢') € F[t;...tg] are such that f(q,q) € IN for all q.

Lemma 27. For all k > 0, for all ti,ta...,t;, € A, and for all ¢,c € C,
¢ Bothy o if and only if there exists tf € F[t1 ...ty such that ¢ Moo

Proof (sketch). The proof is by induction on k. The difficult case is k = 2: there
. tf . . tfy tfo .
exists tf € tf; ®tfy s.t. ¢ < c3 iff there exists ¢y € C s.t. ¢y — ¢o — c3. First,

f
if there is tf € tf; ® tfy for which ¢ BN c3 then we let H be a witness for tf €
tf; ®tfo, and we build the multiset po of co by o : g2 € Q — thqg H(q1,4q2,q3)-
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tf tf
Conversely, given ¢y € C such that ¢; % ¢p —> c3, let hy be a step witness for

f f
1 SAEN co and hoy for co SLEN c3; we build a product witness H : Q> — N such
that >0 H(q1,92,q3) = hi(q1,q2) and 3°, H(q1,92,93) = h2(g2,¢3), which is
possible because Y-, hi(q1,q2) = >, h2(g2,93) = pr2(ge)- O

Given T' C A*, we let F[T] := U, Flw]. For all k& > 0, we denote by
ASFE C A* the set of sequences of length at most k. Let m = |Q| and M = |L]|.
We prove Theorem 17 using the following theorem, which we prove in Section 5.3.

Theorem 28 (Structural theorem). LetB := (M+1)3m2+2'2(105(m2+2)+1)m2,
We have F[ASP] = F[A*] and elements of basis(F[A*]) have norm at most 2B.

5.2 Proof of Theorem 17

Again, we write m = |Q| and M = |£|. Let K’ > 0, K := m? max(K’,2B) and
S a K’-blind set. We prove that post*(S) is K-blind; the proof for pre*(S) is
similar. We start with the following observation.

Lemma 29. A configuration c is in post*(S) if and only if there are cs € S and
tf € F[A*] such that cs & ¢ and weight(tf) < 2B.

Proof. By Lemma 27, if we have such ¢s and tf then ¢ € post*(S). Conversely, if
c = (v,0) € post*(S), there are cs = (7s,ls) € S and w € A* such that 5 — 7.
By Lemma 27, there is tf = (f,{s,¢) € Flw] C F[A*] such that cs A ¢; by
Theorem 28 and Lemma (25.iv), one may assume that weight(tf) < 2B. O

Let ¢ = (v,¢) € C and ¢ € Q be such that y(¢q) > K; we show that (v,¢) €
post*(S) if and only if (y + ¢,¢) € post*(S). First, suppose that ¢ = (v,¢) €
post*(S). Let tf,cs = (vs,¢s) obtained thanks to Lemma 29. Let g : Q* — N,
be a step witness for cg Ko We have Zrng(r, q) = v(¢) = K. By the
pigeonhole principle, there is r such that g(r, ¢) > % > K’ therefore ys(r) > K'.
Let ¢’ be such that ¢'(q1,92) = g(q1,q2) for all (q1,q92) # (r,q) and ¢'(r,q) =
g(r,q) +1; ¢’ is a witness that (ys + 7, {s) SN (v 4+ ¢, £). Thanks to Lemma 27,
this proves that (ys + 7,€s) — (v + @, /). Because S is K’-blind, we conclude
that (v + ¢,¢) € post*(S). Conversely, suppose that (¢ + ¢, ¥¢) € post*(S). With
the same reasoning as above, we obtain cs = (vs,fs) € S,tf = (f,4s,£),g,7
such that g is a witness that cs <t—f> c. By the pigeonhole principle, there is r such
that g(r,q) > K'+ 1 and g(r,q) > 2B + 1 > f(r,q). Because S is K’-blind and
vs(r) = g(r,q) > K'4+1, we have (ys—7,ls) € S. Let ¢'(q1,q2) = 9(q1, g2) for all
(q1,q2) # (r,q) and ¢'(r,q) = g(r,q) — 1. Because g’ > f, ¢’ is a step witness that

(vs — 7, 4s) SiA (v, £). Thanks to Lemma 27, this proves that (v,£) € post*(S).
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5.3 Proving the Structural Theorem with Descending Chains

To prove Theorem 28, we use a result bounding the length of descending chains
in IN? from [34,42]. We recall the result and some definitions. Let d > 1. Given ¥/
of N% and i € [1,d], we denote by #/(i) its i-th component. Let <y be the order
over IN? such that @ < ¥ if and only if, for all i € [1,d], @(i) < ¥(). The obtained
(N4, <) is a well-quasi-order (Dickson’s lemma [17]). A descending chain is a
sequence Dy 2 Dy 2 Ds ... of sets Dy C IN? that are downward-closed for <.
Because (IN?, <) is a well-quasi-order, all descending chains have finite length,
i.e., are of the form Dy, ..., D, with £ € IN. To bound the length of descending
chains [34,42] we need the sequence to be controlled and w-monotone.

We extend IN to IN,, :== NU {w} with n < w for all n € N. Given ¢ € IN%, its
norm ||9]] is the largest ¥(7) that is not w. An ideal I is the downward-closure in
IN? of a vector 7 € N¢, d.e., I = [{o} NIN%; its norm ||| is ||7]|. A downward-
closed set D C IN¢ is canonically represented as a finite union of ideals; its norm
[|D]| is the maximum of the norms of its ideals. Given N > 0 and a descending
chain (Dy), we call (Dy) N-controlled when, for all k, ||Dg|| < (k4 1)N. In
a descending chain (Dy), an ideal I is proper at step k if I is in the canonical
representation of Dy but §Z Dy.11. The sequence (Dy) is w-monotone if, when
an ideal Iy represented by some vector vjy1 is proper at step k+ 1, there is I,
that is proper at step k and that is represented by @, such that, for all i € [1,d],
if Uk41(4) = w then 0 (7)) = w.

Theorem 30 ([42]). Let d,n > 0. Every descending chain (Dy) of N? that is
n-controlled and w-monotone has length at most n3" (log(d)+1)

We now use this bound to prove Theorem 28. Recall that we write m = |Q)|
and M = |£|. Let d := m? +2 and N := M2 .2™" = |£2 x 297|. We fix two
arbitrary bijective mappings 6 : £2 x 2Q° — [, N] and index : Q2 — [1,m?).
We map transfer flows to sets of elements of N¢ with x : F — N Let tf =
(f,0,0') € Fand S :={(q,q) | f(q,q¢') = #}. A vector 7 € N? is in x(tf) when:

— for all (q,q’) such that f(q,q') # #, v(index(q,¢')) = f(q,q);

— ¥(m?+1)=0(¢,0,9);

—d(m?+2)=N+1-60(,1,8).
Note that there is no restriction to #(i) when the corresponding pair (¢,q’) =
index ™' (4) is such that f(q,q’) = #. Also, if 7 € x(tf) and @ € x(tf’) are such
that ¥ <« 4, then @(m? 4+ 1) = #(m? + 1) and @(m? + 2) = ¥(m? + 2), so that
tf and tf’ have the same states of £ and the same # components. For tf # tf’,
we have x(tf), x(tf") # 0 but x(tf) N x(tf') = 0, a property that we call strong
injectivity of x. The vectors of INY N y(F) are exactly those whose last two
components are strictly positive and sum to N + 1. We build a decreasing chain
(Dy) such that Dy N x(F) = x(F \ F[ASF]).

Let Vj denote the set of vectors @ such that either (7(m? + 1), v(m? + 2)) =
(N +1,0) or (#(m?+1),5(m?+2)) = (0, N + 1). For technical reasons (related
to w-monotonicity), we will enforce that Dy N Vy = @ for every k. Note that
Vo N x(F) = 0: vectors in Vj have no relevance in terms of transfer flows. For all
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k>0, let Uy := T (F[ASF]) U V), and let Dy = IN¢\ Uy; (Dy,) is a decreasing
chain because all Dj, are downward-closed and F[ASF] C F[ASF+ for all k.

Lemma 31. For all k, Up.Nx(F) = x(F[AS*]) and DyNx(F) = x(F\F[ASF)).

Note that if Dy 1 = Dy then, by Lemma 31, x(F[AS**1]) = x(F[AS*]) and,
by injectivity of x, F[AS¥+1] = F[ASF]. This means that if Dy, = Dy then
F[AS*] is stable under product by F[t] for all ¢, hence that F[A*] = F[ASF].
Let L be the smallest k € IN such that Dy # Dy_1; it exists because (N9, <) is
a well-quasi-order. To prove Theorem 28, we want L < N 3 (log(d)+1) Ty apply
Theorem 30, we need to prove that (Dg) is (N + 1)-controlled and w-monotone.

Transfer flows in basis(F[A]) have weight bounded by 2. Let tf € basis(F[ASF]),
there are ¢ < k and ty, ..., ty € basis(F[A]) such that tf € t1 ®...®t,. A straight-
forward induction using (25.ii) proves that weight(tf) < 2¢ < 2k. This proves that
minimal elements of F[ASF] have weight bounded by 2k. In turn, this bounds
the norm of minimal elements of Uy by max(N + 1, 2k). Because Dy = IN¢\ Uy,
this last bound applies to the norm of Dy.

Lemma 32. (Dy) is (N + 1)-controlled and w-monotone.

We apply Theorem 30 on (Dy,) to prove that (D) and (Uy) stabilize at index

at most (N +1)3"(ee(d+1) ¢ (M—f—1)3MQ+2'Q(I‘Dg("’?“)"’1)m2 = B, so that F[A*] =
F[ASPB]. By above, transfer flows in basis(F[AS*]) have weight bounded by k,
therefore transfer flows of basis(F[A*]) = basis(F[ASE]) have weight at most
2B. This concludes the proof of Theorem 28.

6 Conclusion

When compared to the NEXPTIME result for LTL\X verification of shared-
memory systems with pushdown machines [29], our 2-EXPSPACE LTL result
may seem weak. However, their techniques are quite specific, while ours are
generic, enabling us to go from LTL to monadic HyperLTL with little extra work.
Additionally, we believe transfer flows, K-blind sets and the results thereof apply
to other problems and systems, such as reconfigurable broadcast networks [15] or
asynchronous shared-memory systems [22], which enjoy a similar monotonicity
property to IOPP.

Most problems considered in this paper are undecidable; this was to be ex-
pected for infinite-state systems. However, our decidability result (Theorem 21)
sheds light on a decidable fragment, suggesting that further research on verifi-
cation of hyperproperties for infinite-state systems should be pursued.
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