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Abstract. Scan detection and suppression methods are an importansifaa
preventing the disclosure of network information to atersk However, despite
the importance of limiting the information obtained by thtaeker, and the wide
availability of such scan detection methods, there has begnlittle research
on evasive scan techniques, which can potentially be usedthgkers to avoid
detection. In this paper, we first present a novel classifinaif scan detection
methods based on their amnesty policy, since attackersad@nadvantage of
such policies to evade detection. Then we propose two nogtica to measure
the resources that an attacker needs to complete a scarutithing detected.
Next, we introducez-Scan, a novel evasive scan technique that uses distributed
scanning, and show that it is extremely effective agains/Téhe of the state-of-
the-art scan detection methods. Finally, we investigassipte countermeasures
including hybrid scan detection methods and informatiairig techniques. We
provide theoretical analysis, as well as simulation resuit quantitatively mea-
sure the effectiveness of the evasive scan techniques amdtimtermeasures.
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1 Introduction

Network scans have become a common and useful means forbéclkdtain informa-
tion on a specific network, such as detecting active hostpartd in service [3] or as a
tool for reconnaissance before attacking the vulnerabdshin an effort to detect and
prevent these scan activities, various scan detectionadsthave been proposed [11,
12,15, 16,19-23]. Thesean detection methods have been widely deployed, often in
combination withscan suppression methods that try to limit the information obtained
by the attacker. Typically, the output of the scan deteati@thod becomes one input to
the scan suppression method. For example, the scan detewtibod may output the IP
address of a remote host performing a scan on the local nietiben, the suppression
method takes care of blocking any further traffic from thatrads.

However, despite the importance of limiting the informatiobtained by the at-
tacker, and the wide availability of scan detection methtitse has been very little re-
search on thevasive scan techniquesthat can potentially be used by attackers to avoid
detection. Moreover, the metaphor for security co-evohti‘'security arms race”, is
also true for this case as attackers develop new evasivetschniques to elude scan



detection methods. Multiple techniques have been devdltgrethis purpose such as
dumb scan [1], distributed scan, and several stealthy port scan igales [2]. In particu-
lar, distributed scans have recently become cheap to pedae to the wide availability
of botnets, and current state-of-the art scan detectiohadstsuch as TRW [12] were
not designed for such a threat. Thus, it is imperative toyaeatvasive scan techniques
and explore countermeasures against them.

In this paper, we make the following contributions:

Classify scan detection methods according to their amnestyolicy: Scan detec-
tion methods assign anomaly scores to a host’s activitieghA score will only ever
increase, they use an amnesty policy to lessen scores iraigeaé normal activities.
These amnesty policies usually constitute a vector foriegasan techniques and thus
need to be properly studied. We present a novel classifitftioscan detection meth-
ods based on their amnesty poliBpsitive-Reward-based andimeout-based methods.
Such a classification allows us to abstract the essence ¢ #ean detection methods
and facilitates the analysis of evasive scan techniquaastggach family.

Propose two new evaluation metrics:Scan detection methods have been mostly eval-
uated with respect to their accuracy and detection delayplpose using two addi-
tional metrics to incorporate the notion of how many resesrthe attacker needs to
complete the scan, in the presence of that scan detectidrothetnd yet remain unde-
tected. That s, how easy it is to obtain the information @leiWading that scan detection
method. The metrics are: 1) the time that it takes for an kétato complete the scan
of a network and 2) the number of IP addresses that the attaekels to complete the
scan. In both cases we assume the presence of the scanateteethod, and that the
attacker wishes to remain undetected.

Introduce z-Scan, a new evasive scan techniquéie introducez-Scan, a new eva-
sive distributed scan technique against Positive-Rewastkd methods. In particular,
we show z-Scan to be effective against Threshold Random YW&k\V), which has
been shown to be one of the most effective scan detectionatieih terms of speed
and accuracy. Our z-Scan technique is extremely effectpaénat TRW; it can scan
without being detected, a given address space protectbd®iV, using a small num-
ber of source addresses. The number of source addressasndeddologarithmically
with respect to the size of the address space.

Propose a hybrid solution to z-Scan: We propose using a hybrid scan detection
method that combines Positive-Reward-based and Timeamséebdetection to defend
against evasive scan techniques. Through our analysisewemstrate that Positive-
Reward-based detection methods and Timeout-based deteatithods are synergistic
and when combined, can be much more effective at defendiampstgevasive scan
techniques.

Analyze information-hiding as a solution to z-Scan: We explore information-hiding

techniques as another type of countermeasure againsvewrsin techniques. These
information-hiding techniques, rather than trying to détnd block scans, try to hide
the true information about the network, and hence reduaetility of the scans. Through



theoretical analysis and simulation results, we show tifatination-hiding based coun-
termeasures are promising against evasive scan technigyesticular, in the case of
TRW, this can completely render z-Scan ineffective.

The rest of the paper is organized as follows. In Section 2classify scan de-
tection methods according to their amnesty policy and dioe the metrics we use
to evaluate them. In Section 3 we introduce and analyze n;®ta new evasive scan
technique. Then, in Section 4, we propose a hybrid scan titatemethod to counter
z-Scan, and provide theoretical analysis and evaluatisultseon its effectiveness. In
Section 5, we analyze the effectiveness of other countesunes against z-Scan based
on information-hiding techniques. Finally, we discussatedl work in Section 6 and
conclude in Section 7.

2 Classification of Scan Detection Methods & Evaluation Metics

In this section, first we introduce a novel classificationazrsdetection methods based
on their amnesty policy, and then we propose new metricscrabe used to evaluate
the effectiveness of a scan detection method when facedewdisive scan techniques.

2.1 Classification of Scan Detection Methods

There has been ample research on scan detection methoti§ [19-21, 23]. However,
all these methods are based on one common principle: if thenadated score for a
host's activities exceeds a certain threshold value, tis¢iseonsidered a scanner. As
this accumulated score will only ever increase and evelgthiathe threshold, detection
methods usually provide policies to lessen the scores irdse of normal activities,
which we callamnesty policies.

Such policies are important, because attackers try to deafthsly and amnesty
policies, if exploited maliciously, can provide a way forattacker to make its behavior
look normal. As such, amnesty policies are a likely vectoreieasive scan techniques
and we need to understand how these policies work and howctrele exploited. As
a first step, we propose a novel classification of scan deteatiethods based on their
amnesty policy, which yields three categorigly: Positive-Reward-based methods{2)
Timeout-based methods; an3) No-Amnesty methods.

Positive-Reward-based MethodsPositive-Reward-based methods lessen the accumu-
lated anomaly score upon the occurrence of normal evenksasisuccessful connec-
tion attempts or connections to highly visited hosts. ThoédsRandom Walk (TRW) [12]
and its variants [21, 23] as well as Leckie et al.'s probabtdiapproach [15] fall into
this category.

TRW uses a random walk to decide whether a new connectigatadtby a host is
benign or malicious. We explain it in detail in Section 3 bhimsly put, it keeps a ratio
for each host and in the case of a successful connectiordtaytthat host, multiplies



its ratio by a value less than 1, making the ratio farther fi@iixed threshold (and
vice versa in the case of failed connection attempt). Leekad. assign anomaly scores
to probes, based on the access probability for each targéehd thus connections to
highly visited hosts are considered normal.

Timeout-based Methods Timeout-based methods assign a lifetime to each event. The
lifetime is decreased periodically (i.e. events age) amthis/expire when their lifetime

is expired. Thus, the amnesty policy is based on expirati@vents. Events that have
expired are no longer used to compute the anomaly score ¢brtesst. These methods
can be again categorized into two groups according to thethaus for assigning a
lifetime to each event:

— Uniform lifetime (Block Scan Detection)
The methods in this class count the number of events (or stlhe@nomaly scores
for all events) contained in a fixed time window and check iheeshold is ex-
ceeded. Snort [20] counts the total number of connectieamgits, while Kato et
al. [13] consider only failed connection attempts. Basulé&t approach [8] uses
neural networks to assess the score for each event and aesparsum of scores,
during a fixed time window, with the threshold.

— Lifetime proportional to how anomalous the event is conside
The Spice engine [22] grants each packet a lifetime propuatito its anomaly
score! to impede evasion attacks usidgayed scan techniques.

No Amnesty Methods There are a few traditional scan detection methods thattdon
provide any way to reduce the anomaly score of a host such @s[B8] However,

as this accumulated score will only ever increase and eaéwnthit the threshold (or
several thresholds in the case of Bro), these scan deteottimods are prone to false
positives as any host, given enough time, will eventuall§iégged as a scanner.

2.2 Evaluation Metrics for Scan Detection Methods

Evaluation metrics are needed to measure the effectivariassan detection methods.
Although previous work has used different metrics to evaube effectiveness of a
scan detection method, these metrics have been targetezhatinng the false positive
rate, false negative rate and detection delay of the scactitet method.

In this work we propose two additional metrics that allow aisrteasure the effec-
tiveness of a scan detection method under a specific scamdeehused by an attacker.
The idea behind these metrics is that the more resourcetétoier needs to complete

! The Spice engine uses Bayes network to build up a profile fdr saurce address.

2 Here we refer to the classical scan detection method in lsearBro also has an option to
employ the TRW algorithm for enhanced scan detection andstaiso recently introduced
methods to evict state [10].



the scan in the presence of that detection method, the mffi@utliit is to evade the
scan detection method under that scan technique.

Time to complete the scan:The first metric we propose is the time that it takes for an
attacker to complete the scan of a network in the present®eaidan detection method,
using a specific scan technique. Note that this is differemhfmeasuring detection
delay, since we are interested in how long it takedlierattacker to complete the scan
of a certain address space without being detected, rataetbw long it takes for the
scan detection method to detect an attacker.

Clearly, due to the frequent changes in the address spage asany network (e.qg.
dynamic IP assignments, laptops, hosts being replacex tle¢clonger it takes for an
attacker to complete the scan, the less truthful the infion@athered at the beginning
of the scan is compared to the current state. Also, the tgpmabinformation gathered
by the attacker, can have a lifetime after which it becomesdess. For example after
the public announcement of a vulnerability, an attackethilige interested in promptly
locating all vulnerable hosts in a protected network to tnicompromise them. The
time window for the attacker to perform the scan and the falg attack is the time
needed by the system administrator to identify the vulnérgtdownload a patch (if
available) and install it on all vulnerable hosts.

Number of addresses needed to complete the scaifhe second metric is the number
of IP addresses that the attacker needs to complete therstam presence of the scan
detection method, using a specific scan technique. For deafop a Timeout-based
method, given the attacker has no time constrains, thekattagill need a single IP
address to complete the scan, as it just needs to use a searelatv the lowest de-
tected by the method. We call the evasive scan techniqueobfry at a rate below the
minimum detected by a methoddelayed scan.

But when the attacker has a time constraint, it needs to aser¢he number of
addresses performing the scan in parallel, if it wants toplete the scan satisfying
the time constraint while remaining undetected. For a ResReward-based method,
given an attacker, which randomly probes addresses inihettaetwork using a single
source address, the detection method will eventually flagattdress as a scanner. If
the network employs scan suppression, blocking any fugihases from that address,
then the attacker needs to use another address to contitrutheiscan, thus requiring
multiple IP addresses to send scans from.

To summarize, given an IP address space to scan, we cantevidle&ffectiveness
of a scan detection method against a specific scan techmigitee amount of resources
needed by the attacker to complete the scan while remaimidgtacted. For this, we
use a tupléa, T'), wherea denotes the number of source addresses needed to complete
the scan and’ is the time needed for the attacker to complete the scan.

3 z-Scan: Evasion Attacks against TRW

Positive-Reward-based methods lessen the accumulateadsnscores for a scanner
upon the occurrence of benign events. Thus, they providgepartunity to the intelli-



N the size of address space to scan (number of active hosttivie IP addresses)
a: the number of active IP addresses in the address space
Ps: the fraction of active hosts.e., &
«: the number of source IP addresses for the attack to scamtine @ddress space
Hy: the hypothesis that the source is a benign user
H,: the hypothesis that the source is a scanner
A(Y): the likelihood ratio for TRW
0o the probability that a connection attempt succeeds giverypothesisi,
60, : the probability that a connection attempt succeeds giverypothesigi;
m: the upper threshold of the likelihood ratit{Y")

which if crossed, flags the source as a scanner
n: the number of probes that attackers can perform beforelmotked
n;: the number of probes which the attacker can perform before

being blocked at-th round
s;: the estimated number of accumulated active known hostthatound
t: threshold of Block Scan Detection methog,, the number of

failed connection attempts within the time window.
(3: the fraction of correct scan result
w: the size of the time window in Block Scan Detection methaodi¢ne ticks)
T time constraint within which scan should complete
r: probing rate (the number of probes per time tick)

Table 1. Notation

gent attacker for evading detection if it is able to repkoatt forge the existence of such
benign events. In this section we propose new evasive schnitpies to evade detec-
tion by Positive-Reward-based methods that decrease tiraay score of a scanner
based on successful connections. We focus on TRW [12] asraseqative of this
family.

TRW is a well accepted scan detection method mainly useddi@cting horizontal
scans, where an attacker probes multiple protected hosiistéon information about
which hosts/services are available in the protected né&tvioran also be applied to de-
tect vertical scans, as well as detecting misbehaved husitiei the protected network.
In this paper, for simplicity, we focus on horizontal scaBanilar techniques can be
applied to other cases.

We first shownaive scan as a straw-man case, and then describe a more sophisti-
cated evasive scan technique which we gdtan, that is very effective against TRW.
For both techniques we analytically compute the values,othe number of IP ad-
dresses that the attacker needs to complete the scan. Tslbevs the notation used in
the analysis.

3.1 Naive Scan against TRW

Naive scan A determined attacker who wants to complete the scan of aankhand
controls a set of IP addresses, can perform what weneale scan. A naive scan is a
distributed scan. In its most basic form the scan is perfdrsaguentially. The attacker



selects one of the addresses it controls and starts scaheitayget network. Assuming
that the target network uses scan suppression, after $@velees the address will be
flagged as a scanner and further probes will be blocked. Apthiat the attacker selects
a different scanner address and commands it to scan a nevf agtliesses, not yet
scanned, until it gets blocked again. The process continngkthe complete target
address space has been scanned.

Note that an attacker that wants to optimize the naive sedher than use its ad-
dresses sequentially, can make them scan in parallel. Ttwesethe attacker to reduce
the time employed to complete the scan. Here, the attackitedi the target address
space into disjoint subsets of addresses and assigns dmneigoset to a different scan-
ner address under its control. The scanner addresses pr@ibedrresponding subset
until being blocked and report back to the attacker any taagdresses that it could
not scan before being blocked, so they can be assigned bytéoker to a different
scanner, not yet blacklisted.

Analysis Here, we compute the number of distinct source IP addreaseseded to
scan an address space of sS¥addresses, when a naive scan techrigaesed against
TRW.

Let Hy be the hypothesis that the source of a connection attemptésign user;
and letH; be the hypothesis that it is a scanner. TRW defines an indicat@bleY;
that represents the outcome of the first connection atteropt & scanner to a target
host, whereY; = 0 if the connection attempt was successful afd= 1 if it failed.
Each connection attempt regardless of its success is aresids an event.

Then conditional on the hypothedig andH, the TRW framework defines:

PT[YVZ = OlHo] = 90 PT[YVZ = 1|H0] =1- 90
PT[K:0|H1]:91 PT[K:1|H1]:1—91

thatis, the parameteflg andf; represent the conditional probabilities of an event given
the hypothesi¢iy andH;.

TRW keeps a likelihood ratial (Y') for each source address that has generated an
event. For every successful connection the likelihoodratireduced by multiply-
ing it by 2—; and for each unsuccessful connection the likelihood iiatincreased by

multiplying it by % If the likelihood ratio for a scanner address exceeds the up
per threshold;;, the address is flagged as a scanner. The reader can ref@j fofa
detailed explanation of the framework and how to set the@atanl parameters.

We assume that scan suppression is used in addition to TRWasany probes
received from an address that has been determined by TRWatedsnner are dropped.

Letn be the total number of events generated by the scanner adtiraiss, the total
number of unique connection attempts to different targdteskes, let be the number
of unique connection attempts that were successful, and {ets be the number of

% In this case, we assume that the attacker selects a randget &ard sends a probing packet
without any evasion technique.



unique connection attempts that were unsuccessful. Threlikiflihood ratio for the
scanner address is:

- n PT[Y”Hl] - 6‘1 s 1—91
AY) = i:IPr[}ﬂHO]_(GO 1—6,

)" (1)

In order to be flagged as a scanner the likelihood ratio fodainess needs to exceed
the upper thresholg, thus meeting the following condition:

6,
o

1—-6;
1—46p

(72)°( )T =m 2

For simplicity, we assume that the active hosts are unifpdmdtributed across the
target address space and defifgo be the fraction of active hosts in the address space
having open the port that the attacker is using for the hateescan. Thens = nP;

and solving(§-)*(1=¢*)"~* < m for n we obtain:

logm
n < o — = 3)
Plog gt + (1 — Ps)log =~

Equation 3 shows an upper bound on the number of target asddrézat a scanner
address can probe before being detected.

For each scanner address used, the attacker is able to fraimmation about, new
addresses, before the address is blocked by the scan ssippresethod. Thus, in a
naive scan the number of source addresses needed by tHeattacomplete the scan
of the whole address space of si¥ewhich we denote by as stated in Section 2.2, is:

o>

=N o 4
log m (4)

N P, log Z—l + (1= Py)log }:z;
n

This result shows that the number of addresses that an atfarsing a naive scan
technique, needs to completely scan a target network isdemliby a function which
grows linearly with the size of the address space being smhnn

3.2 z-Scan against TRW

Section 3.1 introduced a basic attacker that performedahilised scan on a target net-
work. In this section we propose a more intelligent attackat takes advantage of the
positive rewards awarded by TRW for successful connectidhis attacker performs
what we callz-Scan.

A z-Scan is a distributed scan where the attacker uses eatshanfilable scanner
addresses to scan a subset of the target network. The ménedife with the naive



scan is that in a z-Scan the set of scanners controlled bytthekar collude, sharing
the addresses of previously-found active hosts.

A known limitation of TRW is that if the attacker knows a setaafive hosts in the
target network, it can evade detection by alternating agemgrobe with a probe to a
known active host, thus making the likelihood ratio ostdleithout reaching the upper
thresholdy; .

Assuming that the attacker has no information whatsoevautathe target network
at the beginning of the scan and that the target network ogam aises scan suppres-
sion, the attacker proceeds as follows. First, the attasdiects one of its scanner ad-
dresses and performs random probing until the address lesdoliocked. At that point,
it commands the host owning that address to pass the setv# hosts found to another
host which starts scanning alternating a known active hdktawandom probe till ex-
hausting the set of known active hosts. Once that set is sxéthe new host continues
with random probes until being blocked. The procedure igaggd until the complete
address space of the target network has been scanned. sbtledtattacker could also
split the target address space into smaller spaces andpezfScan in parallel on them
using multiple addresses.

We will refer to the sequence of scan probes from a scanneessltbefore it gets
blocked as aound. Intuitively, we can anticipate that the number of activetsgrobed
at each round will increase exponentially, thus boundimgvidlue ofa, the number of
IP addresses needed to scan an address space 6f dizgarithmically with respect to
N. This technique is hamed-Scan” because it zigzags its targets from known active
hosts to unknown hosts and vice versa.

Analysis In roundi, the attacker uses a scanner address to probe part of the targ
address space, using information gathered in all previouads. Letn; denote the
total number of probes to distinct target addresses peddrny the scanner address
in roundi, ands; denote the number of successful connections (or probesstiaat
target addresses performed by a scanner address in fo8imte we defined: to be

the number of addresses needed by z-Scan to complete thefstantarget network,
we know that € [1, «.

Note that the attacker begins probing with no known active$dhen the number
of probes the attacker can perform at the first roundefore being blocked, is given
by Equation 3:

logm

1< -
P, log Z—; +(1—=Ps)log }_z;

n

Thus, the number of active hosts found at the first rounds P,n;.

Since the attacker has yielded active host addresses, he can move to another
source address and repeat this process until being bloockddRWV. At this second
round, the attacker can empley known active hosts to alternate probing between the
known active host addresses and the unknown, making TRWatsdielow the thresh-
old, ;. However, after consuming all the known active addreskesattacker needs to



perform naive random probing. Therefore, we can find the motated number of ac-
tive addresses by the second rousid by solving the following two equations fas:

01 5 1 =01, s,
- S n S > 5
(GG 2 m (5)
sy =51+ (n2 — s1)Ps (6)
Therefore,
P log S—; P, logn
82:(1_131 % 1 (1- Pl 1—01)51+p1 L+ (1-P)log =
s10g - + ( s) log 1-6, s10g g + ( s) log =6,
. P log ZTIJ P logm
Since(1 — P 1og [T (1P log =01 ) and P 1og 1L+ (1= P.)log 101 are constants, we

can simplifyss by replacing them wittk andl respectively. Hence:

82:]{381—|—l

If the attacker repeats this process, the estimated nunfbecoomulated active
known hosts in thé-th round,s;, is:

S; = kSZ;l +l (7)

We can derive the single general form fgr

) l l
J— i—1 -y -
s;i =k (Sl+/€—1) 1 (8)

Letm; = n; — s;_1, wherem; denotes the number of new IP addresses probed in the
i-th round. We can compuie; asm; = k'~ 2(k — 1)(s1 + 145) -

By the last round, round, the total number of new IP addresses probed in all the
rounds should b&/. Thusa is the smallest value such that

2<i<a

and solving fory, we obtain:

o= {bgk <1+PS(N7_ZM)>—‘ +1 9)
51+m
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This result shows that the number of addresses needed tdeteiyscan a target
network using z-Scan, is bounded by a function which growsiithmically with the
size of the address space being scanned.

As an example, we assume an attacker uses z-Scan with tbwifudl parameters:
P, =0, =03,00 =0.99,n = Ii—fp’ = % wherePp and Pr are desired detection
probability and false positive probability as in [12]. Ifishattacker wants to scan a /8
network (i.e.2?* addresses), then it only needs to use 110 addresses to terige
scan versus 9.5 million when using a naive scan.

Figures 1 and 2 plot Equations 4 and 9 respectively using blogeaparameters.
Compare the logarithmic bound of z-Scan with the linear lbbahthe naive scan.
Clearly, an attacker that wants to avoid detection can takerstage of the positive
reward method of TRW to limit the amount of resources (i.eatldresses) needed to
complete the scan, which shows the vulnerability of TRW ®can.

4 Hybrid Detection Method and Evaluation

Section 3 has shown the vulnerability of Positive-Rewaadda detection methods to
distributed scans, where the attackers collude to create ewards for each other.

The other main type of scan detection methods shown in Se2tiare Timeout-
based methods. Itis well known that Timeout-based methesasily eluded by using
delayed probing, i.e., sending probing packets with endingd delay between them to
allow expiration of previous events, so the anomaly scoesdamt increase.

Positive-Reward-based methods based on successful cmmsgsuch as TRW, are
resilient against evasion attacks using delayed probiogekample Weaver et al. [23]
show a TRW variant that can detect attackers probing at danater than one probe per
minute. On the other hand, Timeout-based methods will nalbéed by z-Scan. We
propose then to combine both approaches to create a scarialet@ethod which is
highly resistant to known evasion techniques. We call it britydetection method.



In the remainder of this section, we present a simple exaofphe hybrid detection
methods using TRW and Block Scan Detection (BSD) and show thendetection
methods can complement each other. After a brief analysttetayed probing against
BSD, we provide numerical analysis on the robustness ofyhedhdetection method.

4.1 Delayed Scan against BSD

BSD methods usually work as follows. There are two pararaetetime window of
fixed lengthw and a threshold value BSD keeps a counter for the current number
of events for each remote IP address. Examples of usualsssnthe number of des-
tinations contacted or the number of unsuccessful cormectttempted. Every time
a new event occurs, the counter is incremented and compartbé threshold. If the
threshold has been exceeded an alarm is thrown. Each eveahtsge of length equal
to the value of the time window parameter. The age of an egesdtito zero when the
event is observed, and after the age has become larger théimghwindow, the event
is expired and the counter is decremented.

Timeout-based methods are easily eluded by using delaydiingy. In particular,
BSD methods can be eluded by sending probing packets withgéntime delay be-
tween them to escape a preset time window and never reachetbet phreshold.

When the attacker can determine the values of the windowlaredhold parame-
ters and is free of time limit, it is able to scan the whole &ddrspace using a single
IP address without being detected. However, when a constiggiven on timeT’,
the attacker should probe simultaneously using multiplec® I[P addresses to evade
detection by BSD.

Sincea source hosts should complete probiNgtarget addresses in the protected
network address space:

arlT > N (20)

wherer is a probing rate (the number of probes per time tick). In tholdithe num-
ber of events per time tick should not excelgpwherew is the size of the time window,
andt is the threshold for the number of events allowed in that wimdAssuming the
BSD method uses failed connection attempts as events (atg.&€ al [13]), then the
maximum probing rate,, . is:

t
1_Ps maxr —
(1~ P = -

If the BSD method uses any probe attempt as an event (e.g.[38PrthenP, = 0
in the above expression.

By settingr in Equation 10 to-,,4.:
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This result shows that using delayed scan, the minimum nuoflaeldresses that an
attacker needs to complete the scan, when subject to a tinséramt?’, grows linearly
with N.

Figure 4 plotsy as a function of the size of the address space of the scanthedrke
N for different values ofl". The window, threshold and fraction of active hosts are set
to: P = 0.3, ¢t = 10 probesw = 600 time ticks. As shown, delayed scan evades BSD
with only one source IP address when it has sufficient tifhe=(180, 000 time ticks);
but otherwisey is directly proportional to address space sie

4.2 Hybrid Detection Method

In our hybrid detection method we adopt a combination of TRW BSD. We show
that the hybrid detection method forces the attacker to use mddresses in order to
complete the scan when compared with the case where onlyfahe two methods
is deployed. In this hybrid method, we assume that TRW and B®bperating inde-
pendently in parallel, and a detected scan source will bekilb regardless of which
detection method detected it. Simply put, the attackeimh sfficiency is bounded by
the more effective of the two detection methods againsttiaelers’ strategy.

In the remainder of this section we show how the Hybrid d@aachethod performs
when faced with three different scan techniques: z-Scdaydd scan and a combina-
tion of both.

z-Scan against Hybrid detection When z-Scan is performed against BSD, assuming
that the time needed to send probing packets is relativellsampared to the time



window of BSD, we can suppose that all failed connectiomaptis will fall within the
window. Thus, the number of times the attacker will be blatkdat is, the number
of source addresses it needs, equals NQU=P:) “wheret is the threshold of failed

connection attempts within the time window of the BSD method

Delayed scan against Hybrid detectionConversely, if a delayed scan is performed
against TRW, is equal to that of performing a naive random scan against BRW
shown in Section 3 since TRW is agnostic to the time frame wihige probing events
occur. Thus, from Equation 4:

P.log g + (1 — P.)log 1=
log m
Since the Hybrid detection method uses both TRW and BSD iallggrthen:

Atryw =2

Pilog gt + (1 - Py)log =g+ 1— P, w )
T t

a = maz (Qrw, Apsd) = MaAT ( , —N
logm
Accordingly, the values af in both z-Scan and delayed scan are linearly bounded
by TRW and BSD. As Figures 3 and 4 show, the hybrid detectiothateforces both
z-Scan and delayed scan to use a number of addresses thegais With the size of
the address space. However, these results are dependeniliplenparameters for
configuring detection methods and network environment sis¢hw, 7', and Ps.

Combined scan against Hybrid detection The attackers can also combine the eva-
sion techniques to elude this hybrid detection method. We gisimple example of
combining delayed scan and z-Scan to evade the hybrid metibedied in this paper.
That is, the attacker can perform z-Scan with a low scan et®s®vade the threshold
value of BSD. In order to complete the scan of the addresesplegize N in time T,

the attacker needs to divide the address space into diffeubgpaces and simultane-
ously perform z-Scan on each subspace using multiple agiel the address space
is divided intoD subspaces of the same size, each subspace is c%siaad the active
host ratio in that subspace i&. Then, the number of source addresses)eeded to
scan one subspace using z-Scan is, from Equation 9:

PN —
o = log, <1+ M) +1 (11)

1+ =1

To evade BSD with the threshold valuetaind the window size af), the maximum
scan rate-; in thei-th round of z-Scan should satisfy:

S; t
1- Yy = —
(L=-2ri= o



In addition, since each z-Scan task on a subspace shouldiblefinwithin the
constraintl’, the sum of time consumed in each round of z-Scan should ted &xjar
less tharil".

S

LT (12)
Ti

o
=1

Finally, the total number of source addressesneeded in this combined scan is
Do. Since there can be multiple possible valuesofvhich meet constraint’, the
attacker can choose the minimum of the possibtevalues which satisfy equation 11
and 12. Therefore:

a =min{Do | o and D satisfy Equation 11 and }2 (13)

Through numerical iterations, we obtain the valuesxofvith respect toN. The
results indicate that the number of source addresses #ukattneeds in the combined
scan is proportional to the address space size N. So, astegpaten faced with a
hybrid detection method, the attacker would prefer the doatbscan, since it achieves
better performance than the individual z-Scan or delayed stethods.

Figure 5 shows how the combined scan performs in the face gbachdetection
method with varying values for the time constraihtClearly, the more constrained the
attacker is (i.e. smaller values ®Y) the larger the number of addresses it needs to use
to complete the scan in the given time.

Limitations Even though the hybrid approach provides higher effectigerin detect-
ing evasion attacks, it has some limitations. In terms of iatstrative efficiency, it
requires supporting two different scan detection methoda,new combined one. Re-
garding the detection efficiency, simply combining detattiesults could aggravate the
total false positive raté;e., the false positive rate of the hybrid method is additive.

5 Information-Hiding Countermeasures against Evasion
Techniques

In Section 4 we presented a hybrid detection method to thlaattt z-Scan and de-
layed scan. The presented hybrid method tries to thwartttheker’s evasion attack.
Another promising type of defense is rather than raisingoirefor the scan technique,
trying to hide the address space usage, thus reducing titg aftthe scan itself. In this
section, we explore one such countermeasure. Despiteritdisity, we show that the
effectiveness is promising in augmenting the current distieenethods to curb evasion
attacks.
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The methods we study iall-Positive Response (APR). APR is a technique that
gives false responses when receiving packets destinedassigmed IP addresses or
to closed ports on active hosts. The generated responsedyfadicate that a host
exists on that address and has the probed port open. Frortabkex’s point of view,
information obtained during the scan cannot distinguisicivhost is active and which
port is open since all of them appear active/open. In addittee APR method can be
easily implemented by applying virtual honeypot technglfigt, 17].

There are other such countermeasures that could potgttéfi against evasion us-
ing z-Scan, such as Antonatos et al.'s Network Address Spandomization (NASR) [7],
where hosts are forced to periodically change their IP add® We leave the study of
such other countermeasures for future work.

z-Scan against TRW with APR Since the z-Scan technique is highly dependent on the
set of known active hosts, say, we can show that its performance against APR will
be significantly degraded. When TRW is employed with APRtiaomg to the attacker’s
expectationg, is just a set of addresses with active hosts r&tioWithout APR, all
hosts ins, would be active.

Therefore, in this case, the z-Scan behaves similarly tave saan. Initially, when
an attacker begins the z-Scan, it will be blocked aft@robes as shown in Equation 3.
At that point the attacker believes that it knows a set aftive hosts when in fact only
nP, of those are active.

Thus in the next round when the attacker alternates one goole unknown ad-
dress with one probe to an address it believes to be an aaiste TRW will detect it
and block it aftem probes because the fraction of active hosts in the probébeuit,
the same as in the case of a naive scan. So, in every roundezautes address from the
attacker is allowed to probe addresses rather than an increasing number with z-Scan.
Even worse for the attacker, in this case only half.§ newly-scanned hosts since the
attacker alternates probing targets between the addriesseand a randomly selected
probing target (from the rest of the address space). Thig eyill be repeated until the
whole address space is scanned. To summarize, the attackeraben new hosts in



the first round and; new hosts each in the subsequent rounds. Thus, the number of
source addresses required for the attacker is:

N_
o= nn+1
2
that is:
2N
a=— -1 (14)
n

which is about twice as large as that of naive scan against. TRW

Thus, z-Scan is completely inefficient against APR sinceigenscan would ap-
proximately require half the number of addresses. In thég ¢he use of APR in the
protected network forces the attacker to use a more sogdisti probing technique.
A nice property of information-hiding countermeasureshiattthey can be combined
with any scan detection method such as the proposed hylgdtae method, to form
a more complete defense solution that both obscures thessldpace usage of the
network and raises the bar for the scan techniques used layttuier.

6 Related Work

There has been a wealth of research on scan detection mekartisproposals such
as the Network Security Monitor (NSM) and the old Snort scetedtion method (port
scan preprocessor) [11, 20] counted probes in a fixed winddine, flagging an ex-
ternal host as a scanner if the probe count exceeded a piessitald.

Following work built on the observation that unsuccessbrmections are a better
indication of scanning than just the number of probes geedtay a host [16, 19]. The
performance of these methods greatly varied with the vadfigs parameters.

More recent work also using unsuccessful connections aggwmploys a random
walk framework to decide between the hypothesis that a refmadt is a scanner or be-
nign [12]. Followup work using the random walk frameworklindes [21] where the
authors focus on detecting internal, rather than remotmregrs present in the mon-
itored network. It also includes [23] where the authors el approximations in
order to limit to a minimum the resources (e.g. memory) nded®perate it.

There is a separate group of scan detection methods thghassiomaly scores to
events, based either on the access probability for eacmaiteost [15] or conditional
probabilities extracted from the addresses and ports [2dis

There has been little previous research on evasion techsitacek and Newsham
show different insertion and evasion techniques that affecusion Detection Sys-
tems [18]. There is also previous research work on oventmpdetection systems [9]
and several tools have been developed with the same purpde $ome tools have



been created for information-hiding at the end host, sudd@ph which allows the
user to emulate any operating system by forging repliesabgs [4]. In general, most
evasion work comes from the underground literature [1, 3].

7 Conclusion

Numerous approaches have been proposed to detect netveork stowever, despite
the importance of limiting the information obtained by thieker, and the wide avail-

ability of such scan detection methods, there has beeniteyrésearch on the evasive
scan techniques, which can potentially be used by attatergoid detection. In this

paper, our contributions are five-fold.

First, we categorize current scan detection methods usimgval point of view,
their amnesty policy. Such a classification allows us taltltee essence of each class
of detection methods and facilitate us in analyzing thelngtability to evasive scan
techniques and countermeasures. Second, we propose telnmetvics to measure the
resources that an attacker needs to complete a scan witbimg detected: the time
and the number of IP addresses; needed by an attacker toetertipd scan of a certain
network space, while remaining undetected.

Third, as a concrete example demonstrating evasive scaissagositive-Reward
based detection methods, we propose a new distributedvevesin attack, z-Scan,
which is extremely effective against TRW. With z-Scan, aacker can complete the
scan of a given IP address space using only a small numbeffefettit source IP
addresses (where the number is only logarithmic to the $itteedP address space to be
scanned). Fourth, as a countermeasure, we propose a hpprimbah which combines
Positive-Reward and Timeout-based methods and demanig atffectiveness against
evasive scans through analysis and simulation.

Finally, we also study information-hiding countermeasymhere we actively re-
spond to scans with false information, and demonstratettiatype of countermea-
sures are extremely effective against evasive scan attdbieover, the hybrid ap-
proach and the information-hiding based countermeasueesomplementary, and can
be combined for even greater benefits. To conclude, evastmigues and counter-
measures have not been thoroughly studied before. We hpedik will serve as a
first step and encourage more study in this direction.
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