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ABSTRACT

Currently, WHOIS is the main method for identifying which com-
pany or individual owns a domain or website. But, WHOIS useful-
ness is limited due to privacy protection services and data redaction.
We present a novel automated approach for domain and website
attribution. When WHOIS data does not reveal the owner, our ap-
proach leverages information from multiple other sources such as
passive DNS, TLS certificates, and the analysis of website content.
We propose a novel ranking technique to select the domain owner
among multiple identified entities. Our approach identifies the do-
main owner with an F1 score of 0.94 compared to 0.54 for WHOIS.
When applied on 3,001 tracker domains from the popular Discon-
nect list, it identifies needed updates to the list. It also attributes
84% of previously unattributed tracker domains.
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1 INTRODUCTION

Identifying which company or individual owns a domain or website
is fundamental for many security applications including assisting
law enforcement investigations [37], exposing intellectual property
infringements [20], detecting phishing websites [17, 55, 56, 62, 80],
reporting vulnerabilities in Internet-facing servers [27, 36, 52, 76],
and measuring the coverage of Web tracking companies [32, 47, 70].

Domain and website attribution typically leverages the registra-
tion data (e.g., company name, person name, email, credit card) that
domain registrars collect from registrants. Domain registration data
can be accessed by law enforcement (e.g., by obtaining a warrant
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from a judge), but this can be a slow process especially if national
boundaries are crossed (e.g., if a victim is in a country different
from the ccTLD registrar managing the domain). Furthermore, some
security-relevant scenarios like analyzing Web tracking domains
may not necessarily violate the law (at least in some jurisdictions),
making it difficult for law enforcement to perform the attribution.
A subset of domain registration data (i.e., registrant name and
email but not the payment data) can be publicly accessed through
the WHOIS protocol. WHOIS is fundamental in scenarios where
third parties other than law enforcement need to perform domain
attribution including security companies investigating malicious
domains, browser vendors that want to block tracking domains, and
companies that believe their intellectual property has been abused.
Unfortunately, WHOIS usefulness is limited due to two main chal-
lenges. First, registrars offer privacy protection (or proxy) WHOIS
services, which replace the identity of the domain registrant with
the registrar’s identity, hiding the real domain owner [29]. Sec-
ond, privacy regulations such as GDPR place limits on the WHOIS
data that can be made available in some jurisdictions with 85% of
large WHOIS providers redacting European Economic Area (EEA)
records at scale, and over 60% also redacting non-EEA records [58].

One security application impacted by WHOIS limitations is the
attribution of Web tracking domains [32, 47, 70], which is funda-
mental for measuring the coverage of Web tracking companies (and
thus their impact on users’ privacy) [32, 47], as well as for regula-
tors to understand if some acquisitions may overly concentrate the
market [47]. The challenge is that, as we will show, more than half
of tracker domains lack useful WHOIS data. When WHOIS data is
not useful, identifying the entity responsible for a domain becomes
a tedious manual process. In particular, generating lists that link
tracker domains to the entities behind them may require months of
manual work [1, 3, 9]. Moreover, such attribution needs to be regu-
larly repeated due to the dynamism of the targeted advertisement
ecosystem, i.e., tracker domains changing ownership due to their
companies being acquired, sold, or merged. For example, in 2017
Binns et al. manually created the X-Ray list [25], which in 2020, had
to be manually updated to cope with the ecosystem changes [47].

Automating the domain attribution process is fundamental for
scalability, and allows the attribution to be re-run periodically. A
first step in this direction uses domain and IP WHOIS to auto-
matically identify the owner of third-party tracker domains [70].
However, it suffers from the aforementioned problems of domain
WHOIS (i.e., privacy protection services, data redaction). More-
over, IP WHOIS is noisy for attribution as most websites are hosted
in cloud services where IP addresses may be shared or reused by
different websites.
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This paper presents a novel automated approach for domain and
website attribution. Given an input domain name, our approach out-
puts the most likely identity (i.e., organization or person name) for
the domain owner. When WHOIS data is not useful, our approach
leverages information from other sources such as passive DNS,
TLS certificates, and the analysis of website content. In particular,
it searches for Web servers on the input domain, its subdomains,
and other domains from the same owner, examining their certifi-
cate and content including copyright strings, website metadata,
privacy policies, terms of service (ToS) agreements, contact pages,
and security.txt vulnerability disclosure policies [67].

There exists a tension between the right to privacy of domain and
website owners and the need for accountability and transparency
in the Web that attribution enables. In some cases, website users
need attribution to protect their privacy rights, e.g., to identify the
owner of tracker domains or websites that collect user data and
whose privacy policies do not describe the entity responsible for
the data collection. In other cases, attribution is undesirable, e.g.,
for websites with politically dissident content. We argue that novel
attribution approaches are important, not only for security analysts,
but also for privacy-sensitive domain owners, who can apply the
proposed approaches to their websites to identify leaks that may
lead to deanonymization. A similar argument applies to previous
research on deanonymization in anonymity networks [44, 60].

A critical attribution challenge is that, while each source can
provide useful attribution indicators, it can also lead to incorrect
assessments due to, among others, privacy protection services in
WHOIS, websites delegating TLS connections to hosting providers
in certificate analysis, and third-parties mentioned in privacy poli-
cies and ToS agreements. Filtering misleading indicators is not
enough because a blocklist can easily miss a previously unknown
privacy protection service or hosting provider, and it is not pos-
sible to predict what third-parties may appear in a privacy policy
or ToS agreement. To address this challenge, we propose a novel
ranking technique, which identifies the domain owner identity
among other third-party identities found in the different sources.
The intuition behind our ranking is that the domain owner would
be more prevalent than other entities. The ranking first clusters
indicators by similarity and then ranks the clusters based on their
indicator count, type, and source. The top-ranked cluster contains
the domain owner indicators.

We have implemented our approach in a tool called Whose-
Domain and have evaluated its attribution accuracy on a ground
truth of 739 domains containing most popular domains, less pop-
ular domains, phishing targets, and tracker domains. Across all
four datasets, WhoseDomain achieves a precision of 0.93, recall
of 0.94, and F1 score of 0.94, compared with a F1 score of 0.59
when only using WHOIS. Tracker domains are hardest to attribute
with WhoseDomain achieving a F1 score of 0.86 compared to 0.55
for WHOIS. We evaluate each data source, showing that content
attribution performs best, but all sources contribute towards the at-
tribution results. We apply WhoseDomain to 3,001 tracker domains
in the Disconnect list [3], used by Firefox to block tracking, show-
ing that it can identify needed updates to the list due to ownership
changes. Finally, we apply WhoseDomain on 3,710 unattributed
tracker domains, showing that it can automatically attribute 84%.
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Figure 1: WhoseDomain’s architecture.

This paper presents the following contributions:

o A novel automated approach for domain and website attribu-
tion that beyond performing WHOIS queries, also examines
the content and configuration of Web servers hosted by the
input domain, its subdomains, and other domains from the
same owner.

e A novel ranking technique to identify the identity of the
domain owner among multiple extracted identities. It groups
indicators by similarity and ranks the clusters such that the
top-ranked cluster corresponds to the domain owner.

e A novel NLP technique to extract the first-party (i.e., the
domain owner) from definition sentences in legal documents,
e.g., privacy policies and ToS agreements.

e An evaluation of our approach using a ground truth of 739
domains and 3,001 tracker domains. WhoseDomain achieves
an F1 score of 0.94 compared to 0.54 using only WHOIS.

2 OVERVIEW

Given a domain, WhoseDomain outputs the identity of the domain
owner together with a list of indicators from the owner (e.g., contact
email and social network handles). An indicator comprises a type
(e.g., identity), a string value (e.g., Adverts,Inc.), and an optional
list of sources (e.g., Whois, certificates) from where the indicator
was extracted. It also outputs an attribution graph that details the
attribution steps, making the attribution process transparent. Nodes
in the attribution graph are indicators. An edge from indicator A
to indicator B captures that B was discovered from A and both
indicators belong to the same owner.

Figure 1 shows the architecture of WhoseDomain, which per-
forms an iterative process. At each iteration, it selects an indicator
from the worklist (using a FIFO policy), applies a set of expansions
specific to the indicator type to obtain new indicators, and adds
them to the worklist. The process starts by placing the input do-
main in the worklist and finishes when an identity is found, the
worklist is empty, or a maximum number of iterations is reached.
The iterative process outputs the owner identity, other indicators
belonging to the owner, and the attribution graph.

WhoseDomain expansions are split into two modules: infras-
tructure attribution (detailed in Section 3) and content attribution
(detailed in Section 4). Infrastructure attribution uses WHOIS to
identify the domain owner and passive DNS data to obtain its sub-
domains. For each domain, it looks for an associated Web server,
examines its TLS certificate, and finds possible URLs to analyze.
Content attribution downloads the document pointed by a URL, and
extracts indicators from it using regular expressions, natural lan-
guage processing (NLP), and document-specific parsers. Extracted
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Indicator Class Extraction
identity identity NLP
organization identity NLP
personName identity NLP
email contact Regex
facebookHandle  social Regex
githubHandle social Regex
instagramHandle  social Regex
linkedinHandle social Regex
pinterestHandle  social Regex
skypeHandle social Regex
telegramHandle  social Regex
twitterHandle social Regex
whatsappHandle  social Regex
youtubeHandle social Regex
copyright ipr Regex
trademark ipr Regex
aboutUrl network Regex
contactUrl network Regex
fqdn network Regex
esld network Regex
privacyUrl network Regex
securityUrl network Regex
tosUrl network Regex
url network Regex

Table 1: Indicators extracted by WhoseDomain, their class,
and whether extracted using a regular expression or NLP.

indicators may belong to the domain owner or third parties. The
ranking module (detailed in Section 5) selects the real owner among
all identities identified. It clusters the indicators by similarity and
selects the identity of the top-ranked cluster as the owner.

Indicators. The goal of WhoseDomain is to discover an iden-
tity indicator that identifies the domain owner. To achieve that
goal, WhoseDomain needs to support a variety of other indicator
types. In particular, WhoseDomain uses other indicator types to
pivot using external datasets, i.e., to discover other indicators that
belong to the same owner. For example, given a domain, passive
DNS can be used to obtain subdomains that may host Web servers
with certificates or content. In another example, the certificate of a
website hosted on the input domain (e.g., www.amazon.com) may
contain another domain (e.g., www.amzn.com) belonging to the
same owner. Thus, WhoseDomain can jump from attributing the
input domain to attributing other domains identified as belonging
to the same owner. In addition, other indicator types serve as a
context in the ranking module, detailed in Section 5.

Currently, WhoseDomain extracts the 24 indicators in Table 1.
These indicators have been selected because of the following rea-
sons. First, some indicators already capture an identity (i.e., identity,
organization, personName). Second, other indicators may directly
contain an identity (e.g., copyright). Third, some indicators intu-
itively lead to other indicators. For example, URLs and email ad-
dresses contain a domain name. Fourth, the resources captured
by some indicators may require the owner to register its identity
with a third party that can be leveraged by law enforcement as an
attribution point (e.g., other domains, social network handles, email
accounts). Finally, WhoseDomain supports five url subtypes linking
to documents that may provide valuable attribution information:
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privacy policies (privacyUrl), ToS agreements (tosUrl), contact in-
formation webpages (contactUrl), descriptions of the website owner
(aboutUrl), and security.txt policies describing how security issues
in the website should be disclosed (securityUrl). The set of indicators
and expansions potentially useful for attribution is quite broad. For
that reason, WhoseDomain has a flexible and modular architecture
that easily allows adding new indicators, expansions, and sources.

WhoseDomain supports two domain name indicators: fully qual-
ified domain names (fgdn) and effective second-level domains (esld),
also known as apex or base domains. The esld is the part of a fqdn
that captures the owner. While in general the 2LD corresponds
to the owner, if the 2LD assigns subdomains to third parties, the
esld is the 3LD. For example, for www.amazon.com the esld is
amazon.com, but for www.amazon.co.uk, it is amazon.co.uk. To
extract an esld from a fqdn, WhoseDomain leverages the Public
Suffix List (PSL) [63].

3 INFRASTRUCTURE ATTRIBUTION

These expansions examine WHOIS and Web servers on the input
domain, its subdomains, and other domains of the same owner.

WHOIS.. The WHOIS protocol provides current registration data
about domains and IP addresses. The WHOIS protocol is arguably
the principal mechanism used by analysts to obtain information
about registered domain names including the identity of the regis-
trant, the registrar, and contact information for administrative and
technical issues. WhoseDomain queries WHOIS with a given esld
and parses the different response formats [57] using a popular li-
brary [10]. The WHOIS protocol is rate-limited, but WhoseDomain
is not affected because it only performs an average of less than
3 WHOIS queries in each exploration (i.e., one for the input esld
and another for each additional esld from the same owner that the
exploration discovers). If higher rates are needed (e.g., to attribute
many domains in parallel), commercial WHOIS services could be
added to WhoseDomain. Protected domains may return empty reg-
istrant data, a generic string (e.g., REDACTED FOR PRIVACY), or
the identity of a privacy protection service (e.g., Domains By Proxy,
LLC). WhoseDomain uses a WHOIS blocklist to filter out such re-
sponses. To build this blocklist, we leverage a list of the top 100
WHOIS registrant strings obtained by querying 285M domains [11].
We generalize some list entries as regular expressions to cover cases
such as “Jewella Privacy LLC Privacy ID# 14730082” and “Jewella
Privacy LLC Privacy ID# 876917”.

Passive DNS.. Given an esld, WhoseDomain uses the VirusTotal
(VT) API [8] to obtain the list of subdomains in VT’s passive DNS
data. In general, subdomains should belong to the domain owner.
However, some domains lease subdomains to third parties such as
those of dynamic DNS providers (e.g., ddns.net), blog platforms (e.g.,
blogspot.com), and web hosting services (e.g., googlepages.com).
WhoseDomain avoids exploring such subdomains by using a user-
Subdomain blocklist with 209 esld that lease subdomains to third
parties. To build the blocklist we use Mozilla’s Public Suffix List [63]
and also query the top 10K domains in the Tranco list [15]' to VT,
checking if the number of subdomains VT observed is larger than a

'We use the Tranco list from May 1, 2023 throughout the paper


www.amazon.com
www.amzn.com
www.amazon.com
amazon.com
www.amazon.co.uk
amazon.co.uk
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threshold. We choose the threshold to be 50 following the procedure
detailed in Appendix B.

Certificates. An HTTPS certificate can attribute a domain if it
contains an organization name and is part of a valid certificate chain
(i.e., certificates are not expired, chain ends in trusted CA). While
free certificates (e.g., those issued by Let’s Encrypt [50]) do not con-
tain an organization, those issued by commercial CAs sometimes do.
Furthermore, certificates may be valid for multiple domains listed
in the Subject Alternative Name (SAN) extension. Those additional
domains should belong to the same entity unless the entity is a
hosting provider. WhoseDomain uses a hostingProvider blocklist to
avoid analyzing hosting provider certificates. The blocklist contains
1,472 domains from a public catalog of top hosting providers [4].
Any fqdn (i.e., subdomain of the input esld or of a different esld)
left after filtering will be examined in the following iterations since
their attribution also attributes the input domain.

URL guesser. Checks if a given domain hosts Web servers. If ei-
ther HTTP (tcp/80) or HTTPS (tcp/443) connections to the domain
succeed, four URLs are returned for each successful connection:
http(s)://DOMAIN/, http(s)://www.DOMAIN/, http(s)://DOMAIN/
.well-known/security.txt, and http(s)://DOMAIN/security.txt. The
last two are the possible locations defined by the security.txt stan-
dard [67]. URLs are analyzed by the content attribution module.

Other expansions. WhoseDomain also extracts the fqdn from a
url and the esld from a fqdn using Mozilla’s Public Suffix List [63].

4 CONTENT ATTRIBUTION

The content attribution module downloads and analyzes the docu-
ment pointed by a URL. Only selected URLs in a discovered website
are analyzed by the content attribution module, i.e., WhoseDomain
does not crawl the discovered websites. In particular, the Guesser
module generates URLs for the root page and the security.txt re-
source. In addition, URLs in the root page matching the regular
expressions for privacy policies, terms of service, about us, and con-
tact us resources are also passed to the content attribution module.
These URLs are selected because they often contain useful attri-
bution information. Crawling is not perfomed because websites
can contain arbitrary content that can introduce false leads. For
example, an online newspaper contains many articles mentioning
identities related to the article’s content, but unrelated to the owner
of the newspaper. Those articles may contain links to previously
related articles published by the newspaper as well as external
references, which would further introduce false leads.

The content attribution module supports four document types
common in websites: HTML, PDF, security.txt, and plain text. Indi-
cators are extracted from the document’s text: readable text, other
visible text, and nonvisible text. Other types of content (e.g., images)
are not analyzed as they rarely convey attribution information.
Readable text corresponds to the main text of the document, e.g.,
the policy text for a privacy policy. In plain text files, the whole
content can be considered readable. For PDF files, it is the concate-
nation of all the text objects. In webpages, it corresponds to the
Reader View in browsers like Firefox, i.e., the subset of visible text
after removing areas with a large density of links such as headers
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and footers [46]. Other visible text corresponds to parts of a web-
page that are not the main text but are visible to a user such as
headers and footers. Those areas may include useful attribution
indicators such as social network accounts and copyright strings.
Nonvisible text is text not shown to the user. It includes PDF and
HTML metadata, which capture document properties (e.g., author),
and scripts in webpages, which may contain Schema.org data [6]

To extract indicators from a document, content attribution uses
regular expressions, document parsers, and two NLP techniques:
Named Entity Recognition (NER) models and a novel synonym
definition extraction technique.

Regular expressions. WhoseDomain uses the regular expressions
in the iocsearcher tool [26] to extract 21 indicators with intrinsic
structure such as email addresses, URLs, and copyright strings.
Those regular expressions are also used to validate the correctness
of the fields extracted by the document parsers (e.g., that a mailto
link indeed contains an email address). A limitation of regular
expressions is that they cannot accurately extract indicators without
a well-defined structure such as organization and person names.

Document parsers. WhoseDomain parses HTML, PDF, and se-
curity.txt files to examine specific fields, which are grouped into
four sources. (1) A dictionary of (field, value) pairs is built from the
metadata object in PDF documents, and the title and meta tags in
HTML webpages. (2) Regular expressions are applied on the contact
field of security.txt files to extract email and contactUrl indicators.
(3) Regular expressions are applied to the URL of HTML link tags
to extract email addresses (mailto: scheme), Skype handles (skype:),
and handles for a variety of social networks and IM services. The
link’s textual description is part of the readable text and is also
searched for keywords to classify the URL into the 5 subcategories
introduced in Section 2. (4) WhoseDomain examines HTML script
tags for the presence of Schema.org data [6]. Schema.org maintains
a large set of schemas for structured data that can be embedded in
webpages. The schemas are used by over 10M sites [6]. The JSON
data is parsed and selected fields such as Organization:email are
examined with regular expressions to extract indicators.

NER.. NER models identify entities in natural text using neural
networks. They do not require a pre-defined list of terms to identify.
This is fundamental in our open-world scenario where any entity
can be the domain owner. WhoseDomain identifies organization
and person names in the readable text using Stanford’s CoreNLP
models for English, Chinese, French, German, and Spanish [7]. Off-
the-shelf NER models are not specifically trained for our particular
use case. Unfortunately, training a NER model from scratch re-
quires very large annotated training data to achieve reasonable
accuracy. Andow et al. improve NER accuracy through domain
adaptation [19], i.e., updating an off-the-shelf NER model using
additional training data from privacy policies. However, any NER
model will still introduce noise in the form of incorrect entities
(false positives). Thus, we opt to use the existing aforementioned
models and address the false positives by introducing a novel rank-
ing technique to identify the domain owner among multiple entities.
We leave improving the NER models through domain adaptation
or full re-training as future work.


http(s)://DOMAIN/
http(s)://www.DOMAIN/
http(s)://DOMAIN/.well-known/security.txt
http(s)://DOMAIN/.well-known/security.txt
http(s)://DOMAIN/security.txt
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This privacy policy governs your use of the software provided by Khushhal Maheshwari ("khushhalm", “we", "us", "ML QUIZ")
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Figure 2: Synonym definition extraction example.

Synonym definition extraction. A common idiom in legal doc-
uments (e.g., privacy policies, ToS agreements) is to define the
responsible first party, together with its synonyms, in the preamble
of the document. Figure 2 shows an example definition sentence,
which captures that the first party is “Khushhal Maheshwari” and
that “khushhalm” and “ML QUIZ” are synonyms for it. We have
developed a novel NLP technique to extract first-party entities and
synonyms from such sentences in documents written in English
and Spanish, languages for which we are fluent.

The technique first segments the readable text into sentences
and discards those that do not contain language-specific context
terms. In English, context terms appear quoted (e.g., "we", "us",
"provider"). While context terms are widely used in documents,
they only appear quoted in such definitions. In Spanish, context
terms are not quoted (e.g., a partir de ahora, con domicilio en). Each
sentence with context terms is analyzed using an NLTK [5] pipeline
that focuses on nominal groups. A nominal group must contain a
noun, but it may include other modifiers such as adjectives (e.g.,
Mad Dog Studios), other nouns (e.g., Fox News), or prepositions
(e.g., Moody Bible Institute of Chicago). Intuitively, identities should
appear in nominal groups. To identify nominal groups (NP) we
define a grammar to split the sentence into parts of speech.

NP: {<TT>?<NN.*>+<PP|IN>?<DT>?<JJ>?<NN.#>+<,>?<NN.*>}
{<II>+<NN.*>+} {<NN.*><CD>3} {<NN.#*>+}

A sentence could include multiple nominal groups. For example,
in Figure 2, the English grammar identifies Khushhal Maheshwari,
This privacy policy, and your use of the software. We apply depen-
dency parsing to identify nominal groups that depend on context
terms, illustrated as arrows in Figure 2. Synonyms in definition sen-
tences often appear quoted in both languages. Quoted terms that the
dependency parser identifies as conjunctions (conj in Figure 2) of a
context term are considered quoted synonyms, i.e., “khushhalm” and
“ML QUIZ”. Then, all nominal groups that depend on a context term
or quoted synonym are considered identities. In Figure 2, Khushhal
Maheshwari is output as an identity with both “khushhalm” and
“ML QUIZ” as synonyms for it.

5 RANKING

The goal of our novel ranking technique is to choose the subset of
indicators that belong to the domain owner, among all indicators
extracted by the content and infrastructure attribution modules.
The ranking needs to differentiate the domain owner identity (and
its aliases) from third-party identities (e.g., hosting providers in
infrastructure attribution, regulators and advertisers in privacy
policies, and website designers in copyright strings) and identities
that do not correspond to any real entity (e.g., NER false positives).
At a high level, the ranking first groups indicators by similarity
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such that each cluster roughly corresponds to the profile of an
entity with its indicators. Then, clusters are ranked based on their
number of indicators, indicator type, and sources they come from.
The top-ranked cluster captures the domain owner identity and
its indicators. The key insight is that the domain owner would be
mentioned more often and in more ways (i.e., aliases) than other
entities. For example, the domain owner may be mentioned in the
visible text and in a copyright string in the footer, and its social
network handles and domain may appear in links. In contrast,
third parties appear in fewer sources, have less indicators, and are
mentioned fewer times and use less aliases.

The ranking module comprises three steps: indicator expansion,
indicator clustering, and cluster ranking. We describe them next
using Figure 3 as an example where the 12 extracted indicators in
Figure 3a are the input to the ranking.

Expansion. In addition to the expansions in Sections 3 and 4,
WhoseDomain supports some framework expansions that do not
require external requests. For copyright strings, it extracts the iden-
tity inside by removing all other components including copyright
symbols, years, and common strings such as “All Rights Reserved”.
For fqdn, it extracts the esld using the PSL [63]. For email, it extracts
the fgqdn and filters it using an email provider blocklist that contains
3,791 email providers from a public list [18]. For url, if it belongs to
a social network (Facebook, GitHub, Instagram, LinkedIn, Pinterest,
Twitter, YouTube) or IM application (Telegram, WhatsApp) it ex-
tracts the handle using a regular expression. Otherwise, it extracts
the fqdn and filters it out using the userSubdomain blocklist pre-
sented in Section 3 and a userContent blocklist with 98 esld for Web
services that host user content (e.g., Facebook, Dropbox, Google
Docs). In Figure 3b, the copyright has been expanded into identity
Cox Media Group and the email address into esld cmg.com.

Clustering. Indicators are clustered based on their value similar-
ity and alias information. First, each indicator is decomposed into a
list of lowercase tokens. For email, one token with the username is
generated since the domain was already extracted in the expansion
step. For esld, one token is generated with the value minus the TLD
since the same TLD may appear in multiple domains. For other
indicators, a single token is produced with its value. Indicators
are grouped using an agglomerative clustering that considers two
indicators similar if at least one of the following conditions holds:
if one is an alias of the other according to the synonym definition
extraction, if one is the acronym of the other (e.g., CMG and Cox
Media Group), if they share the same prefix (e.g., CMG and CMG Af-
filiate), or if their longest contiguous matching subsequence (LCS)
ratio is higher than a predefined threshold (e.g., countryLegends971
and Legends971). We selected 0.7 as the LCS threshold following the
procedure in Appendix A. Figure 3¢ shows the 5 produced clusters.

Ranking. The ranking assigns a weight to each cluster and out-
puts the top-ranked cluster as corresponding to the domain owner.
Each clustered indicator is assigned a weight based on the sources
from where they were extracted. Higher confidence sources are
set to a weight of 5, the remaining are set to 1. There are two
high-confidence sources: (1) indicators extracted from nonvisible
Schema.org data are trustworthy because they have been explicitly
added by the website administrator and their extraction is very
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email cmgcopyright@cmg. com ['link','regexp']
esld daytondailynews.com ['regexp']
facebookHandle countrylegends971 ['link']
identity Google Analytics ['ner']
identity American Arbitration Association ['ner']
identity American Stock Exchange ['ner']
identity CMG ['dependency', 'ner']
identity CMG Affiliate ['dependency', 'ner']
identity New York Stock Exchange ['ner']
organization Cox Media Group, Inc. ['ner']
twitterHandle Legends971 ['link"']

(a) Extracted indicators provided as input to the ranking
esld cmg . com ['regexp']
esld daytondailynews.com ['regexp']
facebookHandle countrylegends971 ['link"']

identity Google Analytics ['ner']['generic']
identity American Stock Exchange ['ner']
identity ['dependency', 'ner']
identity CMG Affiliate ['dependency', 'ner']
identity New York Stock Exchange ['ner']
organization Cox Media Group ['regexp']
organization Cox Media Group, Inc. ['ner']
twitterHandle Legends971 ['link']

(b) Expanded and filtered indicators
identity CMG ‘dependency ', 'ner']
identity CMG Affiliate ‘dependency ', 'ner']

organization Cox Media Group ‘regexp', 'ner']

[mlmlalaln o]

organization Cox Media Group, Inc. ‘ner']

email cmgcopyright@cmg. com 'link', 'regexp']
esld cmg . com 'regexp']
CLUSTER 1:

facebookHandle countrylegends971 ['link']
twitterHandle Legends971 ['link']

CLUSTER 2:

identity American Stock Exchange ['ner']

identity New York Stock Exchange ['ner']

CLUSTER 3:

esld daytondailynews.com ['regexp']
CLUSTER 4:

identity Google Analytics ['ner']['generic']

(c) Clustered indicators

organization Cox Media Group ['regexp', 'ner'] 7
organization Cox Media Group, Inc. ['ner'] 6
identity CMG ['dependency','ner'] 6
identity CMG Affiliate ['dependency’', 'ner'] 6
email cmgcopyright@cmg. com ['link"', 'regexp'] 2
esld cmg . com ['regexp'l] 1
CLUSTER 1: 2
facebookHandle countrylegends971 ['link']
twitterHandle Legends971 ['link'] 1
CLUSTER 2: 2
identity American Stock Exchange ['ner'] 1
identity New York Stock Exchange ['ner'] 1
CLUSTER 3: 1
esld daytondailynews.com ['regexp'l] 1
CLUSTER 4: 1
identity Google Analytics ['ner']['generic']

(d) Ranked clusters
organization Cox Media Group ['regexp', 'ner'] 7
organization Cox Media Group, Inc. ['ner'] 6
identity CMG ['dependency', 'ner'] 6
identity CMG Affiliate ['dependency', 'ner'] 6
email cmgcopyright@cmg. com ['link', 'regexp'] 2
esld cmg . com ['regexp'l] 1

(e) Winner cluster

Figure 3: Ranking example.

accurate and (2) identities extracted by the synonym definition
extraction since that technique has higher precision (i.e., less false
positives) than the NER. The indicator weight is the sum of the
weights of its sources. For example, in Figure 3d email cmgcopy-
right@cmg.com weights two as it was extracted from the link and
regexp sources, while the identity CMG Affiliate has a weight of six
due to its dependency and NER sources. In addition, organization
indicators are given a bonus weight of five to favor full organiza-
tion names over their acronyms. For example, Cox Media Group,
Inc. has a weight of 6, one for its NER source and five for being
an organization. The weight of a cluster is the sum of the weights
of its indicators. The cluster with the largest weight that contains
at least one identity is chosen to be the domain owner, i.e, Cluster
0 with weight 28 in Figure 3d. In the example, the winner cluster
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contains six indicators for the domain owner: the full identity (Cox
Media Group, Inc.), three aliases also used to identify it (Cox Media
Group, CMG, CMG Affiliate), the contact email for privacy policy
questions, and the company’s domain name.

6 EVALUATION

This section evaluates WhoseDomain. We first present the datasets
used in Section 6.1. Then, we measure WhoseDomain attribution
accuracy in Section 6.2. Next, we study the contribution of the differ-
ent sources to the attribution accuracy in Section 6.3. and the impact
of the ranking in Section 6.4. We then apply WhoseDomain to iden-
tify needed updates to the Disconnect list in Section 6.5. Finally,
we evaluate WhoseDomain for attributing previously unattributed
tracker domains in Section 6.6 and provide a case study on imper-
sonation in Section 6.7.

6.1 Datasets

We use four datasets in our evaluation: a manually generated ground
truth of 739 domains with their owner identity, the Disconnect list
with 3,001 tracker domains, a manually generated list of 100 privacy
policies labeled with the first-party identity in the policy, and 3,710
unattributed tracker domains. We detail these datasets next.

Domain owner ground truth. We manually build a ground truth
(GT) with the owner entities for 739 domains, split into four datasets.
The tranco_top dataset has the top 250 domains in the Tranco do-
main popularity list [66] while tranco_100K has 250 domains start-
ing at position 100K in the Tranco list. We use these datasets to
analyze the impact of domain popularity on attribution accuracy.
The brands dataset was provided to us by a large security vendor. It
contains the main domain for 100 large companies often targeted
by phishing attacks (e.g., large banks, social networks). Finally, the
trackers dataset contains 139 tracker domains randomly sampled
from the Disconnect list, which is described below. To build the GT,
two analysts examined the same sources that WhoseDomain uses
(i.e., WHOIS, domain certificates, VT, website content), as well as
external sources that WhoseDomain does not currently use (e.g.,
Google searches, company databases [31]). Each analyst indepen-
dently attributed the domains and discussion followed until an
agreement was reached. Thus, the GT allows us to evaluate how
well WhoseDomain performs compared to human analysts. By us-
ing the GT, we can show that WhoseDomain can automatically
attribute domains that are known to be attributable. We compute
the string similarity between domain names and their owners using
the ranking module. Across the 739 domains, 30% are not similar
to any of their owners in the GT. This highlights the need for attri-
bution, as the domain name does not always allow to identify the
owner entity.

Disconnect. We use the version of the Disconnect list from May
11, 2022, which contains 3,001 tracker domains associated with
1,425 entities. While the Disconnect list associates domains to the
entities that own them, we cannot use the list entries as GT because,
oftentimes, the stated owner does not correspond to the latest
owner, e.g., due to a company acquisition. That is the reason why
we only included 139 Disconnect domains in our domain GT. For
those 139 tracker domains, we had to perform the same manual
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analysis done on the remaining GT domains. In particular, the
analysts attributed 37% of the 139 Disconnect domains to owners
different from those in Disconnect: for 22% of domains they updated
the owner and for another 15% they added an additional owner
(e.g., a parent company). This illustrates that domain attribution
is often not a once-and-done process, but needs to be repeated
over time. Even if tracker domains in Disconnect were correctly
attributed when first added to the list, the entries often become stale.
Periodically re-attributing all list entries is not feasible with the
current manual approach. For example, it would have taken weeks
for our analysts to manually label all 3,001 domains in Disconnect,
so they restricted the analysis to 139 randomly selected domains.
An automated approach such as the one we propose is needed for
such periodic re-attribution.

Privacy policy ground truth. We also build a GT dataset of 100
privacy policies with the first-party identity in the policy, i.e., the
owner of the domain the policy was collected from. We use this
dataset to evaluate the content attribution and ranking modules. We
focus on privacy policies because privacy regulations (e.g., GDPR,
CCPA) require them when websites serve users from their regions.

Unattributed tracker domains. We obtain 3,710 unattributed tracker
domains from a large security vendor. These are tracker domains
that the vendor has identified using an in-house tracker detec-
tion system and that were not in public tracker lists at the end of
May 2022. Thus, they were unattributed. We use this dataset in
Section 6.6 to evaluate WhoseDomain for attributing previously
unattributed tracker domains.

6.2 WhoseDomain Attribution Accuracy

We evaluate the attribution accuracy of WhoseDomain by com-
paring the domain owners it identifies with those in the GT. The
evaluation needs to handle similar, but not identical, identities, as
well as domains with multiple owners where only one owner is
in the GT. For this, the indicators output by WhoseDomain are
clustered with the GT identities using the clustering step of the
ranking module. If the GT identity is in the same cluster as an
identity output by WhoseDomain, the result is a true positive (TP).
i.e., WhoseDomain correctly attributed the domain to its owner in
the GT. If WhoseDomain did not output any identity, the result is
a false negative (FN). i.e., WhoseDomain could not attribute the
domain. And, if the GT identity is in a cluster without other identity
indicators extracted by WhoseDomain, the result is a false positive
(FP). i.e., WhoseDomain attributed the domain to an entity different
from one in the GT.

The WhoseDomain part in Table 2 summarizes the attribution
accuracy of WhoseDomain with a maximum of 150 iterations per
input domain and using all sources. Across all GT datasets, Whose-
Domain achieves a precision of 0.93, recall of 0.94, and F1 score of
0.94. The accuracy on the tranco_top and brands datasets is very
high with F1 scores of 0.98 and 0.96, respectively. The F1 score
reduces to 0.92 on tranco_100K indicating that lower domain popu-
larity makes attribution harder. Attributing tracker domains is even
more challenging with an F1 score of 0.86. This was expected since
advertisement companies may have an interest in staying under
the radar and not being associated with their tracker domains. For
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instance, the Web column in Table 2 captures the number of GT
domains with a Web server. Only 69% of the tracker domains have a
Web server, compared to 95%-99% in the other datasets. WhoseDo-
main reaches the maximum number of iterations for only 9 (1.2%)
domains. Among the other FNs, a significant number are due to
abandoned tracker domains, an issue we explore in Section 6.5.
A common reason for FPs are website design services. Typically
the owner predominates in the content and thus is selected by the
ranking. However, in a few cases, the website designer appears so
often that it is ranked above the owner. To address this issue, we
plan to investigate changes to the ranking, e.g., lowering the score
of identities containing keywords related to website design.

6.3 Attribution Sources Impact

This section examines the impact of the attribution sources. First,
Table 2 shows an ablation study using only a single source at a time.
We focus on the sources that can return identities (i.e., WHOIS,
Certificates, Content). Then, Table 3 evaluates how sources com-
plement each other by incrementally adding attribution sources.

WHOIS.. An FN corresponds to the domain having no WHOIS
entry, a redacted entry, or a WHOIS identity in the blocklist of pri-
vacy protection services. An FP is an identity that does not match
the GT. Across all four GT datasets, WHOIS achieves a precision
of 0.95, recall of 0.43, and F1 score of 0.59. FPs are rare (2.1%), but
FNs abound (55.9%) due to privacy protection services and data
redaction. However, note that if we were to use the command line
WHOIS, FNs in Table 2 may be FPs instead, as without the WHOIS
blocklist privacy protection services may be identified as incorrect
identities. Perhaps surprisingly, tracker domains can be attributed
more often than the less popular domains and the phishing targets
due to the high prevalence of protection services in those datasets.
Thus, not all tracker domains hide their identity in WHOIS, al-
though many do. In summary, WHOIS attribution is not enough
as it only attributes 42% of the GT domains with an F1 score of
0.59. compared to 88% and 0.94 for WhoseDomain. The increased
attribution by WhoseDomain is due to the use of additional sources,
which we examine next.

Certificates. Using only certificates, attribution happens if the
input domain hosts an HTTPS server, the server has a valid cer-
tificate, and the certificate contains the domain owner identity in
the Subject’s Organization attribute. Domains in the brands dataset
can be attributed with a surprisingly high F1 score of 0.75 because
they tend to provide a valid certificate with their company name.
This may be due to phishing targets trying to help the user identify
the proper domain owner. In the past, phishing targets used ex-
tended validation (EV) certificates for this purpose, although such
certificates are no longer considered useful [23, 43]. On the other
side, certificates only attribute 4% of tracker domains, largely due
to only 38% of tracker domains having an HTTPS Web server with
a valid certificate. Limited HTTPS support by trackers has been
identified in prior work as a barrier to full HTTPS adoption [34].
Note that certificates without an Organization are still useful if
they mention other domains or subdomains from the same owner,
allowing WhoseDomain to pivot to those domains. We explore this
effect when combining sources.
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WhoseDomain WHOIS Certificates Content
Dataset GT | Web || Prec. | Rec. F1 || Prec. | Rec. F1 || Prec. | Rec. F1 || Prec. | Rec. F1
tranco_top 250 247 0.96 0.99 | 0.98 0.96 0.64 | 0.77 0.94 0.41 | 0.58 0.91 0.79 | 0.85
tranco_100K | 250 237 0.89 0.95 | 0.92 0.93 0.29 | 0.44 0.94 0.19 | 0.31 0.93 0.80 | 0.86
brands 100 98 0.93 1.00 | 0.96 0.91 0.31 | 0.46 0.98 0.65 | 0.75 0.93 0.67 | 0.78
trackers 139 96 0.94 0.80 | 0.86 0.96 0.39 | 0.55 1.00 0.04 | 0.08 0.91 0.46 | 0.61
All 739 678 0.93 0.94 | 0.94 0.95 0.43 | 0.59 0.96 0.30 | 0.45 0.92 0.71 | 0.80

Table 2: Attribution accuracy for WhoseDomain with all sources and ablation study using only one source at a time. GT is the
number of domains in the ground truth and Web the number of those domains with a Web server on ports 80/tcp or 443/tcp.

Content attribution. We use the Guesser to generate URLs on
the input domain and then apply content attribution to those URLs.
Table 2 shows that Web content attributes more (F1 score of 0.80)
than WHOIS (0.59) and certificates (0.45). False negatives are domi-
nated by domains without a Web server and a few websites with
no real content (e.g., offering a Web service), both of which are es-
pecially common among tracker domains. For the interested reader,
Appendix C evaluates the contribution of each content attribution
technique to the attribution results.

In summary, content attribution performs best among individual
sources on all datasets. But, WhoseDomain outperforms content
attribution on all datasets, highlighting how the combination of
sources in WhoseDomain improves domain and website attribution.

Combining sources. Next, we check whether all sources con-
tribute towards the attribution. Since there are many possible com-
binations of sources, we focus on what we believe is the most logical
one starting with WHOIS as the most popular source, then adding
content attribution which the ablation study shows is most power-
ful, next adding VT to discover subdomains, and finally analyzing
the certificates on all discovered domains. Table 3 summarizes the
results. It shows that as more expansions are added, the F1 score
increases. This highlights that all expansions positively contribute
to the final attribution results. The largest increase is achieved
by adding content attribution to WHOIS, as already hinted in the
ablation study. But, adding VT and certificates still produces signif-
icant gains, e.g., 0.14 F1 score increase in the brands dataset. For
example, tracker domain acuityplatform.com uses a WHOIS pri-
vacy protection service and has no website. A query to VirusTotal
reveals 44 subdomains, which are all analyzed by WhoseDomain
for websites. Most subdomains have a Web server with a certificate
for CN=".acuityplatform.com. However, origin.acuityplatform.com
has a different certificate with an organization name of AcuityAds
Inc., which is the correct owner. Such configuration differences are
often due to manual work, and identifying them typically requires
an automated approach like ours.

6.4 Ranking Evaluation

We evaluate the accuracy of the ranking using the GT of 100 privacy
policies. For each policy, we first apply the content attribution
to extract indicators and then apply the ranking on the returned
indicators. Finally, we compare if the identities returned by the
ranking match the domain owner in the policy GT using the same
methodology in Section 6.2. If the GT identity is in the winner
cluster together with an identity output by the content attribution,
the policy was attributed (TP). If the GT identity is in the winner

cluster without any identity output by the content attribution, the
policy was not attributed (FN). Otherwise, if the GT identity is not
in the winner cluster, the policy was incorrectly attributed to a
third party (FP).

Table 4 presents the number of indicators and identities extracted
by the content attribution, the number of total clusters output
by the ranking, the number of winner clusters and the indicators
and identities they contain, and finally the attribution accuracy
metrics. On average, content attribution extracts 63.9 indicators
from each privacy policy, grouped by the ranking into 2.1 clusters.
Each winner cluster has on average 19 indicators. Overall, the
ranking removes 70% of identities, as well as 70% of all indicators,
corresponding to third parties. Prior to the ranking, 97% (2,255)
identities come from the NER module. The ranking reduces the
identities in the winner clusters that come from the NER to 86%
(609). This shows that the NER introduces many third parties that,
if not removed by the ranking, would lead to false attributions,
highlighting the ranking importance. However, identities extracted
by the NER are fundamental to attribute the 50% of policies without
definition sentences.

Overall, 92 policies are correctly attributed, 5 are misattributed,
and 3 are not attributed. We manually analyze the FPs and FNs.
The root cause of the three FNs is the NER failing to identify the
following entities: “Preisvergleich Internet Services AG” (German
name in English policy), “LiveStreaming” (two common words
joined), and “ZZB, LLC” (short). Three FPs are also due to NER
FNs, causing the ranking to select a third party as the domain
owner. The two other FPs are due to the text extraction step.

In summary, this experiment demonstrates the importance of
the ranking to eliminate third parties introduced by the content
attribution (most often by the NER), and thus limit false attributions.
Furthermore, none of the attribution errors are due to the ranking,
but rather to limitations in the NER and text extraction.

6.5 Updating Tracker Domain Lists

We apply WhoseDomain to the 3,001 tracker domains in the Discon-
nect list and compare the owners output by WhoseDomain with the
ones in Disconnect to identify domains whose ownership should be
updated. Overall, WhoseDomain outputs an identity for 77% of the
tracker domains, a similar rate to the trackers GT dataset. In 60%
of the attributed domains, WhoseDomain outputs the same owner
in Disconnect, measured using the string similarity of the ranking
module to account for minor differences like Google Inc. vs Google.

We evaluate the accuracy of WhoseDomain on this dataset by
randomly sampling 100 tracker domains from the Disconnect list.


acuityplatform.com
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Whois

+ Content Attribution

+ VirusTotal + Certificates

Datasets TP | FP | FN F1 || TP | FP | FN

F1 || TP | FP | EN F1 || TP | FP | FN F1

tranco_top 156 6 88 | 0.77 || 227 | 13 | 10
tranco_100k 71 5| 174 | 0.44 || 210 | 15 25

095 || 229 | 16 51096 || 239 | 10 1| 0.98
091 || 212 | 21 17 1 0.92 || 212 | 26 12 | 0.92

brands 33 6 61 | 0.50 69 8 23 0.82 76 | 10 14 | 0.86 93 7 0] 0.96
trackers 53 2 84 | 0.55 93 7 39 0.80 99 71 33| 083 | 105 7 27 | 0.86
All 313 | 19 | 407 | 0.59 || 599 | 43 97 0.89 || 616 | 54 | 69 | 0.91 || 649 | 50 | 40 | 0.94

Table 3: Attribution accuracy increase as expansions are incrementally added from left (WHOIS only) to right (all expansions).

Ranking All Ranking Winners Accuracy
Ind. | Iden. | Clust. || Ind. | Iden. | Clust. || TP | FP | FN
6,386 | 2,325 2,102 || 1,907 707 100 92 5 3

Table 4: Document ranking results on 100 GT privacy policies.
Ind. are all indicators, Iden. identities, and Clust. clusters.

If the domain owner output by WhoseDomain matches the owner
in Disconnect, we consider it a TP. This happens for 52 domains.
If WhoseDomain did not attribute the domain, we consider it an
FN since Disconnect has an identity assigned to each domain. This
happens for 19 domains. However, we later show that this may
underestimate the attribution rate of WhoseDomain, as Disconnect
may contain dead domains that arguably should no longer be on
the list. Finally, if the identities differ, we manually check them to
determine which one is right. This happens for 29 domains.

For 16 disagreeing domains, WhoseDomain outputs the parent
company while Disconnect contains a subsidiary, or vice versa. In
these cases, we consider that both WhoseDomain and Disconnect
are correct. Thus, we assign a TP to WhoseDomain and there is
nothing to report to Disconnect since keeping a single owner per
domain is a design decision. In contrast, other tracker domain lists
include both parent and subsidiary companies for each tracker
domain [1]. For another 7 disagreeing domains, we determine that
WhoseDomain misattributed the domain. Thus, we assign an FP to
WhoseDomain and there is nothing to report to Disconnect.

For 6 disagreeing domains, we determine that WhoseDomain
correctly attributed the domain. Thus, we assign a TP to WhoseDo-
main and consider that the entity in Disconnect should be updated.
One of these domains is futureads.com, a privacy-protected do-
main attributed to Future Ads in Disconnect and to Propel Media
LLC by WhoseDomain. The LinkedIn page of Future Ads states
that they are now Propel Media LLC [39]. Three domains are as-
signed to VerizonMedia in Disconnect (aolcloud.com, my.yahoo.com,
huffingpost.com). Yahoo and AOL were sold by VerizonMedia on
September 2021 and became Yahoo again [2]. WhoseDomain cor-
rectly attributes both domains to Yahoo Assets LLC. Similarly,
WhoseDomain attributes HuffingPost.com to BuzzFeed, which ac-
quired it in November 2020 [40]. In the remaining two domains,
WhoseDomain’s output matches the non-generic WHOIS identity.

In summary, on the 100 analyzed tracker domains, WhoseDo-
main achieves 74 TPs, 7 FPs, and 19 FNs, for a precision of 0.91,
recall of 0.79, and an F1 score of 0.85, only slightly worse than the
0.86 reported in Table 2. Thus, WhoseDomain results are consistent
on different sets of tracker domains. Note that, as shown in Sec-
tion 6.2, tracker domains are the hardest to attribute as they might

not have an associated Web server. Thus, these attribution rates
should increase on other types of domains (e.g., popular, phishing
targets).

We also explore the reasons behind the 19 FNs. Of those, 3 are
real FNs. All others correspond to domains that no longer appear
to be used for tracking. Among those, 4 domains are currently not
registered or are available for sale (addlvr.com, adonnetwork.net,
csm-secure.com, tmnetads.com). Since these 4 domains do not cur-
rently have an owner, they could arguably be considered WhoseDo-
main TNs instead of FNs. We believe that these domains should be
removed from Disconnect as they no longer belong to Web track-
ing companies. The other 12 domains have a privacy-protected
owner in WHOIS. Of those, 5 do not resolve, 2 are parked, and
for the others, there is no website associated and no activity we
can identify. These 12 domains could still belong to a tracking
company, although in that case the tracking likely has moved to
different domains. Still, it is safer to keep them in Disconnect, as
they could resurrect as trackers. Among these, we observe cases
where Disconnect assigns the domains to different owners, but our
manual analysis determines the owner is the same. For example,
adfunkyserver.com and batanganetwork.com are assigned to dif-
ferent entities in Disconnect, but we track both to VIX, which was
recently acquired by Univision Communications [64]. Thus, they
should be merged in Disconnect under the same entity.

These results highlight how entries in tracker domain lists can
quickly become stale due to the dynamic ecosystem. Tracker do-
mains often change ownership and they may be removed from
operation and eventually become available to buy. Automated tools
like WhoseDomain can be used to assist managers to keep their
lists updated. In particular, WhoseDomain identified 6 domains
that should be updated in Disconnect, as well as four unregistered
domains that should be removed. We also observe instances of
domains that should be merged under the same entity. We have
contributed the identified updates to the Disconnect repository and
they have been accepted and applied to the tracker list [12].

6.6 Attributing Unattributed Tracker Domains

This section evaluates the ability of WhoseDomain to attribute
the 3,710 unattributed tracker domains provided to us by a large
security vendor. We set a maximum of 150 iterations for the ex-
ploration of each domain. Of the 3,710 domains, WhoseDomain
attributes 3,113 (84%) and it does not find an identity for 597 (16%).
The accuracy evaluation in Section 6.2 measured a precision of
0.86 on the tracker domains dataset. Assuming a similar precision
holds over these unattributed tracker domains, we can estimate that
2,677 previously unattributed tracker domains would be correctly
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attributed and 436 would be falsely attributed. Of the 597 FNs, there
are 82 (2.2% of all domains) for which the exploration reaches the
maximum number of iterations. For the other 515, WhoseDomain
explores all leads but fails to identify an identity.

Figure 4 at the appendix shows the attribution path WhoseDo-
main followed to attribute the bs.ad-stir.com domain to UNITED, inc.
The path comprises 9 expansions and captures how WhoseDomain
explored the webpage at https://ad-stir.com/ identifying in its con-
tent the link to a privacy policy hosted at mt.united.jp. That new
domain had a WHOIS entry identifying UNITED, inc. as the owner.
This is an example of the attribution pivoting through a domain
different than the input domain.

Attribution points. Among the 16% tracker domains WhoseDo-
main could not attribute, we observe that for 3% WhoseDomain
discovered other attribution points i.e., social handles and other
domains. For malicious domains, such attribution points could be
leveraged by law enforcement for attribution by requesting registra-
tion data from social networks and domain registrars. For example,
the exploration does not find an identity for analytics.trovit.com.
But, WhoseDomain finds the Twitter account Trovit and the domain
lifullconnect.com. This saves time for the analyst as Lifull acquired
Trovit in 2014.

6.7 Impersonation Case Study

Our evaluation has so far focused on attributing benign domains
that do not attempt to hide their identity (e.g., popular, brands) and
gray domains that may prefer not to be attributed and thus avoid
disclosing their identity (e.g., some tracker domains). A different
class are malicious domains that not only hide their real identity but
impersonate a third-party. To examine the impact of impersonation,
we apply WhoseDomain for attributing apesorigami.net, a phishing
domain submitted to PhishTank on September 13, 2023 [14]. This
phishing domain impersonates app.linch.io, a domain from the
linch decentralized finance (DeFi) crypocurrency exchange.

We provide apesorigami.net as input to WhoseDomain. Whose-
Domain first queries WHOIS, but the input domain is privacy-
protected. Then, it identifies a Web server listening on ports 80/tcp
and 443/tcp. The HTTP server on 80/tcp redirects to the HTTPS
server on 443/tcp. The HTTPS web server has a valid certificate
issued by “Google Trust Service LLC” that does not contain any
identity. The security.txt URL returns the 9-byte string “Not found”.
From the downloaded content, WhoseDomain extracts 3 indica-
tors: an iOS app ID (1546049391), a Google Tag Manager ID (GTM-
TFJV2F3), and identity “linch” extracted from the copyright string.
All 3 indicators belong to the impersonated entity and have been
copied from the original website. Since an identity has been found,
the exploration stops and outputs Iinch as the owner’s identity.

This example shows that in face of impersonation, WhoseDo-
main may output the impersonated identity instead of the identity
of the impersonator. Since the phishing website in this case is sim-
ply a copy of the original site on a different domain, identifying
the attacker’s identity is not possible, even for a human analyst.
Furthermore, we believe there is still value to identify the imperson-
ated entity for providing brand protection services. For example, if
WhoseDomain is applied to a large number of domains and reports
all domains attributed to linch back to the exchange, the exchange
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will know that app.linch.io belongs to them, but apesorigami.net
does not and thus is a phishing website that should be taken down.
We furher discuss impersonation in Section 7.

7 DISCUSSION

Ethical considerations. WhoseDomain does not collect private
user information. It only examines data publicly available on the
Internet and VirusTotal. One concern is that WhoseDomain may
de-anonymize domain owners that prefer not to be de-anonymized.
This likely happens because the domain owner publicly leaked
some data that it did not mean to. We argue that our approach can
be used by the domain owner to identify and fix such leaks.

Misleading information. A key challenge in attribution is mis-
leading information, which can introduce false leads and may lead
to incorrect attribution. We differentiate the cases of unreliable and
planted false information. Unreliable information is intrinsic to the
attribution process (e.g., third parties in the privacy policy). The
ranking of WhoseDomain is designed to address naturally occur-
ring unreliable information by selecting the correct identity among
all observed identities. Our evaluation covers the natural occur-
rence of such cases for popular, less popular, brands, and tracker
domains.

Our case study on a phishing domain shows that if planted false
information dominates the content, WhoseDomain may output
the planted identity as the owner. Impersonating another entity is
illegal in most jurisdictions and thus often avoided by companies
behind attribution-worthy domains such as trackers [70], download
portals [69], and commercial PPI services [48]. When impersonation
happens (e.g., in phishing websites), we argue that there is still value
to identify the impersonated entity. For example, companies know
the websites they own and could search for other websites that
WhoseDomain attributes to them in order to identify impersonators.

In attribution, an investigator needs to follow all leads (even
false ones) because a priori it is not known which leads may be
useful, unfruitful, or planted. WhoseDomain assists an investigator
by automating repetitive manual tasks that are error-prone and can
take long time. In the presence of misleading information, Whose-
Domain would still save time for the analyst by investigating all
leads automatically, even if false. The analyst would then examine
the results to determine whether false leads were planted.

Attribution points. When WhoseDomain fails to identify the
owner identity for a domain or website, it may still discover use-
ful attribution points like other domains that belong to the same
owners and certificates issued by commercial certificate author-
ities (CAs). Law enforcement can then continue the attribution
process by requesting the registration information from the do-
main registrars and commercial CAs. The key advantage is that
WhoseDomain automatically finds those attribution points, saving
investigation time.

Other applications. WhoseDomain is best suited for attributing
gray domains that belong to companies, which may not be able
to completely hide their identity. Beyond trackers, WhoseDomain
could be applied to scam websites (e.g., [45, 53, 79]), download por-
tals [69], abusive affiliate programs [28, 61], and pay-per-install
(PPI) commercial services [48]. Prior work by Starov et al. [75] uses
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advertisement identifiers to cluster phishing webpages from the
same owner. WhoseDomain could also be applied to that scenario
by adding advertisement identifiers to the supported IOCs. The
combination of such identifiers with the other sources WhoseDo-
main already supports could potentially attribute higher numbers
of sites. WhoseDomain can also be applied to determine the com-
pany that owns a benign website. For example, when a Web server
is identified to have a vulnerability, WhoseDomain can be used to
identify the owner of the Web server and extract its contact indi-
cators. On the other hand, WhoseDomain may not be well suited
for attributing other malicious Web servers that hardly provide
any info such as exploit servers used to deliver malware to their
visitors [35] and C&C servers [33].

Blocklists. WhoseDomain uses a variety of blocklists. While
building such blocklists requires significant work, it is largely a
one-time effort. Furthermore, the design of WhoseDomain assumes
that filtering is incomplete by nature and includes a novel rank-
ing technique to address third-party identities introduced due to
filtering limitations.

Related identities. The ranking currently only outputs the top-
ranked cluster. It is possible that there exist multiple dissimilar, but
related, identities, e.g., parent-child relationships due to company
acquisitions. If so, WhoseDomain will only output one company.
One possibility for future work would be to leverage company
databases (e.g., [31]) to check if multiple identities in the ranking
are related.

Other expansions. Adding more expansions could increase the
attribution rate. For example, historical WHOIS information may
help to identify the domain owner even if a domain currently uses a
privacy protection service. And, advertisement identifiers could be
used to identify other webpages belonging to the same owner [75].

8 RELATED WORK

Rid and Buchanan [68] define attribution as answering the ques-
tion “Who did it?”, which in this paper we convert into “Who
owns it?”. Automating the attribution of domains and websites
is a little-studied problem. Sanchez et al. [70] take a first step by
using domain and IP WHOIS to identify the owner of third-party
tracker domains. However, WHOIS usefulness is hampered by the
problems of privacy protection services and data redaction (e.g., to
satisfy privacy regulations). Attribution as a resource ownership
problem has also been recently addressed for IP addresses [77] and
Autonomous Systems (ASes) [82]. WhoseDomain currently does
not address the attribution of IP addresses, and their ASes, because
due to IPv4 scarcity most websites use hosting services instead
of their own IP ranges. In hosting services, IP addresses may be
shared or reused by different websites over time, which can lead
to incorrect attributions. Starov et al. [75] leverage advertisement
identifiers to link websites belonging to the same owners, while
Retriever [72] links developer accounts in mobile markets from
the same owners. In contrast, WhoseDomain goes beyond linking
resources of the same owner to automatically identify the identity
of the owner. Attribution frameworks such as Maltego [59] and VT
Graph [78] produce attribution graphs but are designed for manual
analysis.
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Other works propose infrastructure and content features to iden-
tify malicious domains and websites (e.g., [24, 41]). But, those fea-
tures are not designed for attribution. For example, a common fea-
ture is whether the Whois entry is anonymized. There is also work
on the impact of domain ownership changes [51]. Handling such
temporal ownership changes would require adding other datasets
to WhoseDomain like historical Whois registrations. Also related
is the work by Squarcina et al. [74] that analyzes security issues
introduced by subdomain leasing. Our work shows that subdomain
leasing can also affect attribution.

WHOIS.. Early WHOIS works analyzed the accuracy of'its data [21],
the abuse of privacy protection and proxy services [29], and the
data format inconsistency [57]. Recently, Lu et al. quantified the
impact of GDPR on WHOIS [58], finding that 85% of large WHOIS
providers redact European Economic Area (EEA) records at scale,
and over 60% also redact non-EEA records. Our work proposes a
novel attribution approach that can attribute domains and websites
even when WHOIS data is not useful.

Tracking. Web tracking can be traced back at least 25 years [49]
and has become widespread with over 90% of websites including
at least one tracking script [34, 71]. Tracker companies may own
multiple tracker domains [32, 70, 73] and may collaborate to in-
crease their coverage [38, 65, 70]. Manually-curated lists associate
tracker domains with tracking companies [3, 9, 30], but they can
quickly become obsolete due to company acquisitions. Our novel
attribution approach allows building such lists in an automated
manner and keeping them up-to-date with the dynamics of the
tracker ecosystem.

Indicator extraction. Other research extracts indicators of com-
promise (IOCs) from security articles [42, 54, 81]. Our approach is
similar in using regular expressions and NLP to identify indicators
but differs in the goal of attributing domains and websites.

9 CONCLUSION

We have presented a novel automated approach for domain and
website attribution. When WHOIS data is not useful, our approach
leverages other sources such as passive DNS, TLS certificates, and
the analysis of website content. We have proposed a novel ranking
technique to select the domain owner and its indicators among
multiple entities. We have implemented our approach into Whose-
Domain [16], which achieves an F1 score of 0.94 compared to 0.59 for
WHOIS. We have applied WhoseDomain on 3,001 tracker domains
in the Disconnect list showing that WhoseDomain can identify
needed updates to the list.
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fgdn ‘ bs.ad-stir.com ‘
} Framework
esld ‘ ad-stir.com ‘
l Guesser
guessedUrl ‘ https://ad-stir.com/ ‘
} Reporter
url ‘ https://en.ad-stir.com/ ‘
} Reporter
file ‘ 1746c461f4...857a294447 ‘
Reporter
privacyUrl ‘ https://mt.united.jp/rule.html ‘
Framework
url ‘ https://mt.united.jp/ ‘
] Framework
fqdn ‘ mt.united.jp ‘
l Framework
esld ‘ united.jp ‘
} Whois
identity ‘ UNITED, inc. ‘

Figure 4: Attribution path followed for a tracker domain.
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Figure 5: F1 score for different LCS thresholds in the ranking
module. The best F1 score is achieved by threshold 0.7.

strings such that similar strings are in the same cluster and dissimi-
lar strings are in different clusters.
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Regexp NLP-NER | NLP-Synonym | DP-Metadata | DP-Schema | DP-Link
Before Ranking | 1,069 (71) | 2,377 (2,255) 110 (110) 117 (10) 87 (17) | 2,494 (0)
After Ranking 326 (65) 625 (609) 104 (104) 83 (7) 47 (12) | 1,138 (0)

Table 5: Number of indicators (identity indicators in parenthesis) extracted by the different content attribution techniques on
the dataset of 100 GT privacy policies.

GT | Content || Regexp | NLP-NER | NLP-Synonym | DP-Metadata | DP-Schema | DP-Link
tranco_top 250 42 26 8 0 25 10 41
tranco_100k | 250 151 118 14 1 54 43 134
brands 100 80 74 19 3 24 10 73
trackers 139 82 69 40 11 29 24 73
All [ 739 ] 355 | 287 | 81 15 | 132 | 87 | 321

Table 6: Number of indicators extracted by the different content attribution techniques that end up in the final attribution

results for each GT dataset.

We run the clustering step of the ranking module on the 200
strings multiple times, increasing the LCS threshold in intervals of
0.1. In this experiment, the clustering only uses the LCS feature,
other features (e.g., if the two strings share the same prefix) are
disabled. To determine the clustering accuracy at each threshold,
we compare the clustering results with the manually generated
reference clustering. For this, we use precision, recall, and F1 score,
common metrics for evaluating malware clustering results [22].
These metrics do not require or use cluster labels. They measure
structural similarity between the obtained clusters and the refer-
ence clusters. The results are shown in Figure 5. The F1 score is
maximized with threshold 0.7, which achieves 1.00 precision, 0.83
recall, and 0.74 F1 score. We use 0.7 as threshold in our evaluation.

B SUBDOMAIN THRESHOLD SELECTION

The passive DNS expansion in the infrastructure attribution module
ignores the subdomains of a given esld if they are larger than a
threshold to avoid expanding domains that lease subdomains to
third parties. To select the threshold value, we sample 200 domains
belonging to the DynDNS Pro dynamic DNS provider [13] that
leases subdomains on those domains to third parties. We query
VT to obtain their number of subdomains. The lowest number of
subdomains VT reports is 52. To account for some variability, we
conservatively select 50 as threshold value. To check the impact
of this threshold, we randomly select 200 domains among the top
100K domains in the Tranco list. As far we know, none of these
200 domains lease subdomains. We query VT for their subdomains,
observing that 70 have more than 50 subdomains. Thus, while our
selected threshold of 50 does not miss leasing domains, it may
not expand some non-leasing domains with many subdomains,
which could potentially introduce false negatives. However, other
expansions may still attribute those domains, as illustrated by the
0.94 F1 score WhoseDomain achieves across the GT datasets. In
future work, we would like to explore if this simple threshold-based
filter could be replaced with a machine learning classifier.

C CONTENT ATTRIBUTION TECHNIQUES

We evaluate how each content attribution technique contributes to
the attribution of a document and to the final domain attribution.

Document attribution. We first evaluate how much each content
attribution technique contributes towards attributing a document.
We focus on privacy policies as those are the most prevalent docu-
ments. In particular, we apply the content attribution module on the
dataset of 100 privacy policies used for the ranking evaluation in
Section 6.4. Each indicator has an attribute with the list of sources
(module and technique) that extracted it. Table 5 shows the number
of indicators in the content attribution results, before and after the
ranking, that contain a technique among their sources. Numbers in
parenthesis correspond to identity indicators.

The technique that extracts most indicators is the document
parsing link analysis (DP-Link), followed by the NER, and the regu-
lar expressions. Indicators extracted from links are largely domains
and social network handles; this technique does not extract any
identity indicators. The smallest contributor is the parsing of the
Schema.org information (DP-Schema) because this data is only
available in a small fraction of documents. The results also show
that many identities extracted by the NER are false positives that
the ranking drops.

Domain attribution. Next, we evaluate how much each content
attribution technique contributes to the final domain attribution
results. For each technique, we count the number of indicators in
the domain attribution results of the 4 GT datasets that contain
the technique among their sources. Table 6 first shows the number
of domains attributed (GT) and the number of domains where the
content attribution module was used (Content), which is smaller
since some domains may not have websites or may be attributed
before content is downloaded (e.g., by WHOIS). Then, it shows the
number of indicators in the results contributed by each technique.

All techniques contribute indicators to the final domain attri-
bution results, highlighting their usefulness. The technique that
contributes most indicators is the document parsing link analysis,
followed by regular expressions, and the document parsing meta-
data analysis (DP-Metadata). The latter extracts indicators from
the non-visible content, e.g., HTML meta tags. Compared to the
document attribution, the NER importance decreases as the final
ranking further removes false positives.
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